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_ Logistics  Management  Institute 

Government-Imposed  Barriers  to  the  Use  of 
Commercial  Integrated  Circuits  in  Military  Systems 

Executive  Summary 


Using  more  commercial  and  commercially  derived  silicon-based  integrated 
circuits  in  DoD  hardware  can  save  the  Department  money  and  give  it  access  to 
better  technology.  Before  the  defense  industry  can  use  more  commercial  inte¬ 
grated  circuits,  however,  barriers  imposed  by  the  Federal  government  must  be 
overcome.  These  barriers  fall  into  two  general  categories:  technical  and  admin¬ 
istrative.  Technical  barriers  restrict  what  DoD  and  its  contractors  buy;  adminis¬ 
trative  barriers  influence  how,  and  from  whom,  they  buy. 

A  commercial  integrated  circuit  is  one  whose  design,  manufacturing  proc¬ 
esses,  logistics  support,  and  terms  of  sale  are  targeted  toward  a  civilian  market. 
Instead  of  one  single,  simple  description  for  commercial  integrated  circuits,  a 
conglomeration  of  performance  requirements,  design  approaches,  manufactur¬ 
ing  processes,  distribution  channels,  and  product  support  exists.  Two  major  ini¬ 
tiatives,  the  military  specification  and  standard  reform  initiative  and  the  Federal 
Acquisition  Streamlining  Act  of  1994  (FASA),  offer  to  make  it  easier  for  defense 
contractors  to  buy  commercial  products.  Nevertheless,  in  both  technology  and 
acquisition  practice,  major  barriers  remain. 

The  most  significant  technical  barrier  to  the  use  of  commercial  integrated 
circuits  is  design  conservatism  due  to  a  lack  of  data  that  characterize  the  com¬ 
mercial  devices  and  the  military  environments  in  which  those  devices  would 
have  to  perform.  Not  all  commercial  integrated  circuits  will  operate  reliably  un¬ 
der  military  conditions,  but  neither  are  all  military  applications  equally  stressing. 
The  challenge  in  each  case  is  knowing  when  commercial  integrated  circuits  can 
be  used  with  confidence.  Several  DoD  research-and-development  programs  are 
compiling  data  on  the  characteristics  of  commercial  integrated  circuits,  but  these 
efforts  are  not  cohesively  or  centrally  managed. 

We  recommend  a  comprehensive  DoD  effort  to  collect  data  on  the  ability  of 
commercial  integrated  circuits  to  operate  in  military  environments.  A  Center  for 
Commercial  Integrated  Circuit  Insertion  —  run  by  a  Service  laboratory  or  non¬ 
profit  research  institute  —  should  oversee  research  in  this  area  and  should  serve 
as  a  clearinghouse  for  dissemination  of  project  results.  We  also  recommend  that 
DoD  clarify  and  expand  MIL-STD-883D,  Test  Methods  and  Procedures  for  Microe¬ 
lectronics,  to  define  device  classes  for  which  defense  and  commercial  applications 
are  similar. 
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Some  military  specifications  and  standards  unnecessarily  raise  technical 
barriers.  MIL-STD-454N,  Standard  General  Requirements  for  Electronic  Equipment, 
and  Military  Handbook  21 7F,  Reliability  Prediction  of  Electronic  Equipment,  inhibit 
the  use  of  commercial  integrated  circuits.  The  barriers  they  present  should  be 
greatly  reduced  by  the  current  reform. 

Not  all  military  specifications  and  standards  should  be  abandoned,  how¬ 
ever.  The  Qualified  Manufacturers  List  Program  and  the  Standard  Microcircuit 
Drawing  Program  are  based  on  military  standards  and  specifications  that  have 
few  direct  commercial  analogs.  The  Defense  Electronics  Supply  Center  has  im¬ 
proved  these  programs  over  the  past  five  years  in  response  to  industry  requests 
and  numerous  studies.  Notably,  the  qualified  manufacturers  list  replaces  the 
qualified  parts  list  and  establishes  process  control  as  DoD's  preferred  quality  as¬ 
surance  technique  for  integrated  circuits.  We  recommend  these  programs  be  re¬ 
tained  and  further  improved.  We  also  recommend  that  they  be  contractually 
optional  (neither  banned  nor  mandatory),  but  that  contractors  who  choose  not  to 
use  them  should  be  obligated  to  identify  acceptable  alternatives. 

Producers  of  commercial  integrated  circuits  that  meet  military  technical  re¬ 
quirements  might  be  reluctant  to  sell  those  products  to  defense  contractors  be¬ 
cause  of  data  and  reporting  requirements  that  flow  down  to  subcontractors. 
Examples  are  the  requirements  for  providing  detailed  cost  data,  for  cost  collec¬ 
tion  and  reporting,  for  source  restrictions,  for  data  rights,  or  that  were  imple¬ 
mented  for  socioeconomic  reasons.  Many  of  these  remain  despite  the  FASA. 

DoD's  cost  collection  and  reporting  requirements  mandate  specialized  in¬ 
formation  systems  that  have  neither  close  counterparts  nor  business  value  in  a 
commercial  setting.  FASA  greatly  reduces  the  government's  ability  to  collect 
cost  or  pricing  data,  but  other  potential  barriers,  such  as  audit  rights,  remain. 
The  contracting  community  should  seek  to  remove  all  burdensome  conditions 
on  its  purchases  of  commercial  items. 

FASA  also  did  not  relieve  requirements  for  cost  and  schedule  control  sys¬ 
tems.  While  these  requirements  are  necessary  for  effective  management  of  mili¬ 
tary-unique  development  projects,  they  could  lead  to  unintended  requests  for 
cost  data  on  commercial  components.  These  requirements  effectively  flow  down 
to  all  tiers,  affecting  suppliers  of  commercial  items  whenever  the  prime  contrac¬ 
tor  buys  hardware  or  design  services.  Both  the  government  and  its  prime  con¬ 
tractors  need  to  ensure  that,  for  commercial  items,  access  to  such  information 
does  not  extend  beyond  what  is  normally  available  in  the  commercial  market¬ 
place. 

Several  contract  clauses  restrict  the  origin  of  defense  supplies  and  compo¬ 
nents.  These  source  restrictions  have  no  counterpart  in  the  commercial  world 
and  can  cut  off  DoD  from  a  wide  range  of  suppliers  —  including  overseas  plants 
of  U.S.  corporations  (which  is  common  in  the  integrated  circuit  industry).  These 
restrictions  are  not  addressed  by  FASA.  The  Buy  American  Act  and  the  Trade 
Agreements  Act  would  have  to  be  amended  to  bring  relief. 
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The  retention  of  private  data  rights  is  key  to  competitiveness  for  many  com¬ 
panies.  While  FASA  makes  major  strides  in  preserving  commercial  firms'  inter¬ 
ests,  government  practice  continues  to  differ  from  the  commercial  sector. 
Contractors  must  specially  mark  technical  data,  must  maintain  records  justifying 
those  markings,  and  must  be  prepared  to  deliver  to  the  government  technical 
data  for  two  years  after  the  last  item  in  which  those  data  are  used  is  delivered  to 
the  government. 

The  government  uses  its  status  as  a  buyer  to  promote  socioeconomic  goals 
over  and  above  those  affecting  general  commerce.  Specialized  socioeconomic 
requirements  impose  burdens  and  potential  liabilities  not  found  in  commercial 
business  and  are  therefore  a  barrier,  especially  for  the  integrated  circuit  industry, 
where  the  government  is  not  a  major  buyer.  FASA  grants  no  exemptions  from 
incremental  socioeconomic  requirements. 

To  overcome  administrative  barriers  not  addressed  by  FASA,  DoD  may 

♦  petition  the  Administrator  of  the  Office  of  Federal  Procurement  Policy  to  get 
these  provisions  and  clauses  added  to  the  list  of  those  not  applicable  to 
commercial-item  contracts  or  subcontracts, 

♦  seek  special  legislative  action,  or 

♦  obtain  waivers,  where  such  authority  exists,  from  the  Secretary  of  Defense, 
the  military  service  secretaries,  or  other  officials  designated  by  the  Secretary 
of  Defense. 
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Preface 


The  Department  of  Defense  initiatives  for  military  specifications  and 
standards  reform  and  for  acquisition  reform  are  evolving  rapidly  as  we  go  to 
press.  Some  barriers  to  the  military  use  of  commercial  integrated  circuits  that  we 
describe  may  have  been  reduced  by  reforms  implemented  after  this  report  was 
written. 


Chapter  1 

Introduction  and  Summary 

Purpose 


In  this  study,  the  Logistics  Management  Institute  identifies  government- 
imposed  barriers  to  the  insertion  of  commercial,  silicon-based  integrated  circuits 
(ICs)  into  defense  products  and  recommends  changes  for  reducing  those  barri¬ 
ers.  These  barriers,  whether  in  regulation  or  in  practice,  cause  IC  makers  to  seg¬ 
regate  their  businesses  into  defense  and  commercial  divisions  and  can  deter 
currently  commercial-only  firms  from  entering  the  defense  market. 

Because  of  unique  technical  requirements  and  buying  practices,  DoD  has 
fostered  an  industrial  sector  that  is  generally  distinct  —  technically  and  organi¬ 
zationally  —  from  its  commercial  counterpart.  However,  defense  outlays  have 
declined  each  year  since  FY87  (constant  FY87  dollars).  Between  FY87  and  FY93, 
procurement  outlays  fell  22  percent.  With  the  Federal  budget  tightening,  DoD 
will  begin  fewer  new  programs  for  weapon  systems,  and  those  systems  will  be 
produced  in  lower  quantities  than  in  the  past.  Existing  systems  will  be  up¬ 
graded  and  will  remain  in  use  longer  than  originally  intended.  In  the  current 
fiscal  climate,  the  United  States  cannot  afford  a  separate  industrial  infrastructure 
for  defense. 

To  get  the  most  out  of  its  declining  procurement  budget,  DoD  is  encourag¬ 
ing  integration  of  commercial  and  military  industry,  where  defense  items  are 
produced  with  the  same  facilities  as  commercial  items,  and  dual-use  applica¬ 
tions,  where  the  same  item  can  have  both  commercial  and  military  uses.  Dual 
use  also  helps  DoD  avoid  development  costs.  Dual  use  can  apply  to  a  product  or 
process,  and  the  application  can  flow  either  way  between  commercial  and  mili¬ 
tary.  In  this  report,  we  refer  to  "insertion"  as  the  case  in  which  commercial  or 
commercially  derived  products  are  used  in  military  systems. 

Encouraging  commercial  IC  insertion  is  complicated  because  DoD  is  not  a 
direct  buyer  of  ICs;  most  ICs  bought  by  DoD  are  purchased  indirectly  when  DoD 
buys  components,  assemblies,  or  commercial  items  that  contain  ICs.  Thus,  the 
barriers  to  using  commercial  ICs  at  the  supplier  level  are  due  to  the  effects  of 
government  actions  that  flow  down  through  the  tiers.  In  some  cases,  the  re¬ 
quirements  causing  the  barriers  are  not  imposed  by  government  fiat  but  are  im¬ 
posed  instead  by  prime  contractors  on  their  suppliers.  In  those  cases,  relief  is  at 
the  discretion  of  prime  contractors. 

DoD  expects  to  gain  three  major  benefits  from  commercial  IC  insertion.  The 
first  is  access  to  a  larger,  more  diverse  supplier  base.  The  second  is  lower  costs 
resulting  from  having  a  larger  base  and  thus  more  competition.  The  last  is  better 
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access  to  new  technology,  which  should  also  result  from  having  access  to  a 
larger  supplier  base. 


Definition  of  Commercial  Integrated 
Circuits 


A  commercial  IC  is  one  whose  design,  manufacturing  processes,  logistics 
support,  and  terms  of  sale  are  targeted  toward  a  civilian  market.  Instead  of  one 
single,  simple  specification  or  business  practice  for  commercial  ICs,  a  conglom¬ 
eration  of  performance  requirements,  design  approaches,  manufacturing  proc¬ 
esses,  distribution  channels,  and  product  support  exists.  Large,  high-volume  IC 
users  can  buy  directly  from  IC  manufacturers;  low-volume  IC  users  usually  must 
buy  from  distributors. 

The  commercial  market  for  ICs  is  commonly  broken  into  two  categories  — 
"consumer  grade"  and  "industrial  grade"  —  on  the  basis  of  the  harshness  of  the 
environment  in  which  the  chips  must  operate.  Loosely  defined,  consumer-grade 
devices  are  designed  for  home  and  office  use,  while  industrial-grade  devices  are 
designed  for  automotive  and  factory  use.  Other  major  industrial  sectors  using 
ICs  are  commercial  telecommunications,  avionics,  and  space.  Inserting  com¬ 
mercial  ICs  into  defense  products  requires  careful  specification  of  the  kind  of 
commercial  ICs  to  be  inserted  and  the  channel  of  sale  —  including  technical 
documentation,  quality  assurance,  and  technical  support  —  to  be  used  for  their 
purchase. 


Overview  of  the  Integrated  Circuit  Industry 

Defense  Participation  in  the  Semiconductor  Industry 

DoD  exerts  little  influence  on  the  IC  market.  Figure  1-1  shows  the  U.S.  share 
of  the  world  market  for  IC  shipments  and  DoD's  IC  purchases.  Since  1982,  the 
U.S.  share  of  the  world  market  has  declined  from  79  percent  to  45  percent.  The 
domestic  industry  shipments  are  for  Standard  Industrial  Classification  (SIC) 
3674,  Semiconductors  and  Related  Devices,  which  in  addition  to  integrated  circuits 
includes  discrete  semiconductor  parts  (e.g.,  transistors,  diodes,  and  rectifiers). 
The  DoD  amount  is  an  estimate  of  direct  plus  indirect  defense  purchases  based 
on  the  Defense  Economic  Impact  Modeling  System  (DEIMS).1  DEIMS  estimates 
that  direct  defense  purchases  are  only  5  to  6  percent  of  total  defense  demand. 


!DEIMS  is  a  DoD  model  that  translates  the  Future  Years  Defense  Budget  into  DoD 
demand  on  industries  in  the  U.S.  economy.  It  uses  an  input-output  analysis  to  estimate 
both  the  direct  and  indirect  defense  demand  on  the  economy.  The  most  recent  DEIMS 
data  are  based  on  the  FY91  budget  and  probably  underestimate  the  downward  trend  in 
defense  procurement. 
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Value,  billions  of 
1987  dollars 


$70  _  Worldwide 


Year  (19xx) 


Sources:  U.S.  Industrial  Outlook  (U.S.  shipments  and  1993  -  1994  world  shipments),  Semiconductor  Indus¬ 
try  Association  (1982  -  1992  world  shipments),  and  DEIMS  (DoD  demand). 

Figure  1-1. 

Semiconductor  Shipments  and  DoD  Demand 


The  DoD  share  of  the  U.S.  IC  market  declined  from  23  percent  in  1985  to 
8  percent  in  1994,2  and  defense  budgets  are  likely  to  continue  shrinking.  ICs  will 
continue  to  be  a  small  share  of  an  individual  weapon  system's  cost.  For  exam¬ 
ple,  at  one  company,  although  electronics  account  for  a  substantial  portion  of 
system  costs,  ICs  themselves  on  average  account  for  only  1  to  3  percent  of  the 
total  cost.[l] 

Product  Technology  Trends 

IC  technology  advances  rapidly,  with  higher  performance  continually  be¬ 
coming  available  at  a  decreasing  cost.  DoD  research  no  longer  drives  technical 
advancement  in  the  IC  industry.  Exceptions  are  niche  areas  such  as  ICs  for 
night-vision  equipment,  which  require  exotic  materials  rather  than  common  sili¬ 
con. 


We  illustrate  technology  trends  with  selected  IC  products.  Table  1-1  shows 
die  change  in  product  shipments,  in  terms  of  dollar  value,  for  the  five-year  pe¬ 
riod  from  1987  to  1992.  Total  industry  shipments  increased  8  percent,  but  in 


2The  DEIMS  industry  classification  "Semiconductors"  is  equivalent  to  SIC  3674, 
Semiconductors  and  Related  Devices. 
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each  case,  shipments  of  the  less  complex  product  declined  (or  increased  only 
slightly)  and  shipments  of  the  most  complex  product  increased.  For  example, 
shipments  of  simple  microprocessors  (4  bit  and  8  bit)  declined  56  percent,  while 
shipments  of  more  complex  microprocessors  (16-bit  and  32-bit)  increased 
208  percent.  The  electrically  erasable,  programmable,  read-only  memory 
(EEPROM)  chips  are  the  newest  technology  represented.  Shipments  of  the 
larger-memory  chips  have  increased  570  percent  during  the  five  years. 

Table  1-1. 

Shipments  of  Selected  Products  in  the  Semiconductor  Industry 


Shipment  value 
(millions  of  1987  dollars) 

Percentage 

Product 

1987 

1992 

change 

Microprocessors 

4  bit  +  8  bit 

365.4 

159.1 

-56.4 

16-bit  +  32-bit 

913.4 

2,813.2 

208.0 

DRAMs 

<  80,000  bits 

89.4 

33.4 

-62.6 

>  80,000  bits 

863.6 

1,279.9 

48.2 

SRAMs 

<  80,000  bits 

356.8 

368.9 

3.4 

>  80,000  bits 

40.2 

341.9 

750.6 

EPROMs 

<  80,000  bits 

239.9 

158.8 

-33.8 

>  80,000  bits 

344.9 

542.4 

57.3 

EEPROMs 

<  80,000  bits 

177.6 

134.8 

-24.1 

>  80,000  bits 

24.4 

163.4 

569.5 

All  Semiconductors 

19,794.9 

21,350.5 

7.9 

Sources:  Department  of  Commerce,  Bureau  of  the  Census,  Industry  Series:  Elec¬ 
tronic  Components:  and  Department  of  Commerce,  Bureau  of  the  Census,  Semiconduc- 
tors ,  Printed  Circuit  Boards,  and  Other  Electronic  Components . 


Note:  DRAM  =  dynamic,  random-access  memory;  SRAM  =  static,  random-access 
memory;  and  EPROM  =  erasable,  programmable,  read-only  memory. 


Defense  demand  for  ICs  differs  significantly  from  commercial  demand  in 
the  volumes  required  and  in  the  variety  of  parts.  Commercial  buyers  tend  to 
purchase  high  volumes  of  a  small  number  of  chip  device  types,  while  DoD  buys 
a  low  volume  of  thousands  of  different  device  types.  The  Defense  Logistics 
Agency's  Defense  Electronic  Supply  Center  (DESC)  surveyed  companies  in  the 
commercial  automotive,  telecommunications,  avionics,  and  space  industries 
about  how  they  purchase  ICs.  The  commercial  industries  generally  use  fewer 
than  300  different  device  types,  whereas  DoD  uses  more  than  12,000.  Part  of  the 
reason  for  the  large  number  of  parts  is  that  DoD  purchases  items  from  a  signifi¬ 
cant  number  of  manufacturing  industries. 
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Table  1-2  shows  how  the  prices  of  the  selected  products  have  changed  over 
the  period  1987  to  1992.  Prices  declined  for  most  products  as  the  quantities 
shipped  increased,  and  also  more  capability  is  now  available  at  lower  cost.  For 
SRAMs  and  EPROMs,  the  average  price  per  unit  for  the  higher  capability  is 
lower  today  than  the  price  of  less  capability  was  five  years  ago.  In  1987, 
EEPROMs  with  large  memories  were  a  leading-edge  technology;  the  quantity 
shipped  was  low  and  the  price  was  very  high.  By  1992,  the  quantity  shipped  in¬ 
creased  over  5  times  and  the  price  declined  by  94  percent. 

Table  1-2. 

Unit  Prices  of  Selected  Semiconductor  Products 


Price  per  unit 
(1987  dollars) 

Percentage 

Product 

1987 

1992 

change 

Microprocessors 

4-bit  +  8-bit 

3.46 

2.60 

-24.8 

1 6-bit  +  32-bit 

33.83 

4.34 

-87.2 

DRAMs 

<  80,000  bits 

2.94 

4.40 

49.5 

>  80,000  bits 

6.80 

6.63 

-2.5 

SRAMs 

<  80,000  bits 

4.19 

4.07 

-2.8 

>  80,000  bits 

4.96 

3.30 

-33.4 

EPROMs 

<  80,000  bits 

4.47 

4.10 

-8.1 

>  80,000  bits 

5.05 

1.46 

-71.1 

EEPROMs 

<  80,000  bits 

5.88 

0.93 

-84.2 

>  80,000  bits 

122.00 

7.26 

-94.0 

Sources:  Department  of  Commerce,  Bureau  of  the  Census,  Industry  Series: 
Electronic  Components;  and  Department  of  Commerce,  Bureau  of  the  Census, 
Semiconductors,  Printed  Circuit  Boards,  and  Other  Electronic  Components. 


These  trends  in  the  IC  industry  influence  the  price  DoD  pays  for  ICs  used  in 
weapon  systems.  The  commercial  industry  is  characterized  by  rapid  advances  in 
technology;  IC  product  development  cycles  are  18  to  36  months.  Prices  are 
driven  down  as  volumes  increase.  DoD  tends  to  have  long  development  cycles 
(10  to  20  years)  for  major  systems,  and  therefore  the  design  often  incorporates 
outdated  IC  technology  that  DoD  must  support  for  the  many  years  (often  20  or 
more)  that  its  systems  are  operational.  Thus,  DoD  cannot  take  advantage  of 
newer  technology  at  lower  prices  and,  in  some  cases,  may  be  paying  more  for  the 
old  technology  than  it  would  for  newer,  more  capable  technology.3 


3DESC  reports  that  it  still  buys  substantial  quantities  of  the  Intel  8088  chip. 
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Major  Initiatives  Aimed  at  Reducing 
Government  Barriers 


Two  current  initiatives  will  reduce  government  barriers  to  inserting  com¬ 
mercial  ICs  into  defense  systems.  The  first  initiative  is  military  specification 
(MILSPEC)  reform.  MILSPEC  reform  encourages  the  use  of  performance-based 
product  specifications  and  nongovernment  standards  in  lieu  of  prescriptive 
military  documents.  The  second  initiative  is  the  Federal  Acquisition  Streamlin¬ 
ing  Act  of  1994  (FASA,  Public  Law  103-355),  aimed  at  changing  requirements, 
many  imposed  by  statute,  for  how  DoD  does  business  with  its  suppliers.  These 
initiatives  do  not  completely  eliminate  government  barriers,  however,  and  the 
bulk  of  our  research  has  consisted  of  analyzing  these  initiatives'  effect  on  IC  in¬ 
sertion  and  determining  what  barriers  will  remain. 


MILSPEC  Reform 

MILSPECs  document  requirements  for  the  development  of  military  hard¬ 
ware  and  software  and  for  the  management  of  military  acquisition  programs. 
While  the  term  MILSPEC  is,  strictly  speaking,  an  abbreviation  for  "military 
specification,"  DoD  commonly  uses  this  term  more  broadly,  as  we  do  here,  to 
include 

♦  military  standards,  which  establish  uniform  criteria,  methods,  processes,  and 
practices  for  developing  military-unique  applications; 

♦  military  handbooks; 

♦  military  bulletins; 

♦  DoD  standards; 

♦  NATO  standards;  and 

♦  any  other  document  listed  in  the  DoD  Index  of  Standards  and  Specifications 
(DoDISS)  and  maintained  by  DoD  or  other  military  agency. 

Approximately  40,000  MILSPECs  provide 

♦  procedures  for  consistent  system  development  and  engineering,  e.g.,  for  de¬ 
sign  reviews  and  configuration  control, 

♦  product  specifications, 

♦  test  and  calibration  methods,  and 

♦  other  technical  references. 
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On  29  June  1994,  Secretary  of  Defense  William  Perry  issued  a  memorandum. 
Specifications  and  Standards  -  A  Neiv  Way  of  Doing  Business. [2]  This  memoran¬ 
dum  ordered  the  following  immediate  changes: 

♦  MILSPECs  are  to  be  used  as  a  last  resort,  following  performance  specifica¬ 
tions  and  nongovernment  specifications,  and  only  with  a  waiver; 

♦  MILSPECs  listed  in  DoD  Instruction  5000.2,  Defense  Acquisition  Management 
Policies  and  Procedures,  are  for  guidance  only;  and 

♦  MILSPECs  in  production  contracts  are  mandatory  only  through  the  first  ref¬ 
erence  tier. 

The  memorandum  also  ordered  the  following  transitional  changes  to  be 
phased  in: 

♦  "Management  and  manufacturing"  MILSPECs  are  to  be  canceled,  starting 
with  the  "top  10"  (which  include  MILSPECs  for  system  engineering,  configu¬ 
ration  management,  and  parts  control); [3] 

♦  The  government  will  retain  configuration  control  of  only  functional  and  per¬ 
formance  requirements; 

♦  Obsolete  MILSPECs  are  to  be  purged  from  DoDISS; 

♦  Nongovernment  standards  and  specifications  are  to  added  to  DoDISS;  and 

♦  Military-unique  quality  assurance  techniques  are  to  be  replaced  with 
"process  control." 

For  more  detailed  information  on  the  ordered  MILSPEC  changes,  the 
memorandum  refers  to  two  DoD  reports.  Report  of  the  Industry  Review  Panel  on 
Specifications  and  Standards  and  Report  of  the  Process  Action  Team  on  Military  Speci¬ 
fications  and  Standards:  Blueprint  for  Change.  [3,4] 


Federal  Acquisition  Streamlining  Act 

The  second  major  initiative,  FASA,  will  make  significant  changes  in  pro¬ 
curement  regulation.  FASA  makes  a  wide  range  of  changes  in  acquisition  policy 
to  reduce  oversight  and  simplify  contracting  procedures  and  thus  makes  gov¬ 
ernment  contracting  more  similar  to  commercial  contracting.  Major  changes  in 
procurement  law  include  the  following: 

♦  The  definition  of  what  qualifies  as  a  commercial  product  is  expanded. 

♦  Purchases  of  commercial  items  are  exempted  from  more  than  30  statutes 
unique  to  the  government. 
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♦  Contracts  for  commercial  items  are  exempted  from  the  requirement  to  pro¬ 
vide  cost  and  pricing  data. 

♦  The  threshold  under  the  Truth  in  Negotiations  Act  is  raised  to  $500,000. 

♦  The  simplified  acquisition  threshold  is  raised  to  $50,000  and  will  go  up  to 
$100,000  when  certain  conditions  are  met.  Purchases  made  under  that 
threshold  are  exempted  from  15  statutes. 

♦  More  extensive  debriefings  are  required  upon  award  of  contract  to  reduce 
the  number  of  protests. 


Key  Findings  and  Recommendations 


We  analyzed  barriers  to  the  insertion  of  commercial  ICs  by  examining 
technical  and  administrative  issues.  The  MILSPEC  reform  initiative  is  a  major 
factor  in  the  former,  and  FASA  is  the  main  element  of  the  latter.  We  began  by 
reviewing  the  numerous  studies  that  have  examined  these  issues;  Appendix  A 
contains  a  synopsis  of  their  recommendations. 


Technical  Barriers 

The  most  significant  technical  barrier  to  the  use  of  commercial  ICs  is  design 
conservatism  by  government  engineers  and  defense  contractors.  Other  technical 
barriers  are  imposed  by  the  use  of  unnecessary  MILSPECs.  Not  all  MILSPECs 
present  barriers,  however,  and  some  good  ones  are  threatened  by  the  current  re¬ 
form  initiative. 

Design  conservatism  reflects  a  lack  of  data  characterizing  the  commercial 
devices  and  the  military  environments  in  which  those  devices  would  have  to 
perform.  To  reduce  this  barrier,  we  recommend  that  DoD  clarify  and  expand 
MIL-STD-883D,  Test  Methods  and  Procedures  for  Microelectronics,  to  include  cate¬ 
gories  of  environmental  requirements  (generally  called  "device  classes")  for 
which  defense  and  commercial  applications  are  similar.  Where  commercial 
analogs  exist,  that  standard  should  refer  to  them.  We  also  recommend  a  com¬ 
prehensive  DoD  effort  to  collect  data  on  the  commercial  ICs'  ability  to  operate  in 
military  environments,  including  environments  for  which  the  manufacturers 
have  qualified  the  devices  but  have  never  published  the  fact.  While  several  DoD 
programs  are  compiling  data  on  the  characteristics  of  commercial  ICs,  these  ef¬ 
forts  are  not  being  cohesively  or  centrally  managed.  A  Center  for  Commercial  IC 
Insertion  should  oversee  research  in  this  area  and  should  serve  as  a  clearing¬ 
house  for  dissemination  of  project  results. 

The  use  of  unnecessary  MILSPECs  imposes  other  technical  barriers.  Elimi¬ 
nating  some  MILSPECs  from  contractual  mandate  will  facilitate  inserting  com¬ 
mercial  ICs  into  defense  items.  MIL-STD-454N,  Standard  General  Requirements  for 
Electronic  Equipment,  and  MIL-HDBK  217F,  Reliability  Prediction  of  Electronic 
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Equipment,  inhibit  commercial  IC  use;  their  use  will  be  justifiably  reduced  by  the 
MILSPEC  reform  initiative. 

We  conclude  that  MILSPEC  reform,  while  well  defined  and  well  inten- 
tioned,  is  sometimes  implemented  such  that  MILSPECs  are  being  banned  simply 
because  they  are  MILSPECs,  without  regard  to  their  purpose,  value,  or  the  exis¬ 
tence  of  commercial  analogs.4  We  feel  that  such  implementation  is  inconsistent 
with  both  the  letter  and  intent  of  Secretary  Perry's  memorandum.  In  Appen¬ 
dix  B,  we  present  an  analysis  of  MILSPEC  reform  and  discuss  how  it  might  be 
improved.  In  industries  where  no  standards  exist,  the  MILSPECs  represent  a 
body  of  knowledge  that  is  not  available  anywhere  else.  To  an  extent,  this  is  the 
case  in  the  IC  industry. 

Two  programs  related  to  ICs,  the  Qualified  Manufacturers  List  (QML)  Pro¬ 
gram  and  the  Standard  Microcircuit  Drawing  Program,  are  based  on  MILSPECs 
that  have  few  direct  commercial  analogs.  The  former  ensures  quality  of  the  ICs 
DoD  buys;  the  latter  helps  lower  inventories  of  defense  spare  parts.  Both  quality 
and  parts  control  are  practiced  widely  commercially,  but  largely  on  a  company- 
by-company  basis.  Appendix  C  discusses  how  two  commercial  industries  that 
use  ICs  in  harsh  environments  manage  IC  procurement  and  quality  assurance. 

The  QML  Program,  which  replaces  the  Qualified  Parts  List  Program,  per¬ 
mits  foreign  sourcing,  elimination  of  unneeded  tests,  and  new  packaging  tech¬ 
nologies  and  reduces  the  contractor's  reporting  burden.  The  QML  specification 
has  recently  been  revised  and  approved  as  the  first  "military  performance" 
specification.  Previously  published  cost  estimates  of  the  benefits  of  using  com¬ 
mercial  ICs  must  be  tempered  by  the  fact  that  their  military  basis,  the  qualified 
parts  list  approach,  is  no  longer  operational  practice. 

We  recommend  these  programs  be  retained  and  improved.  We  also  rec¬ 
ommend  that  they  be  contractually  optional  (neither  banned  nor  mandatory)  but 
that  contractors  who  choose  not  to  use  them  be  obligated  to  identify  acceptable 
alternatives. 


Administrative  Barriers 

Lower-tier  producers  of  commercial  ICs  that  meet  military  technical  re¬ 
quirements  might  be  reluctant  to  sell  those  products  to  defense  contractors  be¬ 
cause  of  data  collection  and  reporting  that  are  required  by  the  defense 
acquisition  process  and  that  flow  down  to  subcontracts.  The  primary  acquisition 
barriers  are  requirements  for  providing  pricing  data,  for  collecting  and  reporting 


4A  product  liability  issue  also  is  associated  with  MILSPEC  reform.  Heretofore,  the 
government  has  assumed  liability  for  defense  products  developed  under  MILSPECs. 
Concurrent  with  the  elimination  of  MILSPECs  from  defense  contracts  is  a  transfer  of 
product  liability  to  the  contractor.  Commercial  firms  may  not  be  eager  to  assume  that 
liability  and  may  demand  compensation  for  the  additional  risk  (and  corresponding  in¬ 
surance)  they  now  must  carry. 
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cost,  for  data  rights,  that  restrict  sources,  and  that  deal  with  socioeconomic  is¬ 
sues.  These  requirements  are  imposed  by  contract  clauses.  An  analysis  of  each 
relevant  clause  is  presented  in  Appendix  D. 

FASA  promotes  the  purchase  of  commercial  items  by  the  government.  Its 
effectiveness  in  reducing  barriers  to  the  use  of  commercial  ICs,  however,  is  gen¬ 
erally  limited.5  A  host  of  unique  laws  and  regulations  that  remain  unaddressed 
by  FASA  can  have  a  chilling  effect  on  the  desire  of  commercial  firms  to  become 
involved  in  prime  contracts  or  subcontracts  with  the  government. 

DoD's  cost  collection  and  reporting  requirements  mandate  specialized  in¬ 
formation  systems  that  have  neither  close  counterparts  nor  business  value  in  a 
commercial  setting.  FASA  greatly  reduces  the  government's  ability  to  collect 
cost  or  pricing  data,  but  the  government  continues  to  impose  burdensome  con¬ 
ditions  and  audit  rights  on  its  purchases  of  commercial  items.  Also  not  relieved 
by  FASA  are  reporting  requirements  for  a  special  type  of  cost  and  progress  re¬ 
porting,  known  as  cost/  schedule  control  systems  criteria. 

Several  clauses  in  government  contracts  serve  to  restrict  the  origin  of  sup¬ 
plies  and  components  either  to  domestic  or  to  certain  specific  treaty-determined 
country  sources.  These  source  restrictions  have  no  counterpart  in  the  commer¬ 
cial  world  and  can  cut  off  DoD  from  a  wide  range  of  suppliers,  including  over¬ 
seas  plants  of  U.S.  corporations  (which  are  common  in  the  IC  industry).  FASA 
does  not  address  either  the  Buy  American  Act  or  the  Trade  Agreements  Act,  and 
so  the  barriers  posed  by  these  laws  are  still  in  place. 

The  retention  of  private  data  rights  is  key  to  competitiveness  for  many  com¬ 
panies.  While  the  government  now  presumes  that,  for  a  commercial  item,  the 
item  is  developed  at  private  expense  and  acquires  only  those  technical  data  cu- 
somarily  provided  to  the  public,  some  data  rights  barriers  remain.  Contractors 
must  specially  mark  technical  data,  must  maintain  records  justifying  those 
markings,  and  must  be  prepared  to  deliver  to  the  government  technical  data  for 
two  years  after  the  last  item  in  which  those  data  are  used  is  delivered  to  the  gov¬ 
ernment. 

The  government  often  seeks  to  use  its  status  as  a  major  buyer  to  promote 
socioeconomic  goals  over  and  above  those  affecting  general  commerce.  Special¬ 
ized  socioeconomic  requirements  impose  burdens  and  potential  liabilities  not 
found  in  commercial  business  and  are  therefore  a  barrier  to  increasing  the  in¬ 
volvement  of  commercial  firms  in  the  military.  In  the  case  of  ICs,  the  govern¬ 
ment  is  not  a  major  factor  in  the  market  and  anything  about  the  terms  and 
conditions  of  its  contracts  that  is  different  than  normal  commercial  customers 
only  encourages  segregation  of  commercial  from  military  business.  FASA  does 
not  grant  exemptions  from  incremental  socioeconomic  requirements,  although 
the  Department  of  Labor  may  waive  them  at  the  buying  agency's  request. 


5A  follow-on  to  FASA  has  been  introduced  in  Congress  (H.R.  1038).  Remaining 
barriers  may  be  addressed  as  riders  to  this  bill. 
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Our  interpretations  of  FASA  reflect  its  status  as  of  July  1995.  Various  parts 
of  the  proposed  implementing  regulations  are  subject  to  public  comment.  The 
public's  comments  may  have  an  impact  on  the  barriers  that  remain.  We  recom¬ 
mend  keeping  close  watch  on  the  final  regulations  to  determine  the  barriers  that 
remain. 

To  overcome  administrative  barriers  not  addressed  by  FASA,  DoD  may 

♦  petition  the  Administrator  of  the  Office  of  Federal  Procurement  Policy  to  get 
these  provisions  and  clauses  added  to  the  list  of  those  not  applicable  to 
commercial-item  contracts  or  subcontracts, 

♦  seek  special  legislative  action,  or 

♦  obtain  waivers,  where  such  authority  exists,  from  the  Secretary  of  Defense, 
the  military  service  secretaries,  or  other  officials  designated  by  the  Secretary 
of  Defense. 


Report  Organization 


In  the  remainder  of  this  report,  we  discuss  our  findings  and  recommenda¬ 
tions  in  detail.  In  Chapter  2  we  analyze  the  technical  barriers  to  commercial  IC 
insertion  and  the  effect  of  MILSPEC  reform.  In  Chapter  3  we  examine  the  ad¬ 
ministrative  barriers  and  the  impact  of  FASA.  The  appendices  contain  a  sum¬ 
mary  of  recommendations  from  previous  reports  (Appendix  A),  an  analysis  of 
MILSPEC  reform  (Appendix  B),  two  case  studies  of  commercial  IC  procurement 
and  quality  management  (Appendix  C),  and  a  detailed  listing  of  contract  clauses 
raising  barriers  to  commercial  IC  use  in  DoD  (Appendix  D). 
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Chapter  2 

Technical  Barriers 


Before  the  defense  industry  can  use  more  commercial  ICs,  barriers  imposed 
by  the  government  must  be  overcome.  These  barriers  fall  into  two  general  cate¬ 
gories:  technical  and  administrative.  Technical  barriers  restrict  what  DoD  and 
its  contractors  buy;  administrative  barriers  influence  how,  and  from  whom,  they 
buy.  A  series  of  reports,  beginning  with  Secretary  Perry's  1986  Defense  Science 
Board  study,  has  defined  these  kinds  of  barriers  and  recommended  solutions 
(see  Appendix  A).  The  government  has  made  progress  in  overcoming  the  barri¬ 
ers,  most  notably  in  the  Qualified  Manufacturers  List  (QML)  Program,  and  much 
promising  activity  is  underway  in  acquisition  reform  and  in  MILSPEC  reform. 
Nevertheless,  major  barriers  remain. 

The  most  significant  technical  barrier  to  the  use  of  commercial  ICs  is  design 
conservatism  by  some  government  engineers  and  defense  contractors.  Other 
technical  barriers  are  imposed  by  the  use  of  unnecessary  MILSPECs.  Not  all 
MILSPECs  present  barriers,  however,  and  some  essential  ones  are  threatened  by 
the  current  reform  initiative. 


Design  Conservatism 

Conservatism  in  setting  technical  requirements  and  selecting  part  designs 
limits  the  use  of  commercial  ICs  in  military  systems.  This  conservatism  on  the 
part  of  government  engineers  and  defense  contractors  is  due  to  a  lack  of  data 
characterizing  the  commercial  devices  and  the  military  environments  in  which 
those  devices  would  have  to  perform.  Design  conservatism  is  common  in  hard¬ 
ware  engineering,  especially  where  the  cost  of  failure  is  high.  It  represents  not  a 
reluctance  to  adopt  a  new  technology,  but  rather  a  reaction  to  uncertainty  re¬ 
garding  a  new  technology's  true  performance  and  reliability. 

While  not  all  commercial  ICs  will  operate  reliably  until  military  conditions, 
neither  are  all  military  applications  equally  stressing.  Some  military  applications 
may  be  benign  enough  that  consumer-grade  or  industrial-grade  devices  —  as 
specified  for  their  commercial  market  —  will  suffice  (but  one  must  also  consider 
that  much  military  equipment  must  be  operated  in  all  regions  of  the  earth  and 
must  survive  transport).  Some  commercial  devices,  although  optimized  for  their 
target  market,  will  perform  reliably  in  harsher  conditions. 
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The  Need  for  Environmental  Data 


Environmental  data  describe  the  handling  and  operating  conditions  a  prod¬ 
uct  must  survive.  Common  environmental  variables  for  ICs  include 

♦  the  range  of  temperature  in  which  the  device  must  perform, 

♦  the  thermal  shock  to  which  the  device  will  be  exposed, 

♦  the  mechanical  shock  and  vibration  the  device  must  withstand, 

'  ♦  the  amount  of  moisture  to  which  the  device  will  be  exposed,  and 

♦  the  kind  and  amount  of  atmospheric  pollutants  to  which  the  device  will  be 
exposed. 

Environmental  data  can  be  divided  into  two  categories:  requirements  and 
specifications.  Environmental  requirements  outline  the  desired  characteristics  for 
meeting  a  particular  application;  environmental  specifications  describe  a  particu¬ 
lar  device's  performance  limits.  Neither  requirements  nor  specifications  are  nec¬ 
essarily  fixed.  For  a  given  application,  chip-level  requirements  can  sometimes  be 
relaxed  (for  a  price)  by  making  design  changes  at  higher  levels  of  integration 
(e.g.,  adding  heat  sinks  or  cooling).  Similarly,  for  a  given  IC  design  or  product,  a 
given  percentage  of  chips  may  survive  outside  of  certain  specification  limits. 
Better  environmental  requirements  and  specifications  data  would  help  military 
hardware  designers  determine  which  commercial  ICs  could  be  used  in  which 
military  applications  and  would  increase  government  confidence  in  the  com¬ 
mercial  devices'  ability  to  perform  reliably. 


Requirements  Data 

Those  who  write  military  IC  performance  requirements  need  better  data 
characterizing  the  environments  in  which  ICs  will  perform  and  need  to  make 
better  use  of  data  characterizing  commercial  environments.  While  DoD  now 
permits  ICs  to  be  matched  to  their  application,  practice  has  been,  and  mostly 
continues  to  be,  that  a  "military"  IC  must  meet  one  of  two  operating  environ¬ 
ments:  space  or  nonspace.1  While  MILSPECs  defining  system  operating  envi¬ 
ronments  exist,  the  space  and  nonspace  environments  for  ICs  are  implicitly 
defined  by  the  tests  that  military  ICs  are  required  to  pass.2  Those  tests  are  de¬ 
scribed  in  MIL-STD-883D,  Test  Methods  and  Procedures  for  Microelectronics. 

The  military  nonspace  environment  is  defined  so  broadly  that  it  includes 
several  commercial  environments.  Military  equipment  designed  to  the  nonspace 


JWe  do  not  consider  DoD  requirements  for  radiation  hardness  in  this  report. 

2See  military  specifications  MIL-E-4158,  General  Requirements  for  Electronic  Equipment, 
Ground ,  and  MIL-E-5400,  General  Specification  for  Electronic  Equipment,  Airborne,  for  system 
environmental  descriptions. 
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level,  but  used  in  a  commercial-like  environment,  even  in  wartime,  is  therefore 
over-designed.  For  example.  Figure  2-1  compares  the  military  temperature  re¬ 
quirement  to  several  commercial  requirements.  The  ambient  temperature  in 
which  all  military  ICs  historically  have  been  required  to  survive  is  -55°C  to 
+125°C.3  The  commercial  automotive  industry,  in  contrast,  defines  three  levels 
of  temperature  requirements,  the  most  stringent  of  which  is  close  to  the  military 
requirement.  The  consumer  electronics  industry  uses  one  temperature  range, 
which  is  the  least  robust. 


Consumer 

Grade 

◄ - ► 


Auto  Grade  3 


Auto  Grade  2 

Auto  Grade  1 


Military  Grade 


-55  -40 


0 


+70 


+125 


Temperature,  °C 


Sources:  MIL-1-38535B,  Integrated  Circuits  (Microcircuits)  Manufacturing,  General  Specification  for,  and 
Chrysler  Delco  Ford  Automotive  Electronics  Council  (CDF  AEC),  CDF-AEC-Q100.  Stress  Test  Qualification  for 
Automotive-Grade  integrated  Circuits. 


Figure  2-1. 

Temperature  Requirements  for  Various  Integrated  Circuits  Grades 


DoD  should  expand  its  definition  of  operating  environments  beyond  space 
and  nonspace.  In  particular,  the  nonspace  environment  should  be  divided  into 
categories  that  include  commercial  grades  of  ICs,  such  as  automotive  and  con¬ 
sumer.  MIL-HDBK-179  (ER),  Microcircuit  Application  Handbook ,  lays  the 
groundwork  for  these  data  by  identifying  six  types  of  military  operating  condi¬ 
tions,  shown  in  Table  2-1.  MIL-STD-883D  should  be  modified  to  define  envi¬ 
ronmental  grades  and  tests  (where  possible,  by  reference  to  commercial 
standards)  corresponding  to  the  operating  conditions  defined  in  MIL-HDBK-179 
(ER). 


3This  specification,  from  MIL-M-38510J,  Microcircuits,  General  Specification  for,  has 
been  relaxed  by  successor  documents  and  is  discussed  later  in  this  chapter. 
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Table  2-1. 

Military  Operating  Conditions 


Category 

Typical  Application 

Temperature  (°C) 

Protected 

Office 

0  to  +70 

Normal  1 

Ground  radar 

-40  to  +85 

Normal  2 

Aircraft  cockpit 

-55  to  +125 

Harsh 

Uninhabited  aircraft  area 

-55  to  +125 

Hostile 

Tactical  missile 

-55  to +125 

Space 

Strategic  missile 

-55  to  +125 

Source:  MIL-HDBK-179  (ER),  Microcircuit  Application  Handbook,  p.  19. 


A  similar  table  was  generated  by  an  industry  group  sponsored  by  DoD. 
That  group's  categories  appear  in  Table  2-2.  The  kind  of  data  we  are  recom¬ 
mending  that  DoD  incorporate  into  MIL-STD-883D  would  expand  on  this  infor¬ 
mation.  The  information  should  identify  the  relevant  parameters  —  such  as 
temperature,  humidity,  and  vibration  —  encountered  in  each  environment  and 
the  grade  of  commercial  IC  that  generally  perforins  well  under  those  character¬ 
istics. 


Table  2-2. 

Potential  for  Commercial  Integrated  Circuits  Use 
in  Various  Military  Operating  Environments 


Operating  environment 

Potential  for  commercial  ICs 

Protected 

Yes 

Normal,  readily  repairable 

Yes 

Normal,  inhabited 

Yes 

Uninhabited 

Uncertain 

Hostile 

No 

Space 

No 

Source:  The  Multi-Use  Manufacturing  Work  Panel  of  the  Industry 
Task  Force  for  Affordability  and  The  Institute  for  Defense  Analyses, 
Accelerating  the  Use  of  Commercial  Integrated  Circuits  in  Military 
Systems, Interim  Report,  September  1994,  p.  10. 


Specification  Data 

DoD  has  learned  through  experience  how  traditional  military  ICs  perform 
over  time  in  harsh  environments.  Neither  DoD  nor  commercial  industries,  how¬ 
ever,  have  much  data  on  how  commercial  ICs  might  perform  in  those  environ¬ 
ments.  Military  electronic-system  designers  need  better  data  characterizing  the 
ability  of  commercial  ICs  to  operate  outside  their  catalog-published  design 
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specifications.  Those  published  figures  often  represent  the  parameter  values 
(reflecting  a  target  market,  such  as  home  electronics)  for  which  the  manufac¬ 
turer's  design  and  production  process  have  been  optimized.  The  published 
specification,  however,  does  not  necessarily  represent  the  ultimate  capability  of 
the  product;  for  example,  an  IC  manufacturer  may  qualify  a  consumer-grade 
device  for  a  commercial  automotive  application  but  may  not  publish  the  qualifi¬ 
cation  data  in  its  catalogs. 

Where  the  IC  manufacturer  measures  the  same  parameters  (e.g.,  mechanical 
shock)  that  interest  the  military,  the  issue  becomes  how  to  encourage  commercial 
IC  suppliers  to  share  their  qualification  data  with  military  IC  users.  Where  the 
commercial  parameter  list  is  incomplete,  however,  additional  product  qualifica¬ 
tion  tests  should  be  performed.  Using  the  commercial  device  without  such 
qualification  data  could  be  dangerous  in  life-dependent  applications.  For  ex¬ 
ample,  as  Dr.  Noel  Donlin  notes,  "Using  the  IC  beyond  the  supplier's  design 
rating  is  a  violation  of  circuit  design  rules  that,  with  time,  may  impact  missile 
reliability  and  present  potential  hazards. . .  ."[5] 

Some  DoD  applications  have  requirements  that  are  frequently  not  ad¬ 
dressed  by  commercial  specifications.  DoD  will  need  assurance  that  the  reliabil¬ 
ity  of  equipment  with  long  service  lives  —  10  to  20  years  —  does  not  degrade 
past  the  typical  commercially  observed  period  of  3  to  5  years,  the  normal  life  of 
commercial  products.  Also,  the  military's  pattern  of  use  may  be  different  from 
that  of  commercial  markets.  Unlike  automobiles  or  commercial  aircraft,  some 
defense  systems  are  used  only  intermittently.  The  extreme  case  is  a  "wooden 
round"  that  is  expected  to  perform  on  the  first  attempt  after  a  long  period  of 
maintenance-free  storage.  However,  as  Dr.  Donlin  points  out,  degradation  of  the 
life  span  of  the  epoxy  mold  compound  used  with  plastic-encapsulated  microcir¬ 
cuits  (PEMs)  is  a  prime  consideration  when  the  PEMs  are  placed  in  uncontrolled 
environments,  with  a  long  dormant  storage  period,  and  in  the  absence  of  perti¬ 
nent  test  data  for  analyzing  risk.  [5] 


Plastic-Encapsulated  Microcircuits 

The  slow  acceptance  of  commercial  PEMs  in  the  military  is  an  example  of 
design  conservatism  caused  by  a  lack  of  data  on  matching  commercial  designs  to 
military  applications.  Also,  the  reliability  of  early  plastic  packaging  was  ques¬ 
tionable:  "The  nearly  exclusive  use  of  hermetically  sealed  microcircuits  in  mili¬ 
tary,  aerospace,  and  other  high-reliability,  high-criticality  applications  is  a  direct 
result  of  the  problems  associated  with  early  plastic  packaging."  [6]  Plastic  pack¬ 
aging  is  much  improved,  however,  and  may  be  suitable  for  military  applications 
beyond  what  was  previously  thought  possible. 

A  common,  but  inaccurate,  perception  is  that  the  military  neither  permits 
nor  uses  PEMs.  While  this  perception  was  accurate  in  the  past,  it  no  longer  is. 
MILSPECs  now  permit  the  use  of  PEMs.  [7]  PEMs  have  been  employed  in  sev¬ 
eral  military  products,  including  Mobile  Subscriber  Equipment,  the  Precision 
Lightweight  Global  Positioning  System  Receiver,  Single  Channel  Ground  and 
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Air  Radio  System  (SINCGARS),  the  AN/FPS  124  radar,  the  AN/ ARC  164  air¬ 
borne  radio,  and  sonobuoys.[8]  Still,  the  overall  military  use  of  PEMs  is  limited, 
and  some  experts  argue  that  unnecessarily  restrictive  performance  requirements 
implicitly  limit  the  use  of  PEMs. 

DoD  needs  a  comprehensive,  unbiased  R&D  program  to  evaluate  PEMs  — 
considering  the  variety  of  technologies  and  vendors  in  the  market  -  and  to 
match  them  to  various  military  operating  environments.  Examples  abound  sup¬ 
porting  both  the  case  that  PEMs  can  be  used  widely  and  the  case  that  their  use 
should  be  limited.  The  U.S.  Army  Missile  Command  is  hesitant  to  use  PEMs  in 
tactical  missiles  because  of  the  potential  for  moisture  to  penetrate  PEMs  while 
they  lie  in  unpowered  storage.  Although,  as  Dr.  Donlin  notes,  PEMs  "perform 
as  reliably  as  hermetic  parts  for  many  military  applications  . . .  the  advantages  of 
cost,  availability,  size,  and  weight  do  not  fit  all  system  design  and  reliability 
cases."  [5]  Although  several  small  R&D  programs  are  tackling  portions  of  the 
problem,  no  comprehensive  effort  exists. 


Projects  Characterizing  Commercial  Integrated  Circuits 
and  Their  Military  Applications 

Several  DoD  studies  have  examined  the  ability  of  commercial  ICs  to  per¬ 
form  outside  their  designed  operating  environments.  In  one  study,  five  32-bit 
microprocessors  were  subjected  to  the  electrical  characterization,  mechanical, 
screening,  and  quality  requirements  of  MIL-STD-883D.  The  study  concluded 
that,  while  none  of  the  evaluated  devices  operated  completely  across  the  entire 
spectrum  of  conditions,  they  could  operate  over  the  full  military-required  tem¬ 
perature  range  of  -55°C  to  +125 °C  when  a  few  parameters  were  relaxed.  [9] 

DoD  is  currently  conducting  several  R&D  projects  to  better  characterize 
commercial  ICs  and  to  match  them  to  military  applications.  Table  2-3  lists  the 
projects  we  were  able  to  identify.  Compiling  a  complete  list  of  these  projects  is 
difficult,  since  each  is  small  and  is  managed  by  a  Military  Department  or  De¬ 
fense  agency,  and  since  the  projects  have  no  central  coordinator. 

Table  2-3. 

DoD  R&D  Projects  Related  to  Commercial  Integrated  Circuits 


Project 

Sponsor 

Reliability  Without  Hermeticity 

Air  Force  Wright  Laboratories 

Physics  of  Failure 

Army  Communications  —  Electronics  Command 

Reliability  Audit  of  PEMs  in  Fielded 
Nondevelopmental  Systems 

Army  Communications  —  Electronics  Command 

Microprocessor  Technology  Utilization 
Program 

Army  Missile  Command 

Plastic  Package  Availability  Program 

Defense  Logistics  Agency  (tri-Service) 

Standard  Hardware  Acquisition  and 

Reliability  Program 

Naval  Surface  Warfare  Center 
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We  next  describe  two  of  these  R&D  projects.  The  first  focuses  on  evaluating 
the  functionality  of  commercial  electronics  (including  ICs)  in  military  systems; 
the  second  seeks  to  characterize  and  improve  the  ability  of  PEMs  to  withstand 
military  environments.  Taken  together,  these  examples  illustrate  how  defense 
R&D  projects  could  complement  each  other  were  they  coordinated. 


The  Microprocessor  Technology  Utilization  Program 

The  Microprocessor  Technology  Utilization  Program  was  implemented  to 
examine  commercial  microprocessor  hardware  and  apply  it  to  developing  mili¬ 
tary  systems  before  the  release  of  any  militarized  components.[10]  The  program 
consists  of  two  engineers  at  Redstone  Arsenal,  Huntsville,  Alabama,  and  con¬ 
tract  funds  of  approximately  $400,000  per  year. 

The  program  principally  tests  the  functionality  of  commercial  ICs  in  devel¬ 
opmental  weapons  in  anticipation  that  a  militarized  IC  will  become  available 
when  the  system  enters  production.  Despite  the  name,  the  program  studies  the 
military  potential  of  electronics  beyond  microprocessors,  although  microproces¬ 
sors  form  the  core  of  the  systems  studied.  Table  2-4  summarizes  the  accom¬ 
plishments  of  the  program. 

Table  2-4. 

Accomplishments  of  the  Microprocessor  Technology  Utilization  Program 


Period 

Activity 

FY86  -  FY87 

Demonstrated  use  of  commercial  PCs  for  air  defense  situation  monitoring 

FY88  -  FY89 

Demonstrated  use  of  commercial  local  area  network  technology  to  simplify 
missile  electronics  interfaces 

FY90  -  present 

Demonstrated  use  of  commercial  digital  signal  processors  in  a  missile 
computer 

FY92 

Demonstrated  PC-based  image  compression  system  for  digital  map  data 
bases 

Source:  Microprocessor  Technology  Utilization  Program  Advanced  Planning  Briefing  for  Industry  (undated). 


The  FY94/FY95  research  agenda  of  the  Microprocessor  Technology  Utiliza¬ 
tion  Program  includes  designing  a  remote  video  compression  system  with  com¬ 
mercial  compression  processors  and  PCs.  The  program  has  provided  support  to 
the  following  Army  programs:  The  Army  Combined  Arms  Weapon  System 
(TACAWS),  Fiber  Optic  Guided  Missile  (FOG-M),  Unmanned  Aerial  Vehicle 
(UAV),  and  Unmanned  Ground  Vehicle  (UGV). 

The  Plastic  Package  Availability  Program 

The  purpose  of  the  Plastic  Package  Availability  (PPA)  Program  is  to  investi¬ 
gate  the  ability  of  various  PEM  technologies  to  withstand  the  stresses  of  military 
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operating  environments.  The  program  is  sponsored  by  the  Defense  Logistics 
Agency,  with  management  participation  by  each  Service  and  by  NASA.  The 
prime  contractor  is  National  Semiconductor. 

The  PPA  Program  uses  a  "design  of  experiments"  approach  wherein  two  IC 
types  —  a  device  with  a  low  lead  count  and  a  device  with  a  high  lead  count  — 
and  a  sensor  chip  are  packaged  in  a  number  of  configurations  and  run  through  a 
number  of  tests.  [11]  The  PEM  configurations  include  three  package  types  and 
eight  mold  compounds.  Two  ceramic  packages  serve  as  controls.  Each  IC  is 
tested  for,  among  other  parameters,  highly  accelerated  stress,  storage  at  high 
temperature,  the  product's  operational  life,  and  its  ability  to  withstand  tempera¬ 
ture  cycling.  Test  results  will  be  useful  in  comparing  commercial  technology  ca¬ 
pabilities  with  military  environments.  Where  shortfalls  are  observed,  the 
program  may  also  examine  how  the  commercial  technologies,  such  as  mold 
compounds,  can  be  modified  to  improve  military  performance. 

Work  on  the  PPA  Program  started  in  late  1992  but  was  delayed  until  mid- 
1994  because  of  a  lapse  in  government  funding.  Results  are  due  by  the  end  of 
1995. 


A  Proposal:  The  Center  for  Commercial  Integrated  Circuits  Insertion 

Were  R&D  projects  that  study  the  military  functionality  of  commercial  ICs, 
such  as  the  Microprocessor  Technology  Utilization  Program,  coordinated  with 
programs  that  study  the  ability  of  commercial  ICs  to  withstand  military  operat¬ 
ing  conditions,  such  as  the  PPA  Program,  DoD  would  increase  its  ability  to  use 
commercial  ICs  with  confidence.  Although  the  technical  experts  involved  with 
these  projects  confer  (e.g.,  at  workshops),  research  is  not  formally  coordinated. 

We  recommend  that  DoD  establish  a  Center  for  Commercial  IC  Insertion 
(CCII)  to  coordinate  this  research  and  to  disseminate  the  results.  The  charter  for 
the  CCII  should  include 

♦  defining  the  overall  (DoD-wide)  research  agenda  and  funding  requirements; 

♦  coordinating  R&D,  that  is,  allocating  funding  and  evaluating  research  pro¬ 
posals  (projects  could  be  administered  by  the  Services  as  they  are  today); 

♦  helping  program  offices  develop  IC  requirements  and  review  bidders'  speci¬ 
fications;  and 

♦  acting  as  a  clearinghouse  for  project  information  and  R&D  results. 

Presently,  each  organization  —  a  weapons  program  office  or  contractor  — 
wishing  to  learn  of  research  results  in  this  area  must  individually  contact  a 
multitude  of  programs,  providing  these  programs  can  be  identified. 
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Several  alternatives  are  available  for  organizing  the  CCII.  The  CCII  could  be 
operated  internally,  e.g.,  by  a  Service  laboratory.  This  would  facilitate  up-front 
securing  of  funding  and  technical  support  to  program  offices.  Such  an  arrange¬ 
ment  would  require  only  a  small  central  staff  and  could  draw  on  existing  Service 
engineers  in  their  current  billets.  Another  option  is  to  award  operation  of  the 
CCII  to  a  private,  nonprofit  research  institution  specializing  in  electronics.  This 
option  has  the  benefit  of  more  effective  dissemination  of  R&D  planning  and  re¬ 
sults.  As  a  model  of  how  a  private  institute  might  operate,  we  suggest  (without 
implying  partiality)  the  Semiconductor  Research  Corporation.  The  third  option, 
which  we  recommend,  is  a  hybrid  organization  that  draws  on  the  strengths  of 
the  public-  and  private-sector  alternatives.  This  organization  would  consist  of 
government  management  activities  combined  with  technical  support  and  tech¬ 
nology  dissemination  from  nonprofit  contractors. 

As  we  stated  previously,  design  conservatism,  caused  by  a  lack  of  informa¬ 
tion,  is  limiting  the  use  of  commercial  ICs  in  military  systems.  A  CCII  would 
make  better  use  of  DoD's  funds  for  IC-insertion  R&D  and  would  provide  more 
program  offices  and  defense  contractors  with  the  data  they  need  to  determine 
when  commercial  ICs  can  be  used  with  confidence,  and  when  they  should  be 
avoided. 


Standards  and  Specifications 

Some  MILSPECs  have  been  criticized  as  being  overly  prescriptive  and 
technically  obsolete.  Where  they  dictate  special  management  practices  and  rec¬ 
ord  keeping,  MILSPECs  tend  to  segregate  companies  into  defense  and  commer¬ 
cial  operations  and  to  steer  purely  commercial  firms  away  from  defense 
business.4  Where  they  dictate  obsolete  product  designs  or  manufacturing  meth¬ 
ods,  MILSPECs  create  a  "second  tier"  of  defense  producers,  dedicated  to  the 
MILSPEC  methods,  while  commercial  technology  forges  ahead. 

The  Perry  memorandum,  " Specifications  and  Standards  -  A  Nexo  Way  of  Do¬ 
ing  Business"  (described  in  Chapter  1),  launched  the  initiative  for  MILSPEC  re¬ 
form.  Secretary  Perry  desired  swift  action  but  also  stated  that  this  reform  should 
not  disrupt  programs  already  underway.  He  permitted  Component  Acquisition 
Executives  to  waive  the  reform  for  six  months  and  stated,  "it  is  not  my  intent  to 
disrupt  ongoing  solicitations  or  contract  negotiations."  [2] 

Implementation  of  MILSPEC  reform  by  the  Services  has  been  swift  and  per¬ 
vasive.  Initially  the  Services,  especially  the  Army,  banned  almost  all  MILSPECs 
from  use  in  contracts  regardless  of  the  function  of  the  MILSPEC,  the  criticality  of 
the  system  being  procured,  or  the  system's  stage  in  the  development  cycle.  Re¬ 
cently,  however,  DoD  has  undertaken  a  more  rational  approach.  OSD  has 
commissioned  a  team  to  review  the  most  onerous  MILSPECs,  and  that  team  is 


4Other  important  factors  driving  commercial  firms  away  from  defense  business  are 
DoD's  procurement  practices,  described  in  Chapter  3. 
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conducting  a  systematic  review,  including  looking  for  commercial  replacements. 
The  Air  Force  and  Navy  have  granted  Service-wide  waivers  permitting  the  use 
of  certain  MILSPECs  in  contracts.  The  program  offices  charged  with  developing 
system  requirements,  however,  face  a  daunting  task  in  replacing  most  MIL¬ 
SPECs,  as  neither  the  time  nor  the  money  has  been  budgeted  for  the  required 
analyses.  We  discuss  MILSPEC  reform  more  broadly,  including  giving  our  rec¬ 
ommendations  for  effective  and  economic  program  office  implementation,  in 
Appendix  B. 

The  intent  and  general  direction  of  MILSPEC  reform  is  good.  Properly  im¬ 
plemented,  it  will  lower  purchase  cost  by  removing  unnecessary  or  obsolete  re¬ 
quirements  embedded  in  MILSPECs.  It  will  permit  contractors  to  use  innovative 
design  techniques  or  advanced  technology  in  areas  where  commercial  advances 
exceed  the  military's.  With  concurrent  relief  from  burdensome  procurement 
practices,  MILSPEC  reform  will  broaden  the  defense  industrial  base  to  include 
contractors  who  do  not  presently  serve  defense.  If  poorly  implemented,  how¬ 
ever,  the  reform  will  eliminate  not  only  a  MILSPEC  (such  as  MIL-STD-973,  Con¬ 
figuration  Management)  but  also  the  associated  activity  —  such  as  configuration 
management,  which  may  be  critical  to  complex  systems  development  —  from 
the  contractual  relationship  between  government  and  industry.  We  endorse  an 
approach  that  reviews  each  program  requirement  and  associated  MILSPEC  on 
its  merits,  rather  than  an  approach  that  simply  measures  success  by  how  few 
MILSPECs  are  placed  on  contract. 


Military  Standards  and  Specifications  Pertaining 
to  Integrated  Circuits 

Figure  2-2  describes  the  general  process  flow  and  MILSPECs  pertaining  to 
IC  selection,  design,  and  manufacture  for  military  use.  The  figure  shows  that 
MILSPECs  serve  many  different  purposes.  The  MILSPECs  in  the  figure  are  those 
that  existed  in  1994  when  the  Perry  memorandum  was  issued.  Where  appro¬ 
priate,  we  describe  the  impact  of  MILSPEC  reform  on  those  documents. 

As  Figure  2-2  shows,  contractual  system  performance  requirements  (box  1) 
lead  to  IC  device  requirements  (box  2).  Device  requirements  include  not  only 
functionality  but  also  the  operating  environment  and  support  issues.  If  the  con¬ 
tract  includes  MIL-STD-454N,  (box  3),  Requirement  64,  Microelectronic  Devices ,  of 
that  standard  dictates  that  military  ICs  must  be  used.5  Otherwise  —  or  if  the 
contract  includes  MIL-STD-970,  Specifications  and  Standards,  Order  of  Preference 
for  —  the  contractor  is  free  to  choose  a  commercial  part.6  Commercial  ICs  are 
frequently  eliminated  from  consideration  because  insufficient  data  exists  sup¬ 
porting  their  ability  to  operate  in  the  military  environment  (box  4).  If  the  com¬ 
mercial  device  does  suffice,  the  contractor  may  buy  it  (box  5). 


5Under  MILSPEC  reform,  MIL-STD-454N  is  slated  to  be  replaced  by  a  military 
handbook. 

6This  standard  has  been  canceled  recently. 
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Determine  Device  Requirements: 

-  Functionality 

-  Operating  environment:  thermal,  mechanical,  chemical,  etc. 

-  Logistical:  repair,  long-term  availability,  standardization 


Contractually 
Free  to  Use 
Commercial 
v  Part? 


MIL-STD-454,  General  Requirements  .  . .  (forces  MILSPEC) 


|  Yes 
V  MIL-! 


L -STD-970,  . . .  Order  of  Preference  .  . .  (preference  to 
commercial,  off  the  shelf  products) 


Does  Commercial 
Part  Suffice? 


No,  or  Insufficient  Data 


Buy  Commercial  Part 
from  Distributor 
or  Manufacturer 


Consult  Military  Parts  Lists: 

MIL-STD-1 562,  List  of  Standard  Microcircuits 
MIL-STD-983,  Substitution  List  for  Microcircuits 
MIL-BUL-103,  List  of  Standardized  Military  Drawings 


Design  New  Part,  or 

Qualify  Existing  Commercial  Part  for  Military  Use: 

MiL-l-38535,  Integrated  Circuits  . . .  (QML) 

MJL-STD-883,  Test  Methods  . . . 

MIL-STD-217,  Reliability  Prediction  of  Electronic  Equipment 
MIL-STD-1 835,  Microcircuit  Case  Outlines 
MIL-HDBK-179,  Microcircuit  Application  Handbook 


Military 
Part  Exists? 


Product  Specification,  for  example: 

SM  D-5962-931 05,  Microcircuit,  Digital,  CMOS  32-bit 
High  Integration  Microprocessor,  Monolith  Silicon 
(Military  Version  of  Intel  80486) 


Figure  2-2. 

Role  of  Major  MILSPECs  in  Integrated  Circuits  Part  Selection,  Design, 
and  Manufacture 
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Before  using  a  military  part,  a  contractor  first  must  consult  a  military  parts 
list  (box  6).  This  is  done  to  control  the  proliferation  of  parts  in  die  supply  system 
and  attendant  inventory  costs.  MIL-STD-1562W,  List  of  Standard  Microcircuits, 
lists  older  parts  qualified  for  military  use  under  the  now-defunct  qualified  parts 
list  system.  MIL-BUL-103,  List  of  Standardized  Military  Draioings,  lists  newer 
parts  qualified  for  military  use,  including  militarized  versions  of  commercial  ICs. 
MIL-STD-983A,  Substitution  List  for  Microcircuits,  cross-references  military  part 
numbers  to  commercial  or  generic  part  numbers.7 

If  a  military  part  does  not  exist  to  do  the  job  (box  7),  the  contractor  must  de¬ 
sign  a  new  device  or  qualify  an  existing  commercial  device  for  military  use 
(box  8).  A  number  of  MILSPECs  apply  explicitly  and  implicitly  to  that  activity. 
MIL-I-38535B,  Integrated  Circuits  (Microcircuits)  Manufacturing,  General  Specifica¬ 
tion  for,  outlines  quality  assurance  provisions  and  is  discussed  in  more  detail 
later  in  this  chapter.8  MIL-STD-883D,  Test  Methods  and  Procedures  for  Microelec¬ 
tronics,  implicitly  defines  many  IC  performance  requirements  by  prescribing  die 
electrical,  thermal,  mechanical,  and  chemical  tests  that  devices  must  pass. 
MIL-HDBK-217F,  Reliability  Prediction  of  Electronic  Equipment,  provides  mathe¬ 
matical  model  for  reliability  prediction.  MIL-STD-1835A,  Microcircuit  Case  Out¬ 
lines,  defines  standard  form  and  fit  (electrical  lead  configurations)  for  connecting 
ICs  into  circuit  boards.  MIL-HDBK-179(ER),  Microcircuit  Application  Handbook,  is 
a  relatively  new  document  that  aims  to  help  IC  users  define  quality  assurance 
provisions  and  select  devices  that  best  meet  the  required  performance. 

When  a  new  military  part  is  designed,  or  a  commercial  part  is  qualified  for 
military  use,  a  product  specification  called  a  standard  microcircuit  drawing 
(SMD)  is  prepared  (box  9).  SMDs  are  usually  prepared  by  the  IC  manufacturer 
but  can  also  be  prepared  by  the  IC  user  or  by  the  government.  Since  commercial 
IC  manufacturers  can  change  product  specifications  at  will  and  without  notice, 
the  SMD  provides  a  baseline  or  stable  product  definition.  We  discuss  SMDs  in 
more  detail  later  in  this  chapter.  The  SMD  we  have  chosen  for  our  example  cor¬ 
responds  to  the  military  version  of  the  Intel  80486,  a  microprocessor  used  in 
many  commercial  PCs. 

During  product  manufacture  (box  10),  MIL-I-38535B  and  MIL-STD-883D  are 
the  two  main  MILSPECs  that  apply.  These  MILSPECs  influence  both  the  design 
and  production  of  ICs.  Contrary  to  popular  perception,  however,  MILSPECs  do 
not  prescribe  manufacturing  methods  for  ICs.  Finally,  the  product  resulting 
from  this  flow  is  considered  a  military  part  (box  11). 


7A  part  may  have  a  generic  number,  a  source  control  number,  a  national  stock  num¬ 
ber,  and  a  military  number. 

8MIL-I-38535B  has  been  superseded  by  a  "performance  specification," 
MIL-PRF-38535C,  of  the  same  title.  To  maintain  continuity  in  the  text,  we  describe  this 
specification  using  the  MIL-I-38535B  designation.  All  citations,  however,  are  from  the 
more  current  MIL-PRF-38535C. 
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Military  Standards  and  Specifications  That  Raise  Barriers 

DoD,  in  particular  the  Defense  Electronics  Supply  Center  (DESC),  has  made 
significant  progress  in  the  last  seven  years  in  improving  the  MILSPECs  relating 
to  ICs.  Notably,  MIL-M-38510J,  Microcircuits,  General  Specification  for,  which  re¬ 
quired  domestic  sourcing  and  non-value-adding  testing,  has  been  replaced  by 
MIL-I-38535B.  Several  MILSPECs,  however,  remain  in  common  use  and  inhibit 
the  use  of  commercial  ICs  in  applications  where  they  might  be  desirable.  The 
two  principal  MILSPECs  raising  barriers  are  MIL-STD-454N  and 
MIL-HDBK-217F.  The  use  of  these  two  MILSPECs  should  be  greatly  reduced  by 
Secretary  Perry's  reform  initiative. 

MIL-STD-454N  is  actually  a  series  of  76  requirements  documents  for  elec¬ 
tronics  and  related  hardware.  Requirement  64,  "Microelectronic  Devices,"  es¬ 
tablishes  criteria  for  the  selection  and  application  of  ICs.  That  requirement 
"...  includes  the  order  of  precedence  by  which  an  equipment  developer  must 
select  microcircuits;  only  a  military-approved  part  is  permitted."  [6]  Nonmilitary 
parts  are  the  last  preference  and  require  government  approval.  Requirement  64 
also  severely  restricts  the  use  of  PEMs: 


Microcircuit  devices  used  in  equipment  shall  be  hermetically  sealed  in  glass,  metal,  or 
ceramic  (or  combinations  of  these)  packages.  No  organic  or  polymeric  materials  such 
as  lacquers,  varnishes,  coatings,  adhesives,  or  greases  shall  be  used  inside  the  microcir¬ 
cuit  package,  unless  otherwise  specified.  . . .  Upon  specific  request  and  approval  by  the 
procuring  activity  to  waive  the  requirements . . .  non-hermetic  microcircuits  may  be 
considered  for  use  in  ground  fixed  or  ground  benign  environments  as  defined  in 
MIL-HDBK-21 7.  [1 2] 

MIL-HDBK-21 7F  provides  mathematical  models  for  reliability  prediction. 
The  handbook  contains  19  sections,  each  corresponding  to  a  different  type  of 
electronic  equipment.  Section  5  provides  models  for  microcircuits,  gate/ logic 
arrays,  and  microprocessors.  The  handbook's  models  are  parametric;  that  is, 
they  take  as  input  features  of  the  device  and,  through  a  formula,  predict  a  failure 
rate.  For  example,  the  reliability  model  for  microprocessors  is  as  follows:  [13] 

7p  =  (Ci7tr+C27r£)7lQ7tL, 


where 

7p  =  predicted  failures  per  106  hours, 

Ci  =  the  number  of  bits  and  transistor  technology, 

Ut  =  junction  temperature  and  transistor  technology, 
C2  =  the  number  of  pins  and  package  type, 
tie  =  the  operating  environment, 

Uq  =  the  quality  screening  performed,  and 

Hi  =  a  learning  factor,  based  on  years  of  production. 


Note  that  the  parameters  that  form  the  reliability  equation  are  not  directly 
measured  values  but  rather  are  qualitatively  assigned  and  unitless.  For  example. 
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the  factor  for  the  "Naval,  Sheltered"  operating  environment  is  4.0  and  that  for 
"Naval,  Unsheltered"  is  6.0. 

Clearly,  much  analytical  work  goes  into  producing  such  predictive  models. 
The  models'  drawback,  however,  is  that  they  are  static,  while  the  technologies 
they  address  change  with  time  —  often  rapidly.  Materials,  designs,  and  manu¬ 
facturing  processes  are  evolving  rapidly  for  ICs.  New  technologies  with  attrib¬ 
utes  that  fare  poorly  in  the  models  (such  as  being  in  production  for  only  a  few 
years)  may  well  have  actual  reliability  far  in  excess  of  die  predicted  values.  Some 
reliability  experts  argue  that  the  handbook's  models  are  biased  so  that  only  ce¬ 
ramic-encapsulated  ICs  score  well.  [6]  Program  managers  and  contractors  might 
therefore  believe  that  they  take  on  risk  by  choosing  PEMs  or  other  commercial  IC 
technologies. 


Beneficial  Practices  Based  on  Military  Standards  and  Specifications 

For  ICs,  MILSPEC  reform  predates  the  Perry  memorandum  and  can,  in  fact, 
be  traced  to  Secretary  Perry's  participation  in  the  1986  Defense  Science  Board 
study  on  microelectronics.  Unfortunately,  the  current  initiative  that  seeks  to  re¬ 
duce  onerous  and  obsolete  MILSPECs  may  also  reduce  or  eliminate  MILSPECs 
that  have  been  the  subject  of  review  and  improvement  in  recent  years  and  that 
are  beneficial  to  military  procurement. 

Two  government  initiatives,  the  QML  Program  and  the  SMD  Program,  help 
ensure  that  the  ICs  in  military  systems  are  of  high  quality  and  help  control  lo¬ 
gistics  support  costs.  These  programs  save  the  government  money  and,  while 
not  perfect,  do  not  raise  major  barriers  to  the  insertion  of  commercial  ICs.  They 
also  do  not  have  commercial  analogs  covering  the  range  of  products  that  DoD 
buys.  Nevertheless,  these  programs  are  threatened  with  effective  elimination 
because  the  documents  describing  them  are  MILSPECs. 

Both  the  QML  Program  and  the  SMD  Program  are  administered  by  DESC. 
Where  appropriate,  we  suggest  improvements  to  the  underlying  MILSPECs  to 
make  them  more  performance  oriented  and  to  reduce  minor  barriers  to  com¬ 
mercial  ICs. 


The  Qualified  Manufacturers  List  Program 

The  QML  Program  provides  a  standard  approach  to  ensuring  the  quality  of 
ICs  used  in  military  systems.  It  establishes  a  procedure  for  assessing  manufac¬ 
turing  quality  practices  of  IC  suppliers  that  can  be  used  by  all  IC  users  serving 
defense  (as  well  as  those  not  serving  defense  but  requiring  military-like  quality 
assurance,  parts  control,  and  supplier  documentation).  The  QML  approach  in¬ 
cludes  commercial-like  "process  control"  provisions  and  eases  former  military 
restrictions  on  offshore  production. 


2-14 


Basis  in  MILSPECs 


The  QML  Program  is  defined  by  MIL-I-38535B,  and  extensively  references 
MIL-STD-883D.  DESC  first  implemented  the  QML  Program  in  1989  after  nu¬ 
merous  recommendations  by  industry  and  defense  review  panels.  Several  of  the 
previous  reports'  recommendations  regarding  the  program  are  listed  in  Appen¬ 
dix  A.  The  QML  Program  replaces  the  Qualified  Parts  List  (QPL)  Program  — 
which  was  based  on  MIL-M-38510J,  Microcircuits,  General  Specification  for,  and 
required  quality  assessment  of  each  part.  In  addition  to  qualifying  suppliers' 
manufacturing  processes  rather  than  individual  parts,  the  QML  Program  gives 
IC  manufacturers  much  greater  freedom  to  upgrade  their  processes  flows  than 
did  the  QPL  approach.  The  QML  Program  also  gives  IC  manufacturers  relief 
from  previously  mandatory  testing,  as  stated  in  MIL-PRF-38535C:  "If  sufficient 
quality  and  reliability  data  is  [sic]  available,  the  manufacturer,  through  the  QM 
[quality  management]  program  and  the  manufacturer's  review  system,  may 
modify,  substitute,  or  delete  tests."  [14] 

Under  the  QML  Program,  DESC  assesses  an  IC  manufacturer's  ability  to 
consistently  produce  parts  that  meet  design  specifications.  To  do  this,  DESC  as¬ 
sesses  the  "process  flow"  —  materials,  device  technologies,  and  manufacturing 
steps  —  that  the  manufacturer  would  like  to  use  to  supply  ICs  for  military  appli¬ 
cations.  Suppliers  are  also  assessed  according  to  their  ability  to  maintain  consis¬ 
tent  quality  as  they  change  their  process  flow  (to  adopt  new  technologies  or 
incorporate  lessons  learned).  Those  IC  suppliers  passing  the  audit  are  listed  on 
the  QML.  Products  from  QML-listed  suppliers  can  be  used  with  confidence  by 
defense  original-equipment  manufacturers  (OEMs)  without  the  need  for  addi¬ 
tional  quality  oversight.9  While  oriented  to  defense,  the  QML  Program  does  not 
require  that  a  contractor's  commercial  production  be  separated  from  its  military 
production.  Rather,  the  program  provides  a  means  for  satisfying  military  qual¬ 
ity  requirements  regardless  of  the  ultimate  use  —  commercial  or  military  —  of 
the  products  emerging  from  the  contractor's  manufacturing  line. 

The  QML  assessment  replaces  similar  audits  that  would  be  performed  by 
each  defense  contractor  using  ICs  (of  each  manufacturer  from  whom  they  buy 
ICs).  Such  audits  are  routinely  conducted  in  the  commercial  sector,  with  the  re¬ 
sult  that  IC  manufacturing  plants  experience  a  parade  of  customers  assessing  the 
operations.  For  example,  the  Texas  Instruments  plant  in  Kuala  Lumpur  hosts 
about  one  customer  audit  per  month.  [15] 


Commercial-Like  Practice 

The  QML  Program  satisfies  the  requirement  in  Secretary  Perry's  directive  to 
replace  military-unique  quality  assurance  techniques  with  "process  control."  As 
defense  suppliers  move  away  from  the  traditional  approach  of  MIL-Q-9858, 
Quality  Program  Requirements,  toward  the  commercial  International  Organization 


9As  in  the  commercial  sector,  however,  defense  IC  users  rely  on  third-party  testing 
and  incoming  inspection  in  cases  in  which  the  cost  of  failure  is  high. 
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for  Standardization's  ISO  9000  series  standards,  they  will  also  need  an  industry- 
specific  quality  system.10  The  ISO  9000  standards  are  simply  too  generic  to  be 
used  alone  by  any  given  industry.  For  example,  ISO  9000  requires  the  following 
for  design  changes:  "The  supplier  shall  establish  and  maintain  procedures  for 
the  identification,  documentation,  and  appropriate  review  and  approval  of  all 
design  changes  and  modifications."  [16]  The  QML  Program  builds  on  this  for  the 
IC  industry,  first  by  requiring  a  technology  review  board  (TRB)  to  monitor  de¬ 
sign  and  process  changes  and,  second,  by  more  explicitly  explaining  the  ISO 
9000  requirement  for  design  changes: 

Changes  in  the  design  methodology  to  be  evaluated  by  the  TRB  will  include,  but  not  be 

limited  to,  changes  in  the  following  areas: 

a.  Technology  data  base  (cell/ design  library). 

b.  Design  flow. 

c.  Design  system  (computer  aided  design  (CAD),  design  rules). 

d.  Software  updates. 

e.  Model  or  modeling  procedures. 

f.  Configuration  management. 

g.  Radiation  hardness  assurance  (if  applicable). 

h.  Electrical  performance.  [14] 

DESC  is  conducting  a  pilot  ISO  9000  registration  program.  In  conjunction 
with  the  QML  audit,  DESC  offers  to  certify  an  IC  manufacturer's  compliance  to 
the  ANSI/ASQC  Q91,  Quality  Systems  —  Model  for  Quality  Assurance  in  Design/ 
Development ,  Production,  Installation,  and  Servicing,  at  government  expense. 

One  major  industry  criticism  of  the  former  QPL  Program  was  that  it  re¬ 
quired  domestic  production.  The  QML  Program,  in  contrast,  has  required  do¬ 
mestic  wafer  fabrication  but  permitted  foreign  packaging  and  assembly.  This  is 
in  response  to  the  fact  that  many  U.S.  chip  manufacturers  do  their  commercial 
packaging  and  assembly  in  company-owned  plants  in  Asia.  Industry  continues 
to  push  for  permission  to  fabricate  wafers  offshore.  The  March  1995  revision  of 
MIL-I-38535B  (renamed  MIL-PRF-38535C),  Integrated  Circuits  (Microcircuits) 
Manufacturing,  General  Specification  for,  removes  the  explicit  requirement  to  fabri¬ 
cate  wafers  domestically  and  introduces  the  concept  of  a  presumably  domestic 
"basic  plant"  from  which  offshore  operations  are  monitored  and  directed.  [14] 
DoD  should  not  forget,  however,  that  foreign  sources,  even  if  domestically 
owned,  are  subject  to  supply  disruptions  in  time  of  war. 


10In  the  United  States,  the  ISO  9000  series  standards  are  defined  by  American  Na¬ 
tional  Standards  Institute  (ANSI)  and  American  Society  for  Quality  Control  (ASQC) 
standards.  For  an  overview,  see  ANSI/ASQC  Q9000-1-1994,  Quality  Management  and 
Quality  Assurance  Standards  -  Guidelines  for  Selection  and  Use. 
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Although  no  single  commercial  standard  is  analogous  to  MIL-I-38535B,  we 
are  aware  of  several  systems  that  are.  Commercial  IC  users  use  rigorous  proce¬ 
dures  for  ensuring  the  quality  of  ICs  they  buy.  The  Boeing  Commercial  Aircraft 
Company,  for  example,  buys  its  ICs  through  third-party  test  laboratories.  Boe¬ 
ing  requires  those  laboratories,  in  turn,  to  buy  ICs  only  from  Boeing-approved 
vendors.  In  1994,  five  years  after  the  QML  Program  was  introduced,  the  auto¬ 
motive  industry  issued  its  standards  —  CDF-AEC-A100,  Quality  System  Assess¬ 
ment  for  Semiconductor  Suppliers,  and  CDF-AEC-Q100,  Stress  Test  Qualification  for 
Automotive-Grade  Integrated  Circuits.  With  some  differences  (discussed  below  in 
our  recommendations),  these  new  standards  are  analogous  to  MIL-I-38535B  and 
to  MIL-STD-883D,  respectively.  The  Joint  Electron  Device  Engineering  Council 
(JEDEC)  of  the  Electronic  Industries  Association  (EIA)  is  planning  an  analogous 
standard  for  consumer-grade  ICs.  [17]  Other  than  these  emerging  standards, 
commercial  specifications  for  quality  assurance  and  environmental  testing 
mainly  are  set  company  by  company.11  We  discuss  the  IC-procurement  and 
quality-management  practices  of  Boeing  and  the  commercial  automotive  indus¬ 
try  in  more  detail  in  Appendix  C. 


Improving  the  QML  Program 

The  QML  Program  should  be  maintained  and  improved  at  least  until  a  sin¬ 
gle  commercial  replacement  is  put  in  place  or  until  a  broad  enough  range  of 
commercial  industries  adopt  QML-like  practices,  as  the  commercial  automotive 
industry  has.  Managing  quality  assurance  on  a  company-by-company  basis  is 
inefficient  and  expensive,  and  foregoing  quality  assurance  is  risky.  Consider 
Table  2-5,  which  was  prepared  by  an  industry  group  advocating  the  military  use 
of  commercial  ICs.  Note  that  in  only  one  category  —  "protected"  —  did  this 
group  recommend  that  commercial  ICs  be  used  without  some  special  considera¬ 
tion.  The  QML  Program  provides  one  option  for  such  consideration. 

We  recommend  that  the  QML  Program  stand  on  its  own  merits.  DESC 
should  certify  IC  manufacturers  who  choose  to  participate  and  should  encourage 
participation.  However,  not  all  commercial  suppliers  potentially  serving  defense 
may  opt  for  QML  certification.  While  MIL-I-38535B,  and  MIL-STD-883D  should 
not  be  prohibited  in  defense  contracts,  neither  should  they  be  mandatory. 
Defense  contractors  should  be  free  to  procure  ICs  (in  whatever  performance 
grade  is  appropriate,  from  consumer  grade  through  space  grade)  from  a  non- 
QML  source.  Where  contractors  choose  not  to  use  the  quality  assurance  practice 
of  the  QML  Program,  they  should  be  required  to  use  a  nationally  recognized 
alternative  (such  as  CDF-AEC-A100)  or  to  demonstrate  to  the  government  that 
their  company-unique  practice  is  acceptable  (and,  on  negotiated-price  contracts, 
cost-effective). 


nThe  JEDEC  does  maintain  device  configuration  and  environmental  test  specifica¬ 
tions  that  are  widely  used  commercially.  These  are  also  referenced  in  MIL-STD-883D 
and  are  listed  in  the  EIA,  JEDEC,  and  TIA  Standards  and  Engineering  Publications  1994 
Catalog. 
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Table  2-5. 

Integrated  Circuits  Operating  Environments  and  the  Need 
for  Special  Testing 


Operating  environment 

Need  for  special  testing  or  handling 
of  commercial  ICs 

Protected 

No 

Normal,  readily  repairable 

Yes 

Normal,  inhabited 

Yes 

Uninhabited 

Yes 

Hostile 

Essential 

Space 

Essential 

Source:  The  Multi-Use  Manufacturing  Work  Panel  of  the  Industry  Task  Force 
for  Affordability  and  The  Institute  for  Defense  Analyses,  “Accelerating  the  Use  of 
Commercial  Integrated  Circuits  in  Military  Systems,”  Interim  Report,  September 
1994,  p.  10. 


The  links,  or  overlaps,  between  MIL-I-38535B  and  MIL-STD-883D  are  nu¬ 
merous  and  confusing.  DESC  should  modify  the  two  documents,  following  the 
example  of  the  automotive  industry,  and  separate  the  procedures  for  the  quality 
assurance  program  from  the  environmental  operating  requirements.  In  its 
March  1995  revision,  DESC  did  take  steps  in  this  direction  and  eliminated  the 
requirement  that,  "Unless  otherwise  specified,  all  devices  produced  under  this 
specification  shall  have  an  operating  temperature  range  of  -55°C  to  +125°C."[18] 
In  its  place,  the  new  performance  specification  states,  "Devices  produced  under 
this  specification  may  have  any  operating  temperature  range  (case,  ambient,  or 
junction)  as  long  as  it  is  specified  in  the  device  procurement  specification."  [14] 
The  new  document,  however,  still  references  specific  tests  in  MIL-STD-883D,  for 
example,  requiring  that  all  hermetic  devices  be  capable  of  withstanding  50  cy¬ 
cles,  from  -65°C  to  +150°C.  [14,19]  This  kind  of  requirement  should  be  tied  to  an 
operating  environment  and  should  be  stated  in  MIL-STD-883D,  and 
MIL-I-38535B  should  be  further  revised  to  define  only  device-independent  qual¬ 
ity  assurance  procedures. 

MIL-I-38535B  also  should  be  reviewed  for  any  end-item  marking  or  packag¬ 
ing  requirements  that  differ  from  commercial  practice.  These  requirements 
should  be  made  optional  except  in  circumstances  where  piece-part  traceability  is 
required.  In  those  circumstances,  the  government  should  expect  to  pay  more  for 
the  parts  (as  the  "premium"  for  obtaining  part  traceability  "insurance"). 

We  recommend  that  MIL-STD-883D  be  reviewed  and  modified  to  establish 
IC  performance  specifications  for  common  military  applications.  That  specifica¬ 
tion  should  draw  on  existing  definitions  of  military  operating  environments  and 
should  incorporate  new  ones  that  are  developed  on  die  basis  of  our  recommen¬ 
dations  in  the  section  on  design  conservatism.  MIL-STD-883D  should  include  a 
cross-reference  to  test  methods  by  operating-environment  class.  Currently,  the 
standard  is  organized  by  test  method.  No  easy  way  is  available  to  access  the 
tests  required  for  a  given  level  of  performance. 
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Implicit  in  these  recommendations  is  the  need  for  separate  designators  for 
quality  assurance  practice  and  environmental  qualification.  Currently,  Class  Q 
refers  to  QML  parts  qualified  for  nonspace  use  and  Class  V  refers  to  QML  parts 
qualified  for  space  use  (other  IC  devices  classes  exist  as  well).  This  practice  is 
confusing.  We  recommend  that  one  designator  be  defined  to  reflect  the  quality 
assurance  scheme  under  which  a  part  was  made  and  that  a  separate 
"environmental  class"  designator  be  defined  to  indicate  the  operating  conditions 
under  which  the  part  is  qualified  to  operate.  Then,  for  example,  a  "Ql/GB"  part 
might  be  one  produced  in  a  QML  factory  and  qualified  to  operate  in  a  "ground, 
benign"  environment,  and  a  "Q2/GB"  part  might  be  one  produced  in  a  non- 
QML  factory  but  also  qualified  (by  a  procedure  other  than  QML)  to  operate  in  a 
"ground,  benign"  environment. 


The  Standard  Microcircuit  Drawing  Program 

An  SMD  defines  the  performance  characteristics  and  quality  assurance 
provisions  for  an  individual  IC  or  family  of  IC  devices,  regardless  of  the  manu¬ 
facturer.  SMDs  can  be  prepared  by  IC  manufacturers,  OEMs,  or  DESC.  SMDs 
originated  in  1976  with  the  F-16  aircraft  parts-control  program  and  are  managed 
by  DESC.  SMDs  depend  on  MILSPECs  for  format  and  application.  The  format 
for  SMDs  is  defined  in  MIL-HDBK-780,  Standardized  Military  Drawings. 
MIL-BUL-103,  List  of  Standardized  Military  Drawings,  is  a  catalog  of  SMDs  with 
cross-references  to  generic  part  numbers  where  they  exist.12 

The  SMD  relieves  the  IC  user  (typically  an  electronic-system  integrator, 
called  an  original  equipment  manufacturer,  or  OEM)  of  the  obligation  to  develop 
specifications  for  each  IC  it  uses.  OEMs  and  the  government  also  use  technical 
specifications  to  procure  ICs  and  to  track  hardware  configuration  over  time. 
Such  specifications  could  conceivably  be  eliminated  in  favor  of  using  the  IC 
manufacturer's  specification.  Commercial  practice,  however,  is  that  IC  manufac¬ 
turers  change  specifications  at  will,  without  necessarily  assigning  a  new  part 
number  and  without  necessarily  notifying  the  customer  (especially  when  the  IC 
user  buys  through  a  distributor  and  is  invisible  to  the  manufacturer).  The  SMD 
Program  requires  the  manufacturer  to  notify  DESC  of  changes  so  that  the  SMD 
can  be  kept  current. 

A  single  SMD  can  accommodate  a  variety  of  quality  assurance  levels.  For 
example,  an  SMD  can  include  a  Class  M  device,  which  indicates  vendor  self- 
certification  to  the  nonspace  performance  requirements  of  MIL-STD-883D;  the 
same  SMD  can  also  include  a  Class  Q  device  and  Class  V  device,  which  indicate 
the  vendor  is  certified  to  the  quality  specification  level  of  MIL-I-38535B.  When 
several  vendors  supply  a  generic  part,  they  will  be  listed  together  in  a  single 


12Although  the  standards  use  the  word  "military,"  the  name  of  the  program  has 
been  changed  to  use  the  word  "microcircuit,"  putting  emphasis  on  the  products  covered. 
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SMD.  As  of  August  1994,  DESC  reported  the  following  statistics  for  the  SMD 
Program: 

♦  The  number  of  SMDs  issued  is  2,180. 

♦  The  SMDs  specify  11,106  part  types  (each  SMD  can  have  multiple  part  varia¬ 
tions). 

♦  The  number  of  companies  making  SMD  parts  is  86. 

♦  The  number  of  companies  using  SMD  parts  is  133. 

♦  The  average  SMD  development  time  is  2.1  months.[20] 

The  SMD  Program  benefits  DoD  in  two  ways.  First,  a  DoD-wide  specifica¬ 
tion  for  a  given  product  (which  can  be  "military"  or  "commercial")  is  developed 
only  once.  Without  the  SMD,  that  specification  will  be  developed,  perhaps  more 
than  once,  by  each  OEM  using  the  device;  and,  in  each  instance,  each  OEM  do¬ 
ing  the  developing  is  being  paid  by  the  government.  Second,  each  OEM  specifi¬ 
cation,  called  a  source  control  drawing  (SCD,  because  it  is  developed  and 
controlled  by  the  government's  source,  the  OEM),  results  in  a  national  stock 
number  (NSN)  in  the  DoD  supply  system.  Therefore,  a  given  IC  would  result  in 
numerous  SCDs  and  duplicate  NSNs.  Duplicate  NSNs  not  only  tax  the  inven¬ 
tory  management  system  but  also  cause  both  excess  inventory  and  supply  dis¬ 
ruptions.  According  to  DESC,  the  proliferation  of  SCDs  has  resulted  in  each 
unique  IC  having  an  average  of  four  NSNs  in  the  government  supply  system.  To 
illustrate  this  proliferation,  DESC  provided  the  example  shown  in  Figure  2-3. 

Parts  control  and  configuration  management  facilitate  supporting  a  system 
throughout  its  operating  life.  Parts  control  helps  to  avoid  having  multiple 
manufacturer's  part  numbers  for  the  same  item.  Assigning  a  single  part  number 
to  a  part  facilitates  identifying  nondevelopmental  items  that  are  already  in  the 
inventory.  The  SMD  provides  parts  control  among  ICs.  If  DoD  eliminates  the 
SMD  Program,  part  numbers  will  proliferate,  causing  purchase  volumes  to  fall 
and  unit  prices  to  rise.  This  may  be  partially  offset  by  changes  in  IC  configura¬ 
tion  management. 

Configuration  management  maintains  the  form,  fit,  and  function  specifica¬ 
tions  of  a  part  or  item.  Secretary  Perry's  memorandum  states  that  the  govern¬ 
ment  should  maintain  configuration  control  of  functional  and  performance 
requirements  while  leaving  design  to  the  manufacturer.  A  1994  Air  Force  study 
recommends  that,  for  ICs,  configuration  control  should  be  at  the  circuit-board 
level  not  the  IC-part  level.13  [21] 


13This  recommendation  is  economically  effective  when  the  cost  of  the  ICs  on  the 
board  is  below  a  certain  threshold. 
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Source:  Interview  with  Mr.  Mike  Frye,  DESC,  12  October  1994. 

Figure  2-3. 

SMDs  Reduce  Proliferation  of  Part  Numbers 


The  SMD  Program  has  its  basis  in  MILSPECs  and  is  threatened  if  the  MIL- 
SPECs  that  define  it  are  eliminated.  We  recommend  that  tins  program  be  re¬ 
tained  intact.  To  those  manufacturers  who  choose  to  participate  in  the  QML 
Program,  the  SMD  provides  an  easy  vehicle  for  providing  a  specification  docu¬ 
ment  for  devices  produced  in  a  QML  factory. 


Summary 


In  this  chapter,  we  have  discussed  the  technical  barriers  to  inserting  com¬ 
mercial  ICs  in  military  systems.  The  principal  barrier  is  design  conservatism 
caused  by  a  lack  of  precise  environmental  requirements  and  device  specifica¬ 
tions.  To  reduce  this  barrier,  we  recommend  that  DoD  expand  its  categories  of 
environmental  requirements  to  include  its  applications  that  are  similar  to  com¬ 
mercial  applications.  We  also  recommend  a  comprehensive  DoD  effort  to  collect 
data  on  the  ability  of  commercial  ICs  to  operate  in  military  environments,  in¬ 
cluding  environments  that  may  be  outside  the  devices'  published  design  specifi¬ 
cations  but  for  which  the  devices  may  have  been  privately  qualified.  A  CCII 
could  oversee  research  in  this  area  and  could  serve  as  a  clearinghouse  for  dis¬ 
semination  of  project  results. 
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Other  technical  barriers  are  imposed  by  the  use  of  unnecessary  MILSPECs. 
We  identify  MIL-STD-454N,  and  MIL-HDBK-217F  as  inhibiting  commercial  IC 
use  and  feel  their  use  will  be  reduced,  justifiably,  by  the  MILSPEC  reform 
initiative.  Not  all  military  standards  and  specifications  present  barriers, 
however,  and  some  good  ones  are  threatened  by  the  current  reform  initiative. 
Two  beneficial  programs  related  to  ICs,  QML  and  SMD,  are  based  in  MILSPECs 
that  have  no  direct  commercial  analogs.  We  recommend  these  programs  be 
retained  and  improved.  We  also  recommend  that  using  the  QML  Program  be 
made  contractually  optional,  but  that  contractors  who  choose  not  to  use  it  be 
obligated  to  substitute  an  acceptable  approach  to  quality  assurance. 
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Chapter  3 

Administrative  Barriers 


One  of  the  factors  that  inhibits  the  participation  of  commercial  IC  suppliers 
in  government  markets  is  the  manner  in  which  the  government  does  business 
with  its  suppliers.  Clauses  included  in  government  contracts,  and  that  flow 
down  —  either  by  direction  or  as  a  matter  of  prime  contractor  practice  to  lower- 
tier  subcontractors  —  often  call  for  practices,  procedures,  or  agreements  that  dif¬ 
fer  significantly  from  those  found  in  commercial  business  dealings.  These 
clauses  can  also  subject  contractors  and  subcontractors  to  levels  of  oversight  and 
to  potential  liabilities  that  they  may  be  unwilling  to  bear  merely  to  do  business 
with  the  Federal  government. 

The  Federal  Acquisition  Streamlining  Act  of  1994  (FASA)  is  intended, 
among  other  purposes,  to  facilitate  government  acquisition  of  goods  and  services 
from  the  commercial  marketplace  by  expanding  the  definition  of  what  consti¬ 
tutes  a  "commercial  item"  and  by  exempting  transactions  for  such  items  from 
some  of  these  government-unique  laws  and  regulations.  Regulatory  initiatives 
intended  to  implement  FASA  are  in  various  stages  of  completion,  with  some 
proposed  rules  already  out  for  public  comment  and  others  still  in  the  develop¬ 
ment  and  internal-coordination  stages.1  While  both  FASA  and  its  regulatory 
implementation  will  make  some  major  changes  in  the  manner  in  which  the  gov¬ 
ernment  contracts  for  commercial  items,  a  host  of  unique  laws  and  regulations 
will  remain  that  can  have  a  chilling  effect  on  the  desire  of  commercial  firms  to 
become  involved  in  prime  contracts  or  subcontracts  with  the  government. 

We  analyzed  the  government's  practice  of  requiring  specific  solicitation 
provisions  and  contract  clauses  set  forth  in  the  regulations.  We  also  assessed  the 
effect  of  the  government's  way  of  doing  business  with  commercial  firms  provid¬ 
ing  commercial  items  in  military  systems.  These  commercial  firms  may  be  in¬ 
volved  at  either  a  prime  contract  or  subcontract  level.  In  some  cases,  the 
subcontractor  may  be  several  levels  beneath  tire  prime  contractor  and  still  have 
to  deal  with  these  solicitation  provisions  and  contract  clauses.  We  used  a  unique 
data  base  of  the  contract  clauses  contained  in  the  FAR  and  the  DFARS  that  LMI 
has  developed  as  a  part  of  its  ongoing  research  programs  in  acquisition.  We 
concentrated  on  those  clauses  that  flow  down  from  the  prime  contractor  to  the 


2Full  FASA  implementation  will  require  changes  and  additions  to  be  made  to  both 
the  Federal  Acquisition  Regulation  (FAR)  and  the  Defense  FAR  Supplement  (DFARS).  In 
accordance  with  a  plan  approved  by  the  Office  of  Federal  Procurement  Policy  (OFPP),  all 
implementation  efforts  will  be  focused  initially  on  the  FAR.  Necessary  or  appropriate 
DFARS  implementation  language  will  be  added,  and  implementation  actions  will  take 
place  only  after  all  FAR  changes  are  finalized.  As  of  the  time  of  writing,  the  implement¬ 
ing  FAR  actions  are  incomplete. 
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subcontractor  either  because  of  direct  statutory  or  regulatory  mandate  or  be¬ 
cause  of  the  prime  contractor's  need  for  information  to  comply  with  a  provision 
that  nominally  applies  only  at  the  prime  contract  level  (i.e.,  even  though  a  par¬ 
ticular  clause  may  not  contain  a  mandatory  flowdown  requirement,  compliance 
with  it  by  a  prime  contractor  may  create  an  "effective"  flowdown  of  some  or  all 
of  the  burden  to  those  firms  with  which  the  prime  does  business  under  the  con¬ 
tract). 

Another  facet  of  the  flowdown  of  clause  requirements  that  must  be  ac¬ 
knowledged  but  cannot  be  directly  analyzed  is  the  practice  of  a  prime  contrac¬ 
tor's  including  clauses  or  requirements  in  its  subcontracts  that  are  not  required  by 
the  terms  of  its  contract  but  are,  nevertheless,  passed  on  to  the  subcontractor.  As 
a  result,  the  actual  environment  that  a  government  subcontractor  may  face  can 
be  significantly  different  from  that  which  might  be  surmised  from  merely  exam¬ 
ining  the  underlying  laws  and  regulations.  Thus,  additional  barriers  can  arise, 
and  existing  barriers  can  remain,  that  are  not  anticipated  or  directly  addressed 
by  acquisition  reform  initiatives  or  regulatory  attempts  to  make  government 
business  practices  less  onerous  to  commercial  firms. 

While  the  solicitation  provisions  and  contract  clauses  set  forth  in  the  FAR 
and  DFARS  may  appear  to  be  the  primary  contractual  impediments  to  using 
commercial  firms  and  products,  they  are  by  no  means  the  only  potential  barriers. 
Those  portions  of  a  government  contract  that  define  and  describe  the  data  to  be 
delivered  can  vary  significantly  from  comparable  portions  of  a  commercial  con¬ 
tract.  Many  government  data  requirements  are  detailed  and  specific  concerning 
the  format,  content,  and  frequency  of  submission;  the  mere  presence  of  these 
data  items  in  a  contract  can  turn  an  otherwise  benign  transaction  into  one  that  is 
more  costly  to  perform  than  similar  sales  of  commercial  parts.  Data  require¬ 
ments  can  originate  in  the  prime  contract  or  arise  from  the  approach  used  by  the 
prime  contractor  in  dealing  with  its  suppliers.  Unlike  the  standard  contract 
clauses,  the  presence  of  these  requirements  in  government  contracts  is  not  due  to 
regulatory  or  statutory  prescription  but  rather  to  the  decisions  of  the  technical 
personnel  involved  in  die  program  or  project.  Thus,  the  task  of  finding  and 
limiting  such  data  requirements  is  much  more  difficult  than  identifying  clauses 
that  create  barriers.  The  potential  effect  on  the  government  business  environ¬ 
ment  as  perceived  by  commercial  firms,  however,  is  no  less  important  or  perva¬ 
sive. 


Our  review  of  the  clause  data  base  showed  a  total  of  more  than  200  clauses 
that  flow  down  to  subcontractors  and,  of  that  total,  more  than  100  that  can  pres¬ 
ent  barriers  to  commercial  firms.  We  supplemented  the  clause  review  with  in¬ 
dustry  interviews  regarding  government  contracting  procedures.  On  the  basis  of 
these  efforts,  we  identified  32  clauses  (not  counting  alternates  separately  in  the 
total)  that  may  be  particularly  burdensome  for  commercial  firms.  These  clauses 
can  be  grouped  into  six  categories  for  presentation  and  evaluation.  The  catego¬ 
ries  are  cost  or  pricing  data,  cost  collection  and  reporting,  source  restrictions, 
data  rights,  socioeconomic  requirements,  and  precious  and  specialty  metals.  In 
Appendix  D  we  present  each  clause  on  a  single  page  that  describes  the  substance 
of  the  clause,  its  statutory  or  regulatory  basis,  its  flow-down  extent,  a  brief  de¬ 
scription  of  its  impact  as  a  barrier,  a  summary  of  the  effect  that  FASA  has  on  it. 
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and  a  recommendation  concerning  what  actions  could  be  taken  to  lessen  or 
eliminate  its  burdensome  impact.  The  following  sections  summarize  the  subject 
matter  of  these  clauses  on  the  basis  of  the  categories  into  which  we  placed  them. 

Cost  or  Pricing  Data 

Among  the  items  most  frequently  identified  by  commercial  firms  as  barriers 
to  doing  business  with  the  government  are  those  provisions  and  clauses  that  re¬ 
quire  a  contractor  or  subcontractor  to  disclose  detailed  accounting  and  financial 
information,  called  "cost  or  pricing  data,"  as  a  part  of  a  proposal,  and  the  con¬ 
comitant  access  to  records  by  government  or  higher-tier  contractor  personnel. 
Table  3-1  lists  the  nine  contract  clauses  that  collectively  comprise  cost  or  pricing 
data  requirements.  These  clauses  implement  the  Truth  in  Negotiations  Act 
(TINA,  codified  at  10  U.S.C.  2306). 

Table  3-1. 

Cost  or  Pricing  Data  Contract  Clauses 


FAR/DFARS 

reference 

Clause  title 

52.214-26 

Audit  —  Sealed  Bidding 

52.214-28 

Subcontractor  Cost  or  Pricing  Data  —  Modifications  —  Sealed  Bid¬ 
ding 

52.215-1 

Examination  of  Records  by  Comptroller  General 

52.215-2 

Audit  —  Negotiation 

52.215-24 

Subcontractor  Cost  or  Pricing  Data 

52.215-25 

Subcontractor  Cost  or  Pricing  Data  —  Modifications 

52.216-5 

Price  Redetermination  —  Prospective 

52.216-6 

Price  Redetermination  —  Retroactive 

52.244-2 

Subcontracts  (Cost-Reimbursement  and  Letter  Contracts) 

Commercial  firms  typically  are  not  asked  to  and  do  not,  as  a  matter  of  pol¬ 
icy,  disclose  such  sensitive  financial  information  to  commercial  customers,  and 
they  fear  both  the  administrative  burden  and  the  potential  confidentiality  com¬ 
promise  that  such  a  practice  may  entail.  Not  only  does  TINA  require  a  full  dis¬ 
closure,  but  there  are  also  potential  civil  and  criminal  sanctions  associated  with 
incomplete  or  incorrect  disclosure.  For  example,  an  error  or  mistake  may  be 
misconstrued  as  "defective  data"  for  which  criminal  and  civil  penalties  exist. 
This  criminalization  of  the  procurement  process  has  forced  firms  that  have  his¬ 
torically  operated  in  both  the  government  and  commercial  marketplaces  to  sepa¬ 
rate  their  operations  and  record  keeping  into  government  and  commercial  units. 
By  separating  government  and  commercial  accounting,  the  company  precludes 
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total  access  to  its  complete  financial  records  and  ensures  that  its  potential  liabili¬ 
ties  are  contained  in  organizational  units  that  are  set  up  and  staffed  to  comply 
with  the  government's  unique  requirements. 

In  the  case  of  ICs,  since  the  government's  direct  and  indirect  demand  is  such 
a  small  and  declining  portion  of  the  total  market,  such  specialized  government 
requirements  eventually  will  present  firms  with  a  choice  either  of  continuing  to 
maintain  unique  structures  and  staffs  that  have  no  commercial  benefits  or  of 
ceasing  to  actively  seek  government  business.  Still  more  troubling  is  the  fact 
that,  as  the  IC  industry  focuses  more  on  the  larger  commercial  markets,  firms 
that  may  offer  new  technologies  and  good  prices  will  shun  opportunities  to  sell 
to  relatively  small  government  programs  that  cannot  deal  with  them  in  the  same 
manner  that  their  other,  larger  customers  do.  The  end  result  could  be  fewer  ef¬ 
fective  competitors  for  government  business,  higher  prices  from  those  few  re¬ 
maining  competitors,  and  potentially  long  delays  in  achieving  access  to  the 
newest  and  most  advanced  products,  processes,  and  technologies. 

This  is  one  of  the  areas  that  FASA  addressed  and  revised  most  significantly. 
While  contracting  officers  (COs)  still  need  to  establish  price  reasonableness  of 
the  commercial  items  being  purchased,  the  requirements  to  collect  cost  or  pricing 
data  are  eased  and  less  of  a  burden  is  placed  on  the  firm  providing  the  product. 
FASA  set  up  a  hierarchy  of  data  types  to  be  used  by  COs  to  establish  price  rea¬ 
sonableness,  with  detailed  cost  or  pricing  data  die  last  in  order  of  preference. 

Proposed  rules  relating  to  TINA  do,  however,  impose  the  following  poten¬ 
tial  conditions  on  government  purchase  of  commercial  items: 

♦  An  item  qualifies  for  an  exemption  to  submitting  certified  cost  or  pricing 
data  if  it  is  sold  in  substantial  quantities  and  if  sales  at  catalog  prices  are  at 
least  25  percent  of  the  total  sales  of  the  item. 

♦  An  offeror  must  present  examples  of  the  lowest  prices  at  which  the  commer¬ 
cial  item  was  sold. 

♦  If  actual  sales  differ  significantly  from  the  estimates  on  which  the  contract 
was  based,  the  government  may  reduce  the  price  after  contract  award. 

♦  External,  independent  sources  must  provide  data  on  the  market  prices  of  a 
commercial  item. 

These  proposed  rules  are  inconsistent  with  the  intent  of  FASA,  and  industry 
groups  have  made  comments  to  that  effect  to  die  FAR  Council.  Thus,  these  bar¬ 
riers  may  be  reduced  by  the  Federal  rule-making  process.  When  the  final  rules 
are  implemented,  they  will  apply  at  both  the  prime  contract  and  subcontract 
levels. 

Although  the  barrier  of  submitting  certified  cost  or  pricing  data  may  be 
reduced  for  commercial  items  in  the  proposed  rules  implementing  FASA, 
another  related  barrier  remains  —  government  audits.  As  mentioned 
previously,  the  CO  must  determine  that  the  price  paid  for  a  commercial  item  is 
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reasonable  and,  in  doing  so,  may  request  information  from  the  contractor  or 
subcontractor.  When  the  contractor  or  subcontractor  provides  information  to  the 
CO,  that  information  may  be  audited  for  up  to  two  years  after  the  date  of 
contract  award  (or  contract  modification).  Such  audit  rights  are  not  a 
commercial  practice  and  create  a  barrier  to  commercial  firms.  Thus,  although 
the  requirement  to  provide  certified  cost  or  pricing  data  has  been  effectively 
removed,  the  government's  audit  right  remains  as  a  barrier  and  the  contract 
provisions  and  clauses  are  included  in  Appendix  D  for  that  reason. 

In  any  event,  FASA  has  reduced  most  of  the  negative  impacts  of  these  cost 
and  pricing  clauses  so  that  they  can  now  be  considered,  at  most,  to  be  minor. 
The  final  rules,  and  the  practical  approach  adopted  by  the  procurement  com¬ 
munity  in  their  implementation,  will  determine  the  actual  resolution  of  this  issue 
of  providing  cost  or  pricing  data.  Individual  buying  offices  may  vary  in  their 
interpretation  and  application  of  the  final  rules  and  may  request  certified  cost  or 
pricing  data,  although  it  is  improper  for  them  to  do  so,  because  many  have  come 
to  rely  on  the  certified  data  to  establish  price  reasonableness. 


Cost  Collection  and  Reporting 


Closely  related  to,  but  distinct  from,  the  previous  category  is  the  series  of 
special  clauses  and  requirements  that  define  the  kind  of  accounting  systems  and 
procedures  that  firms  must  use  when  doing  business  with  the  government  and 
the  specialized  cost  reporting  that  must  be  done  under  certain  major  system  pro¬ 
grams.  The  specific  clauses  included  in  this  category  (shown  in  Table  3-2)  are 
those  that  address  cost/ schedule  control  systems  criteria  (C/SCSC),  used  on 
major  system  acquisitions.  This  requirement  mandates  highly  specialized  cost- 
collection  and  report-generation  capabilities,  including  planning,  budgeting,  and 
scheduling  procedures  that  have  neither  close  counterparts  nor  business  value  in 
a  commercial  setting.  When  DoD's  demand  was  a  major  factor  in  the  IC  market, 
firms  may  have  been  willing  to  accept  these  kinds  of  requirements  as  a  part  of 
the  "price"  of  access  to  this  market.  However,  given  DoD's  now  minor  role  in 
today's  IC  marketplace,  in  both  absolute  and  relative  terms,  this  detailed  ac¬ 
counting  and  program  management  system  creates  an  additional  cost  that  firms 
endeavoring  to  be  competitive  will  seek  to  reduce  or  eliminate  altogether. 

Table  3-2. 

Cost  Collection  and  Reporting  Contract  Clauses 


FAR/DFARS 

reference 

Clause  title 

252.234- 7000 

252.234- 7001 

Notice  of  Cost/Schedule  Control  Systems 

Cost/Schedule  Control  Systems 
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Unfortunately,  FASA  does  not  address  C/SCSC  at  all.  Therefore,  poten¬ 
tially  extensive  cost-collection  and  reporting  requirements  can  still  be  imposed 
on  subcontractors  providing  commercial  items  that  will  be  incorporated  into 
noncommercial  end  items  that  are  considered  major  system  acquisitions.  As  a 
result,  this  area  must  still  be  viewed  as  a  potentially  major  barrier  to  obtaining 
commercial  products  from  commercial  companies.  DoD  may  wish  to  petition 
the  Administrator  of  OFPP  to  add  these  C/SCSC  clauses  to  the  list  of  inapplica¬ 
ble  provisions  regarding  commercial  items. 


Source  Restrictions 

Several  clauses  in  the  regulations  (shown  in  Table  3-3)  serve  to  restrict  the 
origin  of  components,  such  as  ICs,  used  in  defense  items.  The  Buy  American  Act 
is  the  primary  statute  that  restricts  the  source  of  ICs  used  in  defense  items  to 
those  of  domestic  manufacture.  To  qualify  as  a  domestic  end  product,  a  product 
must  be  mined  or  produced  in  the  United  States,  and  the  cost  of  the  U.S.- 
produced  components  must  exceed  half  of  the  cost  of  all  the  product's  compo¬ 
nents.  While  not  prohibiting  purchases  of  foreign  products,  the  Buy  American 
Act  favors  domestic  products  by  requiring  a  cost  differential  to  be  added  to  for¬ 
eign  product  offers.  DFARS  clause  252.225-7000  requires  the  prime  contractor  to 
list  any  components  that  are  not  of  domestic  manufacture  and  to  certify  that  the 
item  offered  meets  the  domestic  content  requirement. 

Table  3-3. 

Source  Restriction  Contract  Clauses 


FAR/DFARS 

reference 

Clause  title 

252.225-7000 

Buy  American  Act  —  Balance  of  Payments  Program  Certificate 

252.225-7001 

Buy  American  Act  and  Balance  of  Payments  Program 

252.225-7006 

Buy  American  Act  —  T rade  Agreements  Act  —  Balance  of  Payments 

Program  Certificate 

252.225-7007 

Trade  Agreements  Act 

52.225-1 

Buy  American  Certificate 

52.225-20 

Buy  American  Act  —  North  American  Free  Trade  Agreement 

Implementation  Act  —  Balance  of  Payments  Program  Certificate 

52.225-21 

Buy  American  Act  —  North  American  Free  Trade  Agreement 

Implementation  Act  —  Balance  of  Payments  Program 

The  requirements  under  the  Buy  American  Act  are  imposed  on  the  prime 
contractor,  and  the  prime  contractor  is  not  specifically  required  to  flow  die  re¬ 
quirements  down  to  subcontractors.  However,  if  the  prime  contractor  must  cer¬ 
tify  as  to  the  domestic  content  of  items,  it  must  collect  data  on  the  origin  of 
components.  In  some  instances,  the  prime  contractor  may  use  a  domestic  source 


3-6 


to  satisfy  domestic  content  requirements  even  though  that  source  is  not  the  pre¬ 
ferred  one. 

When  DoD  buys  ICs  directly,  it  generally  chooses  a  domestic  source.  The 
impact  of  the  Buy  American  Act  is  less  clear  when  the  IC  is  a  component  pur¬ 
chased  from  a  subtier  supplier  as  part  of  a  larger  system.  If  the  IC  is  listed  in  the 
Buy  American  Act  certification,  then  some  administrative  burden  has  been  im¬ 
posed  on  the  subtier  supplier.  We  have  no  information  on  the  extent  or  size  of 
the  burden  placed  on  subtier  suppliers  by  the  Buy  American  Act  restrictions. 
However,  we  do  know  that  commercial  buyers  of  ICs  do  not  require  certification 
of  the  origin  or  domestic  content  of  components. 

The  current  trend  is  for  U.S.  companies  to  manufacture  ICs  offshore,  and 
under  the  source  restriction  laws  these  firms  may  be  excluded  from  defense 
business.  MILSPECs  now  permit  the  purchase  of  ICs  that  have  been  packaged 
offshore,  and  DoD  is  considering  relaxing  the  restriction  even  further  and  per¬ 
mitting  purchase  of  ICs  fabricated  offshore.  FASA,  however,  does  not  address 
source  restrictions,  and  DoD's  policies  do  not  override  the  source-restriction 
statutes. 

Under  certain  trade  agreements,  foreign-sourced  items  are  counted  as  do¬ 
mestic  for  Buy  American  Act  purposes.  ICs,  however,  are  among  a  number  of 
goods  to  which  those  provisions  do  not  apply.  Also,  the  trade  agreements  do 
not  currently  cover  the  major  Asian  sources  of  commercial  ICs.  We  recommend 
that  the  government  add  ICs  to  the  list  of  goods  covered  by  U.S.  trade  agree¬ 
ments,  and  that  the  government  pursue  trade  agreements  with  countries  that  are 
major  IC  suppliers  but  are  not  currently  covered. 


Data  Rights 

Both  the  government  and  the  contractor  have  legitimate  interests  in  how 
rights  to  technical  data  are  treated  and  in  who  owns  technical  data  that  may  be 
generated,  used,  or  delivered  under  a  government  contract.  The  government 
will  need  a  certain  amount  of  data  regarding  the  components  of  its  systems  so 
that  it  can  operate,  repair,  test,  and  support  the  equipment;  train  its  personnel; 
and  ensure  a  source  of  supply  at  competitive  prices  for  replacement  components 
(i.e.,  for  "reprocurement")  during  the  potential  inventory  life  of  the  equipment. 

Contractors  may  also  have  concerns  about  using  design  techniques  or  fabri¬ 
cation  processes  when  those  techniques  have  been  developed  at  private  expense 
but  are  applied  to  a  military-unique  product.  Also,  mixing  funding  for  some 
components  (i.e.,  part  of  the  entire  development  cost  is  paid  for  by  each  party) 
can  lead  to  potentially  contentious  ownership  positions  between  the  private 
contractor  and  the  government.  Government  and  industry  have  struggled  for 
decades  to  find  the  best  way  to  accommodate  these  competing  needs  and  inter¬ 
ests.  The  approaches  to  such  accommodation  have  ranged  from  an  insistence  on 
unlimited  rights  by  the  government  to  virtual  reliance  on  sole-source  suppliers. 
Neither  extreme  has  succeeded  in  satisfying  the  parties,  and,  as  a  result,  some 
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commercial  firms  have  adopted  a  policy  of  avoiding  government  contract  busi¬ 
ness  altogether  rather  than  to  take  the  risk  of  uncertain  ownership  of  data. 

DoD  has  recently  adopted  a  new  policy  whereby  it  shall  acquire  only  the 
technical  data  customarily  provided  to  the  public  with  a  commercial  item  or 
process,  even  if  the  commercial  product  is  embedded  in  a  military-unique  end 
item.  [22]  This  policy  should  make  it  easier  for  traditional  defense  firms  to  use 
commercial  ICs  in  their  systems.  Another  barrier  that  has  been  removed  is  that 
subcontractors  at  all  tiers  have  the  same  protection  of  their  rights  in  data  as  is 
provided  to  prime  contractors.  Prime  contractors  may  not  require  subcontrac¬ 
tors  or  suppliers  at  any  tier  to  relinquish  data  rights  as  a  condition  for  award  of 
any  contract,  subcontract,  or  purchase  order. 

Despite  these  changes,  some  data  rights  barriers  remain.  Several  contract 
clauses  (listed  in  Table  3-4)  require  data  marking,  record  keeping,  and  deferred 
delivery  to  the  government.  These  clauses  call  for  procedures  that  are  not  found 
in  commercial  business  dealings  and  can  therefore  operate  as  barriers  to  dealing 
with  strictly  commercial  firms. 

Table  3-4. 

Data  Rights  Contract  Clauses 


FAR/DFARS 

reference 

Clause  title 

252.227- 7013 

252.227- 7017 

252.227- 7026 

252.227- 7027 

252.227- 7037 

Rights  in  Technical  Data  —  Noncommercial  Items 

Identification  and  Assertion  of  Use,  Release,  or  Disclosure  Restrictions 
Deferred  Delivery  of  Technical  Data  or  Computer  Software 

Deferred  Ordering  of  Technical  Data  or  Computer  Software 

Validation  of  Restrictive  Markings  on  Technical  Data 

To  obtain  the  protections  of  private  data  rights  that  are  now  available,  a  firm 
must  specifically  mark  technical  data  with  restrictions  on  their  use,  modification, 
reproduction,  release,  or  disclosure.  Furthermore,  the  firm  must  identify  in  its 
bid  to  the  government  those  data  to  be  furnished  with  restrictions.  COs  have  the 
right  to  review,  verify,  and  challenge  the  markings.  COs  may  not,  however, 
challenge  a  contractor's  assertion  that  a  commercial  item,  component,  or  process 
was  developed  at  private  expense,  unless  the  government  can  demonstrate  that 
it  contributed  to  the  development  (that  is,  the  burden  of  proof  is  on  the  govern¬ 
ment). 

In  addition  to  special  data  markings,  commercial  component  manufacturers 
must  maintain  records  sufficient  to  justify  the  validity  of  the  markings.  The 
firms  must  be  prepared  to  furnish  to  the  CO  a  written  justification  for  such  re¬ 
strictive  markings.  If  a  commercial  IC  firm  is  willing  to  comply  with  the  mark¬ 
ing  and  record-keeping  requirements,  DoD  will  have  access  to  commercial  IC 
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suppliers.  Such  marking  and  record-keeping  systems  are  not,  however,  some¬ 
thing  that  most  truly  commercial  firms  find  necessary  for  their  normal  opera¬ 
tions. 

DoD  requires  companies  to  deliver  technical  data  to  the  government  up  to 
two  years  after  the  last  item  is  delivered  under  the  contract.  Considering  the 
short  life  cycle  of  high-technology  components,  a  company  may  have  ceased 
production  of  that  item  years  before  the  final  delivery  to  the  government  and  yet 
must  not  only  retain,  but  also  be  able  to  deliver  them,  those  technical  data  to  the 
government. 

In  addition,  a  potentially  significant  unknown  is  lurking  within  the  subject 
of  intellectual  property  rights  that  has  not  been  addressed  in  policy  or  regulation 
and  is  uniquely  significant  to  the  field  of  ICs.  In  1984,  Congress  enacted  the 
Semiconductor  Chip  Protection  Act  (17  U.S.C.  901,  et  seq.),  which  created  an  en¬ 
tirely  new  class  of  intellectual  property  (known  as  "mask  works")  distinct  from 
either  patents  or  copyrights.2  In  die  years  since  the  passage  of  this  act,  its  pre¬ 
cepts  have  not  been  implemented  in  the  FAR  nor  has  any  policy  guidance  been 
issued  to  address  how  this  entirely  new  kind  of  property  should  be  handled  in 
the  context  of  government  contracts.  The  subject  of  this  law,  semiconductor 
mask  works,  is  at  the  heart  of  the  IC  business.  Therefore,  this  silence  has  been 
interpreted  to  mean  that  semiconductor  mask  works  will  be  handled  in  the  same 
manner  as  technical  data  in  government  contracts,  rather  than  as  a  separate  class 
of  property  that  has  distinct  rights,  and  that  perhaps  is  treated  differently.  While 
this  lack  of  guidance  will  not  necessarily  affect  suppliers  of  truly  commercial  ICs, 
it  can  have  a  potentially  devastating  impact  in  situations  where  a  supplier  would 
design  a  "custom"  chip  for  a  defense  program  and  then  seek  to  introduce  it  into 
the  commercial  marketplace. 

In  this  situation,  ownership  of  the  mask  work  is  the  issue.  Since  the  mask 
work  is  treated  like  any  other  design,  the  government  owns  the  rights.  Conse¬ 
quently,  the  government  could  give  the  design  away  and  thereby  hurt  the  firm's 
position  in  the  marketplace.  To  the  extent  that  the  custom  design  uses  proprie¬ 
tary  design  or  process  techniques,  the  supplier  may  face  compromise  of  critical 
competitive  advantages.  We  recommend  that  implementing  regulations  be 
drafted  for  the  Semiconductor  Chip  Protection  Act.  The  regulations  should 
permit  the  designing  firm  to  retain  ah  of  the  rights  for  commercial  application. 


Socioeconomic  Requirements 

The  government  often  seeks  to  use  its  status  as  a  major  buyer  of  goods  and 
services  to  accomplish  a  variety  of  social  and  economic  goals.  This  is  done  by 
requiring  the  recipients  of  government  contracts  or  subcontracts  undertake  cer¬ 
tain  desired  actions  as  a  condition  of  receiving  those  contracts.  Consequently, 


2Mask  works  are  the  master  patterns  that  define  how  the  electronic  circuits  will  be 
formed  on  the  semiconductor  chip. 
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the  defense  dollar  is  expected  to  perform  double  duty:  not  only  satisfying  the 
primary  purpose  for  which  it  was  authorized  but  also  contributing  to  these  so¬ 
cioeconomic  objectives.  The  specific  topics  addressed  by  these  socioeconomic 
clauses  (as  shown  in  Table  3-5)  are  subcontracting  with  small  and  small  disad¬ 
vantaged  businesses,  treatment  and  hiring  of  disabled  and  Vietnam-era  veterans 
and  handicapped  workers;  and  general  equal  employment  opportunity  and  af¬ 
firmative  action  matters. 

Table  3-5. 

Socioeconomic  Contract  Clauses 


FAR/DFARS 

reference 

Clause  title 

252.219-7003 

Small  Business  and  Small  Disadvantaged  Business  Subcontracting  Plan  (DoD 
Contracts) 

52.219-9 

Small  Business  and  Small  Disadvantaged  Business  Subcontracting  Plan 

52.222-21 

Certification  of  Nonsegregated  Facilities 

52.222-26 

Equal  Opportunity 

52.222-35 

Affirmative  Action  for  Special  Disabled  and  Vietnam  Era  Veterans 

52.222-36 

Affirmative  Action  for  Handicapped  Workers 

52.222-37 

Employment  Reports  on  Special  Disabled  Veterans  and  Veterans  of  the  Viet¬ 
nam  Era 

While  the  requirements  associated  with  small-business  subcontracting  be¬ 
come  involved  at  contract  and  subcontract  values  of  $500,000  and  above,  those 
associated  with  veterans  become  applicable  at  the  $10,000  level  and  those  for 
handicapped  workers  are  applicable  to  contracts  and  subcontracts  of  more  than 
$2,500.  Clearly,  a  commercial  firm  does  not  have  to  have  a  significant  amount  of 
government  business  involvement  before  the  costs,  administrative  burdens, 
oversight,  and  potential  liabilities  associated  with  these  socioeconomic  provi¬ 
sions  present  themselves. 

Socioeconomic  contract  clauses  impose  both  burdens  and  potential  liabilities 
not  found  in  commercial  business  dealings  and  are  therefore  a  barrier  to  increas¬ 
ing  the  involvement  of  commercial  firms  in  the  Federal  marketplace.  The  re¬ 
quirements  called  for  by  these  clauses  can 

♦  hurt  a  commercial  firm's  established  vendor  relationships  by  restricting  its 
freedom  to  choose  suppliers; 

♦  give  rise  to  the  need  for  special  record  keeping; 

♦  mandate  specialized  report  preparation;  and 

♦  require  government  audit  of  the  records  and  reports. 
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Restricting  a  company's  freedom  to  subcontract  with  its  established  vendors 
can  increase  the  acquisition  costs  and  schedules,  as  new  vendors  must  be  found 
and  trained.  Maintaining  the  personnel  and  procedures  needed  to  prepare  the 
reports,  statistics,  and  administrative  actions  needed  to  ensure  compliance  adds 
to  overhead  costs.  In  addition  to  these  costs,  contractors  face  potential  liability 
when  their  processes  undergo  audits  for  compliance.  Although  these  socioeco¬ 
nomic  laws  were  passed  with  the  best  of  intentions,  tire  cumulative  effect  has 
been  to  create  significant  barriers  to  commercial  firms.  As  one  contractor  com¬ 
mented: 

[A]  contractor's  choices  are  limited  to  spreading  these  costs  [of  socioeconomic  and 
regulatory  legislation]  over  its  commercial  sales  (and  thus  becoming  less  competitive 
commercially)  or  absorbing  the  costs  out  of  profits.  Neither  choice  provides  an  incen¬ 
tive  to  do  business  with  the  U.S.  Government.  As  a  result,  each  Government  contract- 
unique  requirement  should  be  viewed  as  the  potential  cause  of  yet  another  U.S.  com¬ 
mercial  contractor  deciding  not  to  compete  for  the  sale  of  its  commercial  products  to  the 
Government.  [23] 

The  government  enforces  its  socioeconomic  provisions  through  contract 
clauses  with  mechanisms  such  as  suspension  and  debarment  to  obtain  compli¬ 
ance.  Since  most  socioeconomic  policy  is  intended  to  be  implemented  on  a  com¬ 
pany-by-company,  rather  than  contract-by-contract,  basis,  regulation  through 
contract  clauses  is  not  only  burdensome,  but  inconsistent  with  Congressional 
intent.  To  address  this  issue  on  one  of  the  socioeconomic  provisions,  the  pro¬ 
posed  regulations  that  implement  FASA  suggest  that  an  annual,  companywide 
subcontracting  plan  be  used  for  commercial  firms  in  lieu  of  the  contract-by¬ 
contract  subcontracting  plan  currently  required.  Thus,  although  the  barrier  to 
preparing  a  subcontracting  plan  still  exists,  it  is  reduced.  A  similar  approach 
could  be  taken  for  the  other  clauses. 

The  requirements  of  the  Nonsegregated  Facilities  and  Equal  Opportunity 
clauses  are  considered  the  "law  of  the  land"  and  are  not  really  unique  to  gov¬ 
ernment  contracting.  Every  company  must  comply  with  the  1964  Civil  Rights 
Act's  equal  employment  opportunity  (EEO)  requirements,  whether  or  not  it  does 
business  with  the  Federal  government.  What  is  unique  about  the  FAR  clauses, 
however,  is  their  reporting,  record-keeping,  and  audit  provisions.  Although 
commercial  companies  must  comply  with  the  law  and  may  keep  certain  records 
for  that  purpose,  they  are  not  required  to  establish  compliance  with  the  law  by 
completing  forms  and  allowing  access  to  their  records  as  a  condition  for  entering 
into  a  commercial  contract. 

The  government  is  seeking  to  take  advantage  of  the  products  and  services, 
pricing,  competition,  and  technology  advances  that  are  available  in  the  com¬ 
mercial  marketplace.  However,  since  the  government's  demand  is  a  small  frac¬ 
tion  of  the  total  demand  for  ICs,  anything  about  its  buying  practices  and  terms 
and  conditions  of  its  contracts  that  makes  it  different  than  normal  commercial 
customers  can  only  work  against  achieving  this  objective. 

FASA  does  not  address  socioeconomic  requirements  under  its  exemptions 
to  statutory  coverage  allowed  for  the  purchase  of  commercial  items.  All  of  the 
clauses  involved  arise  from  specific  statutory  requirements,  so  DoD  may  wish  to 
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petition  the  Administrator  of  OFPP  to  add  these  clauses  to  the  list  of  clauses  not 
applicable  to  the  purchase  of  commercial  items  at  either  a  prime  contract  or  sub¬ 
contract  level.  Alternately,  the  buying  agency  may  request  a  waiver  from  the 
Department  of  Labor. 


Precious  and  Specialty  Metals 


The  Defense  Federal  Acquisition  Regulation  Supplement  (DFARS)  clauses 
shown  in  Table  3-6  define  precious  and  specialty  metals.  Silver,  gold,  platinum, 
iridium,  rhodium,  and  ruthenium  are  precious  metals.  The  definition  of  spe¬ 
cialty  metals  is  somewhat  more  complex.  Specialty  metals  are  defined  as  fol¬ 
lows: 

♦  steel,  where  the  maximum  alloy  content  is  more  than  1.65  percent  manga¬ 
nese;  0.6  percent  silicon;  or  0.6  percent  copper; 

♦  steel  that  contains  more  than  0.25  percent  of  aluminum,  cobalt,  columbium, 
molybdenum,  nickel,  titanium,  tunsgten,  or  vanadium; 

♦  metal  alloys  consisting  of  nickel  or  iron-nickel  and  cobalt-based  alloys; 

♦  titanium  and  titanium  alloys;  and 

♦  zirconium  and  zirconium  alloys. 

Both  precious  and  specialty  metals  are  used  in  the  manufacture  of  ICs.  Accord¬ 
ing  to  the  U.S.  Census  of  Manufactures,  material  inputs  to  the  semiconductor 
industry  include  gold  and  other  precious  metals,  and  the  specialty  metals  alloy 
steel,  stainless  steel,  and  nickel  alloys.  [4] 

Table  3-6. 

Precious  and  Specialty  Metals  Contract  Clauses 


FAR/DFARS 

reference 

Clause  title 

252.208-7000 

252.225-7014 

Intent  to  Furnish  Precious  Metals  as  Government-Furnished  Material 
Preference  for  Domestic  Specialty  Metals  [including  Alternate  1] 

The  precious  metals  clause  is  used  to  implement  the  DoD  policy  contained 
in  DoD  Directive  4160.22,  Recovery  and  Utilization  of  Precious  Metals,  and  DoD 
4160.21-M,  Defense  Utilization  and  Disposal  Manual.  This  policy  essentially 
amounts  to  a  recycling  process  whereby  DoD  Components  are  required  to  re¬ 
cover  precious  metals  from  supplies.  The  recovered  metals  are  managed  by  the 
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Defense  Industrial  Supply  Center  (DISC)  and  are  provided  to  production  con¬ 
tractors  rather  than  using  contractor-furnished  precious  metals  when  the  CO 
determines  it  is  in  the  government's  best  interest. 

If  the  CO  determines  that  precious  metals  are  required,  and  that  they  are 
available  from  DISC,  the  clause  is  inserted  into  the  solicitation.  The  contractor 
submits  two  prices  —  one  including  the  cost  of  contractor-furnished  metals  and 
one  without.  The  CO  evaluates  the  cost  of  the  government-furnished  metal  and 
makes  the  award  on  the  basis  of  best  interest  to  the  government. 

On  the  surface,  this  appears  to  be  a  good  program,  in  that  precious  metals 
are  recovered  and  reused.  The  government  saves  the  cost  of  paying  for  these 
metals,  assuming  the  government  valuation  of  these  metals  is  accurate,  and  re¬ 
flects  the  cost  of  recovery  and  inventory  holding  costs.  The  program  does,  how¬ 
ever,  impose  on  the  contractor  the  burden  of  tracking,  managing,  and  reporting 
on  the  government-furnished  material. 

The  specialty  metal  clauses  implement  public  law  (codified  as  a  note  to 
10  U.S.C.  2241).  The  alternate  clause  differs  from  the  basic  clause  in  that  it  re¬ 
quires  the  clause  to  be  flowed  down  to  subcontractors  when  the  acquisition  in¬ 
volves  aircraft,  missile/space  systems,  ships,  tank-automotive,  weapons,  or 
ammunition.  Obviously,  many  of  these  systems  contain  abundant  numbers  of 
ICs. 


Neither  clause  applies  below  the  simplified  acquisition  threshold.  FASA 
does  not  address  any  of  these  clauses  directly,  and  the  only  effect  it  has  had  on 
this  area  is  to  raise  the  simplified  acquisition  threshold  from  $25,000  to  $100,000, 
which  will  mean  that  some  procurements  that  formerly  had  to  include  the  rele¬ 
vant  clause  now  will  not  have  to  do  so.  Nevertheless,  in  the  case  of  commercial 
semiconductors,  the  business  and  technical  decisions  made  regarding  the  use  of 
exotic  metals  and  alloys  are  driven  by  economic  and  scientific  considerations, 
and  the  government's  imposing  additional  record-keeping  or  source-selection 
restrictions  can  only  be  viewed  as  an  unnecessary  intrusion  into  commercial 
matters  best  left  to  the  firms  involved  in  the  commercial  marketplace. 


Summary 


The  recent  acquisition  reform  has  clearly  reduced  the  barriers  to  commercial 
firms  and  to  DoD's  using  commercial  products,  but  significant  aspects  of  the 
government  contract  environment  remain  that  can  inhibit  the  use  of  a  commer¬ 
cial  firms'  products.  In  the  case  of  ICs,  in  particular,  the  relatively  small  and 
diminishing  size  of  the  defense  market  and  the  fact  that  a  substantial  portion  of 
commercial  IC  manufacturing  is  done  outside  tire  United  States  both  serve  to 
make  the  contractually  based  barriers  a  special  problem  for  initiatives  for  broad¬ 
ening  the  use  of  commercial  ICs  in  military  systems.  In  the  aftermath  of  FASA, 
many  of  the  unique  government  contract  provisions  and  clauses  that  remain 
applicable  to  either  prime  contracts  or  subcontracts  tend  to  carry  with  them  both 
non-value-added  administrative  costs  and  potential  civil  or  criminal  liabilities 
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that  would  never  be  encountered  by  a  commercial  firm  in  its  normal  business 
dealings.  Exemptions  or  waivers  from  many  of  these  clauses  will  require 

♦  DoD  petitioning  the  Administrator  of  OFPP  to  get  these  provisions  and 

clauses  added  to  the  list  of  those  not  applicable  to  commercial  item  contracts 

or  subcontracts, 

♦  special  legislative  action,  or 

♦  waiver  by  an  agency  head  who  has  the  authority  to  do  so.3 

Until  acquisition  reform  succeeds  in  allowing  the  government  easily  and 
regularly  to  access  the  full  population  of  commercial  firms,  it  will  not  have  had 
the  truly  significant  impact  needed  to  make  commercial  IC  use  the  norm  rather 
than  the  exception.  To  do  this  will  require  an  approach  that  defines 
"commercial"  by  giving  at  least  as  much  weight  to  the  primary  marketplace  in 
which  the  supplier  does  business  as  it  does  to  the  nature  of  the  particular  item 
being  bought.  This  approach  would  provide  the  necessary  flexibility  to  deal 
with  the  following  circumstances:  the  item  being  bought  is,  in  fact,  custom- 
designed  and  not  commercial;  however,  the  firm  best  suited  to  do  the  work  op¬ 
erates  primarily  in  the  commercial  marketplace  and,  without  substantial  changes 
in  the  government's  normal  approach  to  contracting  with  its  suppliers,  is  unwill¬ 
ing  or  unlikely  to  want  to  seek  opportunities  for  business  on  government  pro¬ 
grams.  For  this  reason,  the  extent  of  flowdown  required  for  many  of  the  special 
clauses  remains  a  subject  of  continuing  interest. 

As  significant  as  the  changes  brought  about  by  FASA  are,  the  government 
still  needs  to  take  special  and  focused  steps  to  bring  these  changes  to  the  atten¬ 
tion  of  commercial  firms.  Many  commercial  firms  may  not  regularly  review  the 
Federal  Register  or  the  Commerce  Business  Daily,  because  they  have  not  sought  to 
do  business  with  the  government  or  had  previously  explored  such  a  market  and 
were  dissuaded  by  the  contract  environment.  Therefore,  the  normal  forms  of 
announcements  used  to  bring  attention  to  contracting  changes  and  opportunities 
are  not  likely  to  reach  the  intended  commercial  firms. 

To  get  the  word  out  to  these  firms  that  the  government  marketplace  is  not 
now  as  foreboding  as  it  was  in  the  past,  new  and  broader  information  dissemi¬ 
nation  is  needed.  FASA  requires  agencies  to  conduct  market  research  to  identify 
commercial  sources  to  meet  the  government's  needs,  and  using  the  Commerce 
Business  Daily  will  not  yield  new  commercial  firms.  Consequently,  new  methods 
need  to  be  employed  to  interest  truly  commercial  firms  to  enter  into  the  govern¬ 
ment  contract  environment.  Such  outreach  may  also  provide  the  government 
with  valuable  insights  in  support  of  its  growing  need  for  information  about 
commercial  firms  and  commercial  product  availability. 


3An  "agency  head"  means  the  Secretary  of  Defense  (SECDEF)  or  one  of  the  Service 
Secretaries.  Subject  to  the  direction  of  the  SECDEF,  the  Undersecretary  of  Defense 
(Acquisition),  the  Director  of  Defense  Procurement,  and  the  directors  of  Defense  agencies 
may  also  grant  waivers. 
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Appendix  A 

Reports  Recommending  Actions  for 
Inserting  Commercial  Integrated 
Circuits  into  Military  Systems 


This  appendix  provides  summary  recommendations  to  DoD  from  the  major 
reports  dealing  with  microelectronics,  commercial-item  insertion,  and  acquisi¬ 
tion  reform.  The  starting  point  for  our  literature  search  was  the  1986  Defense 
Science  Board  (DSB)  study.  The  first  two  pages  provide  a  chronological  legend 
for  abbreviations  used  in  the  listing. 


Shorthand 

86-DSB 

88- Costello 

89- DSB 

92- 1 G 

93- Carnegie 

93-DESC 

93-DSB 

93-1  DA 

93-Sect  800 

93-SIA 


Citation 

Department  of  Defense.  Use  of  Commercial  Components  in  Military 
Equipment  Final  Report  of  the  Defense  Science  Board  1986  Summer 
Study.  January  1987. 

Department  of  Defense.  Enhancing  Defense  Standardization.  Specifica¬ 
tions  and  Standards:  Cornerstones  of  Quality.  Report  to  the  Secretary  of 
Defense  by  the  Under  Secretary  of  Defense  (Acquisition).  November 
1988. 

Department  of  Defense.  Report  of  the  Defense  Science  Board  on  Use  of 
Commercial  Components  in  Military  Equipment.  June  1989. 

Department  of  Defense.  Acquisition  Streamlining :  Specifications  and 
Standards.  Inspector  General  Inspection  Report  92-INS-12.  21  Septem¬ 
ber  1992. 

The  Carnegie  Commission  on  Science,  Technology,  and  Government. 
New  Thinking  and  American  Defense  Technology.  Second  Edition,  May 
1993. 

Department  of  Defense.  Commercialization  Status  Report  and  Progress 
Report  on  Implementing  the  Defense  Science  Board  Recommendations 
[on]  Microelectronics.  DoD  Microcircuit  Planning  Group.  October  1993. 

Department  of  Defense.  Report  of  the  Defense  Science  Board  Task 
Force  on  Defense  Manufacturing  Enterprise  Strategy,  1993  Summer 
Study.  September  1993. 

Kanter,  Hershel,  and  Richard  H.  Van  Atta.  Integrating  Defense  into  the 
Civilian  Technology  and  Industrial  Base.  Institute  for  Defense  Analyses 
Paper  P-2801.  Alexandria,  Va.,  February  1993. 

Department  of  Defense.  Streamlining  Defense  Acquisition  Laws.  Execu¬ 
tive  Summary :  Report  of  the  DoD  Acquisition  Law  Advisory  Panel.  March 
1993. 

Semiconductor  Industry  Association.  SIA  GPC  White  Paper  on  Govern¬ 
ment  Procurement  Issues.  May  1 993. 


A-l 


Shorthand 

Citation 

94-AF 

Department  of  Defense.  Report  of  the  Commercial  Acquisition  Streamlin¬ 
ing  Team  for  the  Microelectronics  Industry.  Office  of  the  Assistant  Secre¬ 
tary  of  the  Air  Force  (Acquisition).  April  1994. 

94-1 RP 

Department  of  Defense.  Report  of  the  Industry  Review  Panel  on  Specifi¬ 
cations  and  Standards.  18  February  1994. 

94-PAT 

Department  of  Defense.  Report  of  the  Process  Action  Team  on  Military 
Specifications  and  Standards :  Blueprint  for  Change.  April  1994. 

94-SIA 

Semiconductor  Industry  Association.  SIA  Update :  GPC  White  Paper  on 
Government  Procurement  Issues.  May  1 994. 

Many  recommendations  addressed  by  these  reports  refer  to  MILSPECs. 
While  tire  term  MILSPEC  is,  strictly  speaking,  an  abbreviation  for  "military 
specification,"  DoD  commonly  uses  this  term  more  broadly,  as  we  do  in  this  list, 
to  include  military  standards,  which  establish  uniform  criteria,  methods,  proc¬ 
esses,  and  practices  for  developing  military-unique  applications;  military  hand¬ 
books;  military  bulletins;  DoD  standards;  NATO  standards;  and  any  other 
document  listed  in  the  DoD  Index  of  Standards  and  Specifications  (DoDISS). 


A-2 


Recommendation 


Source/Pg. 


I  Technical  Management ,  Standards,  and  Specifications 

A.  Weapon  System  Requirements 

-  Change  the  requirements  process  to  focus  on  a  needs  description,  with  a 
requirement  to  consider  commercial  products. 

-  Require  equipment  developers  to  identify  the  minimum  IC  component 
class  to  match  operational  and  environmental  use  requirements. 

-  Re-orient  the  weapons  systems  requirements  process  to  emphasize 
producibility  and  reconstitution. 

-  Define  requirements  so  that  commercial  and  other  nondevelopmental  items 
may  be  procured  to  fulfill  those  requirements. 

-  Encourage  program  offices  and  their  contractors  to  challenge  performance 
requirements  and  to  understand  cost/performance  trade-offs  using 
simulation,  design-to-cost,  and  Cooperative  Research  and  Development 
Agreements. 

B.  Performance-Based  Specifications 

-  Replace  MILSPECs  with  nongovernment  standards  or  commercial  item 
descriptions. 

-  Simplify  the  adoption  process  for  nongovernmental  specifications. 


Reduce  technical  data  requirements  by  making  use  of  performance 
specifications  rather  than  building  to  print. 

Eliminate  prescriptive  requirements:  manufacturing  management, 
producibility,  quality,  reliability,  software  engineering,  subcontract 
management,  systems  engineering,  safety  systems,  value  engineering,  and 
work  measurement. 

Use  performance  rather  than  process  (how-to)  specifications.  Expand 
tailoring  of  MILSPECs. 

All  major  programs  should  state  needs  in  terms  of  performance 
specifications  and  use  commercial  item  descriptions,  nongovernment 
standards,  or  performance-based  MILSPECs. 

Direct  that  manufacturing  and  management  standards  be  canceled  or 
converted  to  performance  or  nongovernmental  standards.  Allow 
contractors  to  meet  the  intent  of  cited  standards.  (Report  lists  52  standards 
including  MIL-STD-454,  MIL-STD-883,  and  MIL-M-38510.) 
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86-DSB 

39 

86-DSB 

24 

93-IDA 

V-2 

93-Sect800 


94-PAT 

131 


86-DSB 

41 

88-Costello 


93-DSB 


93-IDA 
m-25, 26 


94- AF 
41 

94-PAT 

18,22 


94-PAT 

31 


Recommendation 


Source /Pg. 


-  Prohibit  use  of  MILSPECs.  Exempt  for  performance-based  specifications,  94-PAT 
military-unique  documents,  cases  in  which  no  acceptable  alternative  exists,  43 

or  cases  in  which  the  alternative  is  not  cost  effective. 

C.  Tailoring  of  Specifications 

•  Use  fill-in-the-blank  specifications.  86-DSB 

40 

D.  Tiering  and  Referencing  in  Specifications 

-  Eliminate  tiering  of  specifications  and  standards.  94-IRP 

18 

-  Eliminate  hidden  requirements  imposed  through  references  (tiering)  in  94-PAT 

specifications  or  on  military  drawings.  43r  63 

-  Ensure  that  MILSPECs  list  only  those  references  essential  to  establishing  94-PAT 

technical  requirements.  55 

E.  Parts  Control  and  Configuration  Management 

-  Streamline  the  military  drawing  system  to  standardize  interfaces,  control  86-DSB 

part  numbers,  and  obtain  production  efficiencies.  24,  74 

-  Before  buying  commercial  products,  require  analysis  for  logistics,  e.g.,  86-DSB 

configuration  control,  interoperability,  maintenance,  and  training.  50 

-  Replace  source  control  drawings  with  standard  microcircuit  drawings  and  89-DSB 

rugged  industrial  ICs  as  appropriate.  A-17 

-  Retain  and  promote  the  Standard  Microcircuit  Drawing  program.  93-SIA 

11, 13 

-  Change  M3L-STD-973  (Configuration  Management)  to  recognize  MIL-STD-  94- AF 

983  (Substitution  Standard  for  Microelectronics)  as  a  substitution  list.  26 

-  Have  a  one-time  approval  for  a  contractor’s  parts  control  system  instead  of  94-AF 

for  each  contract.  32 

-  Develop  agreements  among  program  offices  to  allow  nonstandard  parts  94-AF 

approved  by  one  to  be  accepted  by  another.  36 

-  Modify  MIL-STD-973  (Configuration  Management)  and  DI-EGDS-80811  94-AF 

(VHSIC  Hardware  Description  Language)  to  require  configuration  control  21 

only  to  the  circuit  board  level  and  require  that  cards  be  electronically 
documented. 


A-4 


Recommendation 


Source/Pg. 


■  Include  MIL-STD-983  (Substitution  Standard  for  Microelectronics)  in  every  94- AF 

statement  of  work.  26 

-  Develop  a  standard  govemment/industry  system  for  technical  audits.  94-AF 

Allow  contractors  to  use  QML  validations  to  eliminate  redundant  audits.  40 

-  Eliminate  duplicate  national  stock  numbers  among  microcircuits.  94-AF 

34 

-  Revise  MIL-STD-965  (Parts  Control  Program)  to  permit  contractors  to  use  94-AF 
new  technology  parts  not  currently  reflected  in  the  government  furnished  31 
baseline. 

*  Encourage  the  use  of  standard  microcircuit  drawings  instead  of  source  94-AF 

control  drawings  to  prevent  the  creation  of  multiple  national  stock  33 

numbers. 

-  Revise  DoDI  5000.2  (Defense  Acquisition  Management  Policies  and  94-PAT 

Procedures)  to  state  that  the  government  should  maintain  configuration  25 
control  of  the  functional  and  performance  requirements  only,  giving 

contractors  control  of  design.  The  government  may  assume  control  of 
allocated  and  product  baselines  after  functional  configuration  audit. 

*  Maintain  MILSPECs  requiring  vendor  notification  of  design  changes  (this  is  94-SIA 

necessary  for  military  technical  and  logistic  support;  no  commercial  11, 12 

equivalent  exists). 

F.  Order  of  Precedence  in  Selecting  ICs 

-  Modify  MIL-STD-454  to  make  Joint  Army-Navy  devices  and  military  86-DSB 

drawing  devices  of  equal  precedence,  with  MIL-STD-883C  devices  a  25,  76 

slightly  lower  precedence. 

G.  Assuring  Quality  and  Reliability 

-  Certify  and  audit  IC  suppliers  and  processes.  86-DSB 

25 

*  Use  ICs  from  QML  lines  as  a  first  preference.  89-DSB 

A-18 

-  Fully  implement  the  QML  and  SMD  programs.  89-DSB 

vii 

-  Certify  the  semiconductor  design  and  manufacturing  process,  not  89-DSB 

individual  ICs.  ^-17 

-  Adopt  ISO  9000  (Quality  Management  and  Quality  Assurance  Standards).  93-DSB 


A-5 


Recommendation 


Source/Pg. 


-  Retain  and  promote  the  QML  program.  93-SIA 

10 

-  Keep  MIL-STD-883  (Test  Methods . . .)  as  the  test  and  screening  standard  93-SIA 

because  QML  is  not  suited  to  operating  methods  of  smaller  or  specialty  IC  13 

makers. 

-  Remove  the  requirement  from  MIL-I-38535  (Integrated  Circuits  . . .)  for  94- AF 

onshore  wafer  fabrication.  24 

-  Eliminate  the  blanket  shelf-life  requirement  to  automatically  retest  /scrap  94- AF 

parts  based  on  storage  time.  Have  proper  flowdown  of  MIL-STD-1546  36, 37 

(Parts,  Materials,  and  Processes  Control  Program  for  Space  and  Launch 
Vehicles)  that  allows  subcontractor  to  specify  shelf  life. 

•  Allow  contractors  to  use  ISO  9000  (Quality  Management  and  Quality  94- AF 

Assurance  Standards)  instead  of  MIL-Q-9858  (Quality  Program  44 

Requirements). 

*  Eliminate  the  practice  of  automatic  rescreening  by  IC  users.  94- AF 

30, 31 

-  Promote  and  expand  the  QML  approach.  94- AF 

19 

-  Require  that  MIL-I-38535  (Integrated  Circuits  . . .)  be  included  in  the  94-AF 

statement  of  work  for  all  systems  that  include  microcircuits.  19 

-  Replace  military  standards  for  test,  inspection,  and  quality  assurance  (e.g.,  94-PAT 

MIL-Q-9858)  with  process  control  and  nongovernmental  standards  (e.g.,  95, 100 

ISO  9000  series).  Change  DFARS  246  (Quality  Assurance). 

-  Revise  MIL-STD-490  (Specification  Practices)  and  MIL-STD-961(. . .  Defense  94-PAT 
Specifications):  contractors  should  certify  to  the  government  that  items  26 
offered  for  acceptance  satisfy  the  requirements  of  the  specifications  through 
process  controls  and  inspections.  The  government  may  witness  such 

contractor  process  controls  or  inspections. 

-  Make  distinctions  between  MILSPECs  that  apply  directly  to  the  94-SIA 

manufacture  and  test  of  ICs  and  those  that  set  requirements  for  quality  1 

control  systems.  Commercial  equivalents  of  the  former  do  not  exist; 
commercial  equivalents  of  the  latter  do. 

-  Replace  MIL-Q-9858  (Quality  Program  Requirements)  with  ISO  9000  94-SIA 

(Quality  Management  and  Quality  Assurance  Standards)  or  an  equivalent  13 
that  relieves  contractors  of  having  to  host  repeated  government  audits. 

H.  IC  Characterization  Data  and  Applications  Guides 


A-6 


Recommendation 

-  Develop  an  IC  reliability  database  and  vendor  feedback  system. 

-  Develop  a  semiconductor  application  guidebook. 

-  Specify  environments  where  industrial  plastic-  encapsulated  ICs  may  be 
used. 

-  Develop,  with  industry,  common  electronic  component  specifications.  Use 
the  plastic  industrial-grade  IC  specification  as  the  prototype. 

-  Implement  a  field  failure  return  program. 

-  Establish  a  field-failure  database. 


-  Substitute  MIL-HDBK-179  for  the  precedence  requirements  of  MtL-STD- 
454,  Requirement  64. 

-  Focus  R&D  on  applying  advanced  commercial  technology  to  defense 
systems. 

•  Recommend  caution  when  applying  commercial  grade  plastic  ICs  in 
military  systems.  Plastic  ICs,  while  acceptable  in  benign  or  protected 
environments,  are  not  as  reliable  in  high  moisture  conditions. 

-  The  military  IC  application  handbook  should  better  define  the  relationship 
between  operating  environments  and  classes  of  product. 

-  Promote  programs  to  improve  the  reliability  of  plastic  ICs. 


-  Expand  MIL-HDBK-179  (Microcircuit  Application  Handbook)  to  include 
Air  Force  requirements. 

-  Establish  a  consensus  definition  of  commercial  ICs  and  define  a  range  of 
applications  and  environments  for  which  these  devices  are  suitable. 

I.  Management  (Specifications  and  Standards) 

-  Strengthen  defense  standardization  management. 


Evaluate  the  lead  standardization  acitvities  for  appropriateness  and 
reassign  when  necessary. 


Source/Pg. 


86-DSB 

24 

86-DSB 

24 

86-DSB 

25 

89-DSB 

vii 

89-DSB 

A-18 

93-DESC 


93-DESC 


93-IDA 

V-4 

93-SIA 

13 


93-SIA 

14 

93- SIA 
14 

94-  AF 
28 

94-SIA 

1 


86-DSB 

41 

88-Costello 
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Recommendation 


Source/Pg. 


Designate  an  office  and  a  standardization  executive  as  having  authority  to 
mandate  compliance  with  standardization  policies. 

-  Designate  a  single  military  department  or  agency  to  program  and  budget 
funds  for  the  standardization  program. 

-  Designate  a  single  OSD  person  as  responsible  for  semiconductor  activities. 
Designate  the  organization  responsible  for  implementing  semiconductor 
design  and  process  certification. 

Do  not  eliminate  MILSPECs  until  commercial  substitutes  are  defined. 


-  Establish  the  authority  and  responsibility  of  the  Standards  Improvement 
Executives  and  provide  them  with  adequate  resources. 

-  Assign  responsibility  for  preparing  standards  for  the  Federal  Supply 
Classes  that  are  primarily  commercial  to  the  Defense  Logistics  Agency. 

For  military  systems  which  have  requirements  less  stringent  than  those 
required  by  current  MILSPECs,  modify  the  MILSPECs  rather  than  abolish 
the  MILSPEC  system. 

/.  Preparation  and  Maintenance  (Specifications  and  Standards) 

-  Establish  regular  meetings  with  major  industry  associations  about 
standards  and  provide  a  directory  of  DoD  people  within  the 
standardization  community. 

-  Reformat  the  DoDISS  and  review  it  for  accuracy. 


-  Have  Military  Departments  and  agencies  review  each  document  for  which 
they  are  responsible  and  update,  cancel,  or  change  the  document  to  a 
commercial  item  description. 

-  Establish  procedures  to  control  the  proliferation  of  non-DoDISS  documents. 


-  For  the  short  term,  eliminate  or  modify  the  top  10  cost-driver  MILSPECs, 
including  MIL-STD-454. 

Reduce  the  DoD  s  administration  time  for  approving  industry-equivalent 
MILSPECs. 

For  the  long  term,  review  and  eliminate  other  MILSPECs  where  warranted. 
Cancel  or  convert  to  handbooks  or  commercial  documents  all  MILSPECs  of 
a  non-product  nature  (management  and  process  documents). 


A-8 


88-Costello 


88- Costello 

89- DSB 
vii 

93- SIA 
17 

94- PAT 
161 

94-PAT 

89 

94-SIA 

10 


88-Costello 


88-Costello 


88-Costello 


92-IG 


94-IRP 

18 

94-IRP 

18 

94-IRP 

18 


Recommendation 


Source/Pg. 


-  Encourage  industry  to  develop  commercial  standards  that  replace  military 
standards. 

-  Include  industry  and  government  users  in  the  development  of  MILSPECs. 


K.  Training  (Specifications  and  Standards) 

-  Program  managers  and  commodity  managers  must  be  better  trained 
regarding  the  benefits  of  commercial  products  and  how  to  use  them. 


-  Have  the  Defense  Systems  Management  College  develop  additional  courses 
for  standardization  training. 


Ensure  acqusition  personnel  receive  adequate  training  on  limitations  on 
using  non-DoDISS  documents. 


Ensure  that  program  managers  are  educated  in  acquisition  streamlining 
and  specification  tailoring. 

-  Train  government  personnel  in  MILSPEC  reform.  Invite  contractor 
participation. 


L.  Automation  (Specifications  and  Standards) 

•  Automate  MILSPEC  development,  update,  and  delivery. 


‘  Automate  the  Defense  Standardization  Program. 


-  Develop  an  automated  MILSPEC  system. 


-  Automate  development  and  dissemination  of  MILSPECs. 


Other 

-  Shift  to  greater  use  of  standard  or  commercial  interface  specifications  to 
allow  for  product  upgrades. 

-  Consider  the  impact  of  relying  on  offshore  manufacturing. 

■  Clarify  use  of  non-DoDISS  documents  in  acquisitions. 


94-PAT 

75 

94-PAT 

75 


86-DSB 

55 

88-Costello 


92-IG 


92-IG 


94-PAT 

145 


86-DSB 

41 

88-Costello 


92-IG 


94-PAT 

121 


86-DSB 

53 

89-DSB 

A-18 

92-IG 
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Recommendation 


Source/Pg. 


-  Use  MELSPECs  on  an  exception  basis.  The  National  Institute  of  Standards 
and  Technology  should  take  the  lead  in  establishing  dual  military-industry 
standards. 

-  Remove  conflicting  language  from  MIL-STD-1285  (Marking  of  Electrical 
and  Electronic  Parts)  on  electro-static  discharge  marking  and  use 
commercial  marking  practices. 

-  Review  Data  Item  Descriptions  in  DoD  5010.12-L  and  eliminate  those  that 
are  duplicative,  unnecessary,  obsolete,  or  not  cost  effective. 

-  Identify  and  reduce  pollutants  procured  or  generated  through  the  use  of 
MILSPECs. 

II.  Acquisition  Process  and  Practices 

A.  Legislative  and  Regulatory  Changes  to  Encourage  Commercial  Practices 

-  Establish  a  series  of  pilot  programs  to  demonstrate  the  use  of  commercial 
practices  and  validate  the  benefits  to  DoD. 

-  Develop  a  pilot  program  to  demonstrate  commercial  buying  practices. 
Include  training  in  commercial  contracting.  Trust  the  contracting  officer  to 
get  the  best  value,  and  modify  the  protest  system. 

-  Establish  procurement  regulations  that  give  precedence  to  commercial 
products  when  they  are  available. 

-  Adopt  the  Uniform  Commercial  Code  for  acquiring  commercial  items. 


Allow  audits  to  be  performed  by  commercial  accounting  firms. 


Insert  a  new  definition  of  commercial  items  in  10  U.S.C.  2302  (defense 
procurement  definitions). 

Make  10  U.S.C.  2313  (Examination  of  books  and  records)  inapplicable  to 
commercial  items. 

Insert  stronger  language  favoring  use  of  commercial  items  in  10  U.S.C.  2301 
(Congressional  defense  procurement  policy). 

Issue  rules  that  would  provide  for  shortened  time  periods  for  submission 
of  bids  for  commercial  items. 

Permit  existing  prime  contracts  to  be  modified  to  include  the  Section  800 
panel's  definition  of  commercial  item  subcontracting. 


93-Camegie 


94- AF 
38 


94-PAT 

69 

94-PAT 

137 


86-DSB 

57 

89-DSB 
v,  10 


93-Camegie 


93-Camegie 


93-DSB 


93-Sect800 


93-Sect800 


93-Sect800 


93-Sect800 


93-SIA 

4 
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Source/Pg. 


B.  Incentives  for  Inserting  Commercial  Products  and  Practices 

-  Develop  a  series  of  contractual  incentives  to  motivate  the  expanded  use  of 
commercial  products  and  practices,  e.g.,  source  selection  criteria  and  award- 
fee  pools. 

Have  program  managers  develop  incentives  for  potential  primes  to  use 
commercial  products  in  their  bids. 

Devise  incentives  for  contractors  to  search  for  efficiencies  and  savings. 


Require  all  new  high-value  solicitations  and  ongoing  contracts  to  have  a 
statement  encouraging  contractors  to  submit  alternatives  to  MILSPECs. 

Use  the  no-cost  settlement  method  to  implement  this. 

-  Offer  profit  or  award-fee  incentives  for  viable  alternatives  to  military 
specifications.  Amend  DFARS  215.971  (Weighted  Guidlines  Incentive). 

-  Allow  program  offices  to  keep  a  portion  of  the  savings  realized  by 
MILSPEC  reform,  and  to  allocate  it  consistent  with  appropriation  and 
obligational  constraints. 

C.  Cost  or  Pricing  Data 

-  Permit  contracting  officers  to  exempt  commercial  suppliers  from  cost  or 
pricing  data  requirements. 

-  Clarify  the  exception  for  adequate  price  competition  to  include 
comparisons  to  similar  items  or  to  items  using  similar  production  processes. 

-  Add  an  exception  to  requirements  for  submission  of  cost  and  pricing  data 
over  the  threshhold  for  modifications  to  commercial  items  if  the 
modification  does  not  change  the  item  to  a  noncommercial  item. 

Expand  the  exemption  for  adequate  price  competition  in  the  Truth  in 
Negotiations  Act  and  provide  relief  from  the  requirements  for  cost  and 
pricing  data  when  a  commercial  item  is  modified. 

-  Maintain  the  threshhold  for  cost  and  pricing  data  at  $500,000. 


-  In  addition  to  permanent  increase  in  the  Truth  in  Negotiations  Act 
threshold  to  $500,000,  recommend  an  increase  to  $1  million  for  trial  period 
of  three  years. 

Eliminate  Standard  Form  1411  for  data  supporting  price  reasonableness. 
Permit  formats  consistent  with  contractor's  accounting  system. 
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Recommendation 


Source/Pg. 


-  Raise  the  threshold  for  requiring  cost  or  pricing  data  to  $1  million. 


-  Permit  contractors  to  apply  the  same  pricing  regulations  to  intradivisional 
transfers  as  those  that  apply  to  outside  subcontractors. 

-  Waive  the  requirement  for  submitting  cost  or  pricing  data  for 
microelectronics  as  a  class.  (An  agency  head  may  waive  the  cost  and 
pricing  data  requirement,  per  FAR  15.804-3(i).) 

D.  Source  Restrictions 

*  Repeal  many  of  the  source  restrictions  currently  in  authorization  and 
appropriation  acts. 

-  Develop  a  new  structure  for  Buy  American  restrictions:  reconcile  the 
definition  for  determining  origin  of  a  good  between  the  Buy  American  Act 
and  the  Trade  Agreements  Act. 

E.  Technical  Data  Rights 

-  Protect  the  patent  and  data  rights  of  contractors. 


-  Limit  the  government's  access  to  proprietary  technical  data  as  permitted  by 
10  USC  2305(d)(4)  (contract  procedures).  The  government  should  retain 
rights  if  the  supplier  discontinues  the  item  or  goes  out  of  business. 

-  Allow  contractors  to  retain  technical  data  rights  where  practical. 


*  Add  new  exemptions  to  technical  data  requirements  in  commercial-item 
acquisitions. 

-  Allow  employees  or  former  employees  to  assist  in  commercializing 
technologies  they  have  developed. 

-  Outline  a  new  approach  to  technical  data  that  focuses  on  the  government’s 
need  to  ensure  reasonable  life-cycle  costs  for  spare  parts  and  follow-on 
purchases. 

-  Make  minimal  modifications  to  the  technical  data  statute  but  enough  to 
provide  SECDEF  more  flexibility  to  explore  other  ways  of  handling  the 
issue. 

F.  Training  (Acquisition) 

-  Educate  government  buyers  in  commercial  price  analysis. 
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Recommendation 


Source/Pg. 


Other 

*  Establish  bid  lists  of  selected  competent  sources,  based  on  criteria  such  as 
financial  capability,  personnel,  facilities,  and  past  performance. 

-  Base  terms  and  conditions  on  the  Uniform  Commercial  Code,  expanded  to 
account  for  administrative  and  product-support  requirements. 

-  Modify  the  Competition  in  Contracting  Act's  protest  procedures:  file  with 
the  contracting  officer  before  filing  with  the  General  Accounting  Office,  and 
modify  the  "stay  provision." 

-  Direct  buying  commands  to  develop  procedures  to  comply  with  the  DFARS 
streamlining  clause. 

-  Establish  a  new  office  for  making  changes  in  response  to  the  contractor 
submissions  on  problem  documents. 

-  Require  contractors  to  submit  a  report  that  identifies  duplicative  contract 
deliverables,  clauses,  waivers,  and  deviations. 

Eliminate  DoD  regulations  duplicating  laws  for  interstate  commerce,  e.g., 
discrimination,  health,  and  workplace  safety. 

"  Minimize  government-unique  cost  accounting  and  audit  requirements. 


Eliminate  the  right '  of  any  potentially  qualified  bidder  to  bid,  and  remove 
the  DoD's  obligation  to  ensure  that  all  such  bidders  are  aware  of  a  DoD 
request. 

-  Allow  determinations  and  decisions”  to  be  made  for  a  class  of  purchases  or 
contracts. 

-  Implement  annual  contractor  submission  of  representations  and 
certifications  rather  than  submission  on  each  contract;  currently  authorized 
under  FAR  14.213  but  DoD  lacks  the  systems  to  administer  it. 

'  Use  "partnering,"  informal  and  voluntary  relationships  between  the 
Government  and  its  contractors,  to  resolve  program  problems  before  they 
reach  litigation. 
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Appendix  B 

Military  Specifications  and  Standards 
Reform 

Background 


In  conducting  interviews  and  collecting  data  on  government  barriers  to  the 
use  of  commercial  integrated  circuits  (ICs),  we  encountered  a  number  of  pro¬ 
gram  managers  and  engineers  who  were  concerned  about  the  course  of  military 
specification  and  standard  (MILSPEC)1  reform.  While  these  people  welcomed 
the  opportunity  to  take  advantage  of  commercial  standards  and  products,  they 
indicated  that  reform  was  forcing  them  to  abandon  MILSPECs  that  assured  them 
of  quality  or  program  control,  even  when  a  commercial  substitute  was  not  avail¬ 
able.  With  these  preliminary  indications,  and  using  ICs  (and  their  related  stan¬ 
dards)  as  an  example,  we  set  about  to  understand  the  background  of  MILSPEC 
reform,  how  it  was  being  implemented,  and  what  might  be  done  to  improve  it. 

The  goals  of  DoD's  MILSPEC  reform  are  to  reduce  die  acquisition  and  own¬ 
ership  cost  of  military  equipment  and  to  get  better  access  to  new  technology 
while  maintaining  adequate  quality.  Reducing  the  burden  of  unnecessary  or  ob¬ 
solete  government  standardization  and  documentation  and  encouraging  more 
firms  to  compete  for  military  contracts  are  the  means  to  achieving  those  goals. 
The  fundamental  premise  is  that,  for  many  MILSPECs,  the  benefits  do  not  justify 
the  costs.  This  may  be  so,  and  a  program  to  address  the  issue  is  certainly  war¬ 
ranted.  Our  experience  with  ICs  indicates  that  MILSPECs  should  be  reformed, 
but  such  reform  should  be  integrated  and  coordinated,  with  both  the  costs  and 
the  benefits  considered. 

We  believe  that  the  reform  process,  while  needed,  has  been  overzealously 
implemented.  However,  that  initial  overzealousness  is  showing  signs  of  being 
tempered,  and  a  more  rational  approach  is  emerging.  Nonetheless,  how 
MILSPEC  reform  is  implemented  varies  considerably  and  can  be  improved  sig¬ 
nificantly.  The  observations  that  led  us  to  this  opinion  are  presented  in  this  ap¬ 
pendix.  Assessing  acquisition-reform  implementation  as  it  relates  to  MILSPECs 
requires  understanding  the  use  and  importance  of  standards,  the  acquisition 
environment,  and  the  actions  leading  to  the  reform  of  MILSPECs.  The  following 
subsections  cover  these  fundamentals. 


1  While  the  term  MILSPEC  is,  strictly  speaking,  an  abbreviation  for  "military  specifi¬ 
cation,"  DoD  commonly  uses  this  term  more  broadly,  as  we  do  here,  to  include  military 
standards,  military  handbooks,  military  bulletins,  DoD  standards,  NATO  standards,  and 
any  other  document  listed  in  the  DoD  Index  of  Standards  and  Specifications  (DoDISS). 
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Importance  of  Standards 


Standards  are  essential  to  society.  Standards  include  those  we  normally 
recognize,  such  as  weights,  measures,  and  time,  plus  many  we  take  for  granted, 
such  as  spelling,  alphabets,  accounting  methods,  traffic  signs,  parliamentary 
procedure,  and  law.  Standards  are  never  permanent,  even  though  many,  such  as 
the  7-day  week  and  the  60-minute  hour,  are  remarkably  long-lived  and  stable. 
Competition  also  exists  in  setting  standards  (e.g..  Beta  and  VHS  for  home  video 
devices),  which  can  result  in  multiple  standards  coexisting  for  extended  periods 
of  time. 

Standards  exist  to  serve  different  functions  such  as  technical  performance, 
cost  reduction,  management,  and  manufacturing.  Standards  have  gained  wide¬ 
spread  acceptance  for  use  in  industry  and  the  military  as  they  establish  a  com¬ 
mon  baseline  from  which  performance  can  be  measured. 


Overview  of  Military  Specifications  and  Standards 

The  military  developments  that  took  place  during  World  War  II  constituted 
a  major  breakthrough  in  warfare  technology.  Along  with  advances  in  technol¬ 
ogy  came  corresponding  learning  on  how  to  manage  procurements  for  the 
manufacture  of  military  equipment.  MILSPECs  were  born  from  the  lessons 
learned  in  this  period.  Military  standards  establish  uniform  criteria,  methods, 
processes,  and  practices  for  developing  military-unique  applications.  Military 
specifications  document  requirements  for  use  in  development  of  military-unique 
hardware. 

Unique  specifications  for  new  military  equipment  are  often  necessary  be¬ 
cause  military  equipment  has  pushed  technology  far  beyond  that  of  its  commer¬ 
cial  counterparts.  The  military  has  consistently  been  the  first  to  exploit  many 
new  technologies  and  incorporate  them  into  standard  practice.  Commercial  im¬ 
plementations  typically  follow  that  are  based  on  lower  technology,  with  specifi¬ 
cations  that  are  derived  from  the  military  system  but  are  less  stringent.  Where  a 
strong  market  exists,  as  with  computers,  the  resources  of  the  market  can  accel¬ 
erate  the  commercial  technology  beyond  that  of  the  military,  but  these  cases  are 
rare.  If  the  military  continues  to  push  the  state  of  the  art,  it  must  also  continue  to 
develop  and  apply  new  specifications  for  performance. 

Specifications  for  military  equipment  are  also  necessary  to  provide  support 
for  long  periods  of  time.  The  average  age  of  the  aircraft  in  the  Air  Force  active, 
guard,  and  reserve  units  provides  an  example  of  the  times  involved.  As  data 
from  Air  Force  Magazine  and  USAF  Almanac  1995  indicate,  those  ages  are 
17.7  years,  15.1  years,  and  18.1  years,  respectively.  For  the  total  fleet  of  6,816  air¬ 
craft,  the  average  age  for  major  types  of  aircraft  ranges  from  1.2  years  for  the 
new  C-17  to  33.5  years  for  the  607  KC-135s.  Few  commercial  equivalents  of  the 
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KC-135  (Boeing  707)  remain  in  the  commercial  fleet.  Procuring  detailed,  stan¬ 
dardized  technical-data  packages  is  one  way  to  ensure  that  parts  can  be  pro¬ 
vided  for  older  systems  when  original  manufacturers  no  longer  can  provide 
support. 


Technical  Standards  and  Specifications 

Technical  standards  and  specifications  are  designs  and  manufacturing  proc¬ 
esses  that  are  accepted  by  an  industry  or  imposed  by  a  buyer  on  its  suppliers. 
Establishing  technical  standards  can  help  control  the  cost  of  a  product  as  well  as 
ensuring  its  performance.  One  commercial  example  is  the  sealed-beam  head¬ 
light.  A  complete  halogen  sealed-beam  headlight,  including  bulb  and  lens,  costs 
$11.  By  comparison,  the  headlight  lens  for  a  model-  and  year-unique  Ford  Tau¬ 
rus  costs  $95.  The  bulb  costs  an  additional  $11.  People  will  pay  the  extra  cost 
because  of  their  taste  in  styling,  rather  than  the  cost-effectiveness  of  the  product. 
Technical  standardization  has  proved  cost-effective  for  other  products  such  as 
batteries,  nuts  and  bolts,  electrical  fixtures,  and  railroad  gauges. 

Technical  standardization  involves  a  tradeoff  between  the  performance  and 
cost  of  an  optimized  design  and  the  savings  of  using  standard  designs  and  com¬ 
ponents.  The  use  of  standard  designs  and  parts  can  result  in  suboptimum  de¬ 
sign.  When  a  design  is  suboptimum,  it  is  so  usually  in  terms  of  weight  and 
volume  but  can  also  be  so  in  terms  of  performance  in  cases  where  the  standard¬ 
ized  components  have  fallen  behind  the  state  of  the  art.  Standard  parts  can  also 
cost  more  when  they  are  of  higher  quality  than  is  necessary.  For  example,  in  a 
benign  environment,  using  an  IC  that  meets  the  standard  full-temperature 
MILSPEC  qualification  is  more  expensive  than  using  a  consumer-grade  plastic- 
encapsulated  IC. 

However,  offsetting  savings  can  accrue  from  the  use  of  standard  designs 
and  parts  because 

♦  the  performance  of  parts  made  from  the  standardized  designs  is  known, 
since  they  can  be  bought  "off  the  shelf"  and  therefore  generally  are  widely 
used  in  a  variety  of  commercial  and  consumer  applications; 

♦  configuration  standards  are  maintained  by  a  third  party,  at  generally  no  di¬ 
rect  cost  to  either  the  manufacturer  or  the  customer; 

♦  when  acceptable  production  methods  are  established,  production  risk  is  low; 
and 

♦  competitive  sources  are  available  or  can  be  developed  for  replacement  parts. 
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Management  Standards 


Government  employees  are  responsible  for  planning,  programming, 
budgeting,  and  executing  the  defense  program.  The  data  and  reports  generated 
because  of  management  standards  are  among  the  tools  available  to  perform 
those  tasks.  Management  standards  that  are  targeted  in  the  discussions  of  stan¬ 
dardization  reform  include  accounting  standards,  and  cost-reporting,  engineer¬ 
ing-management,  and  program-reporting  standards.  In  general,  the  standards 
allow  both  current  and  long-term  comparisons  of  program  data  and  also  reduce 
the  training  necessary  for  government  managers,  accountants,  and  engineers. 

Common  government  accounting  standards  are  established  to  allow  com¬ 
parisons  across  Services  and  programs  for  budgeting  and  planning.  As  with 
technical  standards,  however,  management  standards  can  fall  behind  technol¬ 
ogy.  New  modes  of  data  recording  and  transmission,  new  computational  ca¬ 
pability,  and  new  cost  accounts  can  all  serve  to  make  a  standard  accounting 
system  obsolete. 

Cost-reporting  standards  are  established  for  both  day-to-day  program  man¬ 
agement  and  for  collecting  data  over  time.  Detailed,  standardized  data  on  cost 
and  overhead  for  cost  and  incentive-fee  contracts  are  needed  for  two  reasons:  to 
determine  whether  bid  differences  from  competing  bidders  result  from  technical 
differences  or  from  overhead,  and  to  support  negotiations.  Note  that  cost  and 
incentive-fee  contracts  are  typically  applied  to  developmental  items  carrying 
significant  technical  risk  and  not  to  commericial  items  with  market  experience. 

Engineering-management  standards  have  been  developed  to  ensure  that  is¬ 
sues  such  as  logistics  supportability,  safety,  training,  and  human  factors  are  ad¬ 
dressed  in  the  design  of  military  equipment.  These  standards  often  require 
similar  information  in  different  formats  because  they  are  sponsored  by  different 
groups  with  similar  interests  within  the  acquisition  community.  Consolidation 
of  engineering  management  standards  is  a  logical  goal,  providing  that  key  issues 
continue  to  be  addressed. 

Program  management  standards,  including  technical  and  program  reviews, 
and  cost  and  performance  reporting,  have  been  developed  to  provide  the  gov¬ 
ernment  with  the  data  deemed  necessary  to  manage  program  risk.  The  data  are 
used  at  the  program  office  level  to  manage  the  risk  of  die  individual  program. 
They  are  also  used  at  higher  levels  of  the  bureaucracy  to  manage  higher  levels  of 
risk  in  the  defense  program. 

For  commercial  items,  other  sources  are  available,  such  as  market  research, 
by  which  government  managers  can  protect  the  government's  interests.  For 
military-unique  items,  however,  elimination  of  management  standards  places  a 
large  burden  on  government  contract  managers.  They  become  responsible  for 
learning  a  contractor's  internal  procedures  and  determining  how  to  use  this  in¬ 
formation  to  monitor  contract  performance. 
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MILSPEC  Reform  in  Theory  and  Practice 


In  general,  we  found  that  the  basis  for  MILSPEC  reform  is  sound;  however 
in  practice,  the  implementors  sometimes  ignore  the  benefits  associated  with  cer¬ 
tain  MILSPECs.  In  examining  the  implementation  of  the  reform  at  the  OSD, 
Service,  and  program  office  levels,  we  found  that  the  initial  overzealous  reaction 
to  reform  is  evolving  into  a  more  rational  approach. 


MILSPEC  Reform  in  Theory 

The  Perry  Memorandum  and  Supporting  Studies 

While  specification  reform  has  been  underway  for  many  years  with  pro¬ 
grams  such  as  Air  Force  MIL-PRIME,  it  received  new  and  dramatic  impetus  in 
1994.  In  April  1994,  DoD  published  the  results  of  a  process  action  team  (PAT) 
review  of  military  specifications  and  standards  in  the  Report  of  the  Process  Action 
Team  on  Military  Specifications  and  Standards:  Blueprint  for  Change. 

On  29  June  1994,  Secretary  of  Defense  William  J.  Perry  signed  a  memoran¬ 
dum  implementing  the  PAT  recommendations  and  directing  specific  actions  by 
the  military  services.  [1]  Spanning  this  period,  from  March  through  October 
1994,  Coopers  and  Lybrand,  together  with  TASC,  conducted  a  quantitative  as¬ 
sessment  of  the  costs  of  government  regulations  (including  MILSPECs)  for  Secre¬ 
tary  Perry.[2] 

Secretary  Perry's  memorandum  directs  several  major  changes  in  the  DoD 
acquisition  process.  In  summary,  the  memorandum  mandates  that,  following  an 
adjustment  period  of  180  days,  MILSPECs  be  eliminated  except  where  absolutely 
unavoidable.  The  memorandum  directs  use  of  "performance  specifications"  for 
all  new  procurements,  with  preference  for  commercially  developed,  nongov¬ 
ernmental  standards  (NGSs)  wherever  possible. 

In  the  management  area,  the  memorandum  directs  program  managers  to 
"use  management  and  manufacturing  specifications  and  standards  for  guidance 
only,"  with  the  ultimate  intent  of  eliminating  them,  or  replace  them  with  com¬ 
mercial  specifications  and  standards.  Contractors  are  to  be  given  responsibility 
for  the  configuration  control  of  detailed  designs,  with  the  government  maintain¬ 
ing  configuration  control  of  functional  and  performance  requirements  only. 

The  Perry  memorandum  directs  OSD,  the  Military  Services,  and  the  Defense 
Logistics  Agency  to  appoint  standards  improvement  executives  to  participate  on 
a  Defense  Standards  Improvement  Council.  The  council  has  executive  coordi¬ 
nating  responsibility  for  the  implementation  program  and  reports  to  the  Assis¬ 
tant  Secretary  of  Defense  (Economic  Security).  The  Council  coordinates  its 
activities  with  the  Deputy  Under  Secretary  of  Defense  (Acquisition  Reform)  and 
the  Acquisition  Reform  Steering  Group. 
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Benefits  of  MILSPECs  Not  Addressed 


The  aforementioned  efforts  generally  give  little  consideration  to  the  benefits 
of  MILSPECs  and  the  technical  environment  of  military  procurement.  The 
specification  reform  program  has  been  justified  on  the  basis  of  MILSPEC  cost 
alone.  The  Coopers  and  Lybrand/TASC  study,  for  example,  explicitly  ignores 
any  benefits  of  MILSPECs.  It  states 


. . .  some  claim  that  DOD  receives  substantial  benefits  from  its  regulatory  activities.  The 
Project  Team  did  not  attempt  to  validate  the  existence  of  such  benefits  or  quantify  their 
value.  In  other  words,  we  looked  only  at  the  "cost"  portion  of  the  cost  benefit  ratio. 


Demonstrating  that  a  standard  is  "non-value-added"  is  easy  if  its  benefits  are 
ignored.  Any  valid  assessment  of  standards  and  specifications  must  consider 
both  the  benefits  and  the  costs. 

While  the  MILSPEC  system  is  undoubtedly  in  need  of  reform,  not  all  MIL¬ 
SPECs  are  bad.  The  documents  defining  the  Qualified  Manufacturers  List  Pro¬ 
gram  and  the  Standard  Microcircuit  Drawing  Program  are  technical  MILSPECs 
that  save  the  government  money  in  the  procurement  of  ICs.  Similarly,  the  con¬ 
tention  that  all  management  MILSPECs  should  be  eliminated  is  based  on  the  be¬ 
lief  that  regulations  are  the  sole  root  cause  of  the  problems  and,  consequently, 
that  reform  can  solve  the  problems.  Other  factors  also  contribute  to  the  high 
costs  of  weapon  systems,  and,  in  fact,  many  of  the  management  regulations  and 
standards  are  tools  to  keep  those  causes  under  control. 


OSD  Implementation  of  MILSPEC  Reform 

The  Defense  Standardization  Office  has  established  a  team  to  review  all 
MILSPECS  with  the  goal  of  replacing  them  with  appropriate  industrial  stan¬ 
dards,  reclassifying  them,  or  canceling  them.  Called  SWAT  (which  stands  for 
Standards  We  Attack  Tenaciously),  this  team  has  assigned  the  most  frequently 
criticized  MILSPECs  to  various  DoD  groups  for  review.  The  SWAT  team's  im¬ 
mediate  goal  is  a  preliminary  review,  with  recommendations,  on  all  MILSPECs 
by  the  end  of  FY95.  Its  target  is  to  eliminate  as  many  MILSPECs  as  possible. 

Defense  has  issued  a  policy  on  the  elimination  of  MILSPECs.  This  policy 
covers  the  documents  themselves,  not  their  application  in  requests  for  proposals 
(RFPs)  and  contracts.  That  application  is  being  governed  by  the  Services  and  is 
discussed  in  the  following  subsection.  The  Defense  policy  is  as  follows: 

Military  specifications  and  standards  are  only  being  canceled  after  review  to  determine 
that  they  are  no  longer  needed.  Where  conscious  decisions  have  been  made  that  docu¬ 
ments  are  still  needed,  they  are  being  replaced  by  a  variety  of  new  constructs: 

♦  Performance  specifications  that  describe  products  in  performance  terms; 

♦  Detail  specifications  that  describe  products  using  both  performance  and  design 
detail  where  it  has  been  determined  that  the  design  detail  is  essential  to  achieving 
defense  specific  capability; 
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♦  Non-government  standards  (both  performance  and  design)  that  describe  prod¬ 
ucts,  test  methods,  practices,  etc.  in  ways  which  reflect  commercial  practice; 

♦  Acquisition  guides  that  provide  guidelines  for  management  and  manufacturing 
process  type  information  requested  of  the  contractor  during  the  solicitation  proc¬ 
ess; 

♦  Interface  standards  that  describe  essential  interface  characteristics; 

♦  Data  specifications  that  describe  data  products  to  be  delivered; 

♦  Test  method  standards  that  describe  testing  procedures  to  ensure  uniform,  com¬ 
parable  results; 

♦  Manufacturing  process  standards  that  state  the  desired  outcome  of  a  manufactur¬ 
ing  process; 

♦  Standard  practices  that  describe  procedures  for  services,  functions,  or  operation 
not  related  to  a  manufacturing  process;  and 

♦  Handbooks  that  provide  reference  information,  acceptable  practices,  terminology, 
etc.  [3] 


Table  B-l  summarizes  the  actions  taken  to  date  as  a  result  of  the  SWAT 
team's  MILSPEC  review  of  approximately  45  MILSPECs. 

Defense  has  also  recognized  the  need  to  disseminate  information  to  the  DoD 
engineering  and  acquisition  communities  and  has  held  seminars  to  address 
MILSPEC  reform.  The  1995  SHAG  (Standards  Handbooks  and  Acquisition 
Guides)  Conference  presented  the  process  of  MILSPEC  reform  through  replace¬ 
ment,  reclassification,  and  cancellation  of  MILSPECs.  MILSPEC  reform  has  been 
addressed  in  training  conferences  on  how  to  develop  performance-based  specifi¬ 
cations.  Additional  communication  vehicles  include  the  Defense  Standardiza¬ 
tion  Office  home  page  on  the  Internet's  World  Wide  Web  and  industry 
conferences  held  by  the  American  National  Standards  Institute  and  the  Ameri¬ 
can  Defense  Preparedness  Association.  [3] 


Military  Service  Implementation 

While  the  SWAT  team  completes  its  assessment  of  all  MILSPECs,  DoD  con¬ 
tinues  to  procure  systems.  To  address  the  transition  between  the  old  way  of 
doing  business  and  the  new,  each  Service  has  established  a  standardization  re¬ 
form  group.  These  groups  have  the  responsibility  to  respond  to  the  PAT's  report 
and  to  establish  ground  rules  for  using  MILSPECs  in  procurements. 


B-7 


Table  B-1. 

Summary  of  OSD  MILSPEC  Actions 


Action  or  recommendation 

Number  of 
MILSPECs 

Examples  pertaining  to  ICs 
or  microelectronics 

Cancel  without  replacement 

11 

None 

Cancel  and  replace  with  the  identified 
commercial  document 

5 

Military  Standard  (MIL-STD)-275, 
Printed  Wiring . . . 

Cancel  when  (or  retain  until)  a  suit¬ 
able  commercial  document  is  pub¬ 
lished 

6 

MIL-STD-883D,  Test  Methods  .  . . 

Cancel  and  replace  with  the  identified 
government  document 

4 

None 

Convert  to  military  performance 
specification 

4 

MIL-I-38535B,  Integrated  Circuits  . . .  ; 
and  MIL-P-551 10,  Printed  Wiring 

Board ,  Rigid 

Convert  to  acquisition  guide 

2 

None 

Convert  to  standard  practice 

1 

None 

Convert  to  interface  standard 

1 

None 

Replace  with  handbook 

2 

MIL-STD-454N,  General  Require¬ 
ments  .  . . ;  and  MIL-STD-1547,  Elec¬ 
tronic  Parts .  .  .for  Space  . .  . 

Decision  deferred 

4 

None 

Other  (e.g.,  superseded) 

5 

None 

Source:  Defense  Standardization  Office  home  page  on  the  World  Wide  Web,  at 
http://www.acq.osd.mil/es/std. 


Each  Service  has  adopted  a  slightly  different  approach  to  MILSPEC  reform. 
The  most  restrictive  is  the  Army;  the  least,  the  Air  Force.  This  opinion  is  based 
on  the  number  of  Service-wide  exemptions  established  and  each  Service's  re¬ 
sponse  to  the  PAT  report.  The  term  "exemption"  refers  to  documents  that  have 
received  Service-wide  waivers  and  may  be  referenced  in  RFPs  without  a  pro¬ 
gram-specific  waiver.  The  policies  on  implementation  of  MILSPEC  reform  for 
the  Army,  Navy,  and  Air  Force  are  summarized  in  the  following  paragraphs. 
While  official  policy  has  been  issued  Service-wide,  application  at  lower  levels 
within  each  Service  may  be  more  stringent  than  the  Service  policy.  We  discuss 
that  application  in  the  subsequent  subsection  on  program  office  impact. 

The  Army's  Policy 

The  Army  was  the  first  to  publish  formal  guidelines  for  standardization  re¬ 
form,  the  Army  Implementation  Plan,  dated  23  November  1994.  The  Army  policy 
is  to  prohibit  the  use  of  MILSPECs  in  all  acquisition  programs  —  including  all 
acquisition  categories,  rebuys,  procurements  of  services,  replenishments,  and 
spares  —  unless  authorized  by  a  waiver  granted  at  the  appropriate  level  as  iden¬ 
tified  by  the  Army  Implementation  Plan.  Although  the  Army  has  not  exempted 
any  MILSPECs,  it  has  exempted  14  technical  specifications  it  developed. 
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The  Navy's  Policy 


The  Navy  does  not  yet  have  a  document  that  formally  addresses  implemen¬ 
tation  of  MILSPEC  reform.  However,  it  does  have  a  policy  to  address  this  issue. 
If  a  program  is  a  reprocurement  with  minimal  or  no  change,  the  MILSPECs  re¬ 
quired  in  the  original  procurement  may  be  invoked  without  a  waiver.  The  goal 
in  any  new  procurement,  or  in  reprocurements  with  significant  change  from  the 
original  procurement,  is  not  to  require  any  MILSPECs.  If  a  program  is  a  new 
procurement,  a  MILSPEC  may  be  placed  in  the  RFP  only  if  it  has  an  exemption 
or  waiver.  As  of  20  May  1995,  the  Navy  has  four  exempted  standards: 

♦  MIL-STD-461,  Requirements  for  the  Control  of  Electromagnetic  Interference  Emis¬ 
sions  Characteristics 

♦  MIL-STD-462,  Measurement  of  Electromagnetic  Interference  Clwracteristics 

♦  MIL-STD-498,  Softivare  Development  and  Documentation 

♦  MIL-STD-1388,  DoD  Requirements  for  a  Logistics  Support  Analysis  Record. 

Other  MILSPECs  require  a  case-by-case  waiver. 

The  Air  Force's  Policy 

The  Air  Force  has  an  official  policy  document  on  the  implementation  of  ac¬ 
quisition  reform  that  was  under  review  at  the  time  this  report  was  being  written. 
In  general,  the  policy  for  use  of  MILSPECs  in  procurements  is  that  waivers  must 
be  obtained  unless  the  document  has  received  an  Air  Force  exemption.  The  Air 
Force  has  exempted  36  MILSPECs  as  of  20  May  1995.  Of  the  Navy-exempted 
standards  listed  above,  the  Air  Force  has  exempted  the  first  three.  It  is  interest¬ 
ing  to  note  that,  while  the  Navy  exempted  MIL-STD-1388,  the  Air  Force  ex¬ 
pressly  denied  this  standard  an  exemption. 


Program  Office  Impact 

When  the  Perry  memorandum  was  first  released  in  June  1994,  no  guidelines 
for  implementing  its  provisions  existed.  Although  the  Perry  memorandum 
provided  a  six-month  transition  period,  DoD  directed  the  removal  of  all  refer¬ 
ences  to  MILSPECs  in  RFPs  for  many  acquisitions  that  were  approaching  final 
RFP  release.  The  first  formal  guidelines  were  generated  by  the  Army,  but  these 
were  not  available  until  November  1994.  During  this  five-month  period,  many 
different  approaches  were  taken  to  satisfy  the  requirement  of  using  MILSPECs 
only  as  a  last  resort  in  RFPs. 

The  Services  used  inappropriate  measures  of  effectiveness  (of  the  reform 
initiative)  during  this  period  and  continue  to  use  some  of  these  measures.  The 
most  offensive  was  comparing  the  number  of  MILSPECs  referenced  in  an  RFP 
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before  "the  new  way  of  doing  business"  with  the  number  after  the  RFP  was  re¬ 
vised.  Programs  with  no  MILSPECs  were  touted  as  successful  simply  on  the 
basis  of  a  count.  Requests  for  waivers  were  initially  disallowed.  Eventually,  the 
need  for  a  waiver  process  was  recognized,  but  requesting  a  waiver  was  consid¬ 
ered  a  failure  in  implementing  the  reform.  Fortunately,  this  attitude  is  changing 
and  the  waiver  process  is  now  considered  a  necessary  part  of  buying  reliable 
military  systems.  The  Navy  and  the  Air  Force  have  granted  Service-wide  ex¬ 
emptions  to  specific  MILSPECs  and  allow  these  exempted  documents  to  be  ref¬ 
erenced  as  requirements  without  a  waiver  in  acquisitions. 

We  sampled  several  systems  development  programs  to  determine  the  im¬ 
pact  of  the  Perry  memorandum  on  RFP  development.  These  programs  all  re¬ 
sponded  to  MILSPEC  reform  by  changing  performance  specifications  and 
statements  of  work  (SOWs).  Table  B-2  identifies  these  programs  (without  nam¬ 
ing  them)  and  indicates  their  approach  to  MILSPEC  reform. 

Table  B-2. 

Program  Office  Approach  to  MILSPEC  Reform 


System 

Service 

Type 

Approach 

System  1 

Army 

Tactical  weapon 

All  MILSPECs  for  guidance  only;  no  at¬ 
tempt  to  identify  commercial  analogs  (at 
direction  of  OSD  and  the  Service). 

System  2 

Army 

Tactical  weapon 

All  MILSPEC  parts  subject  to  review  just 
before  production  (at  direction  of  the 
Service). 

System  3 

Joint 

Unmanned  tactical 

sensor 

Few  MILSPECs;  system  comprises  mostly 
nondevelopmental  subsystems. 

Systems  4 
and  5 

Navy 

Tactical  sensor 

No  MILSPECs;  RFP  requires  bidder  to 
identify  appropriate  NGS. 

System  6 

Navy 

Tactical  system 

No  MILSPECs;  RFP  requires  bidder  to 
identify  appropriate  NGS. 

System  7 

Army 

Modification  of  tactical 
system 

No  MILSPECs;  NGS  acceptable. 

System  8 

Navy 

Training  system 

Almost  all  MILSPECs  replaced  by  perform¬ 
ance  specifications,  excerpts  from  MIL¬ 
SPECs,  or  commercial  standards;  or  by 
deleting  requirement. 

We  observed  three  approaches  used  by  the  Services  to  deal  with  removal  of 
MILSPECs  from  the  system  performance  specifications  and  SOWs.  The  first  in¬ 
volved  was  to  require  the  contractor  to  propose  alternatives  to  the  established 
MILSPEC,  which  abdicated  all  responsibility  to  the  potential  contractor.  The 
second  approach  was  more  analytical  —  researching  the  standard  or  specifica¬ 
tion  being  eliminated  to  extract  an  exact  requirement,  to  identify  appropriate  in¬ 
dustry  standards,  or  to  identify  the  offending  standard  or  specification  as 
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unnecessary.  The  third  approach  taken  was  to  justify  as  many  waivers  as  possi¬ 
ble  to  retain  the  MILSPEC  in  the  RFP.  Clearly,  a  good  program  would  invoke  all 
three  approaches  depending  on  the  requirement  or  MILSPEC  under  review. 


Toward  More  Effective  MILSPEC  Reform 


We  recommend  changes  in  three  areas  to  improve  MILSPEC  reform  in 
practice.  These  areas  —  phasing  in  reform,  determining  and  specifying  product 
requirements,  and  forming  tailoring  teams  -  will  help  DoD  buy  products  at 
lower  prices  and  from  a  broader  range  of  companies  and  at  the  same  time  will 
help  preserve  military-unique  requirements  where  they  are  necessary.  While 
our  recommendations  have  been  derived  from  our  experience  studying  ICs,  they 
may  be  applied  generally. 


Phasing  in  Reform 

In  implementing  MILSPEC  reform,  DoD  has  taken  the  position  that  pilot 
programs  do  not  work.  The  reform's  directives  have  been  invoked  immediately 
on  all  programs,  regardless  of  mission  or  acquisition  phase.  Unfortunately,  all 
aspects  of  the  reform  plan  were  not  in  place  before  it  was  invoked  and  many 
questions  remained.  For  example,  a  key  element  of  the  implementation  plan  was 
training,  but  many  program  office  personnel  still  have  not  been  trained  in  the 
goals  or  practical  approaches  to  the  reform. 

Certain  elements  of  the  reform  can  be  conducted  immediately  and  concur¬ 
rently  with  each  other.  For  example,  evaluating  MILSPECs  for  prescriptive  lan¬ 
guage  and  revising  them  to  be  performance  or  interface  standards  can  and  is 
being  done  now.  Other  elements  of  the  reform  should  not  be  implemented  until 
certain  foundations  are  in  place.  Principally,  the  reform  should  not  be  imple¬ 
mented  for  man-critical  systems  or  for  those  late  in  the  acquisition  cycle  until  the 
approach  to  performance  specifications  and  commercial  standards  is  well  un¬ 
derstood.  We  recommend  that  DoD  review  its  anticipated  contract  action 
schedules  and  prioritize  MILSPEC  reform  according  to  the  guideline  shown  in 
Figure  B-l.2  Until  the  fundamental  tasks  of  MILSPEC  review  and  program  office 
training  are  complete,  DoD  should  selectively  apply  the  MILSPEC  reform  man¬ 
dates  to  programs  where  the  risk  of  omitting  a  performance-  or  safety-critical 
MILSPEC  is  low. 


2In  contrast,  the  first  programs  to  be  affected  by  MILSPEC  reform  were  complex 
Army  systems  in  the  late  stages  of  design. 
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Figure  B-1. 

Phasing  in  MILSPEC  Reform  According  to  Weapon  System  Attributes 


Determining  and  Specifying  Product  Requirements 

Effective  MILSPEC  reform  is  much  more  than  eliminating  MILSPECs  from 
RFPs  and  contracts.  The  government  must  continue  to  specify  its  requirements 
to  a  degree  that  ensures  that  the  resulting  product  will  perform  its  mission  with 
acceptable  quality  and  reliability  and  yet  encourages  the  adoption  of  available 
commercial  technologies.  Each  requirement  that  would  previously  have  refer¬ 
enced  a  MILSPEC  should  now  be  evaluated,  and  one  of  the  following  alterna¬ 
tives  selected: 

♦  Write  a  pure  performance  specification. 

♦  Reference  an  equivalent  commercial  standard. 

♦  Excerpt  from  the  MILSPEC  (tailoring  it  as  appropriate). 

♦  Delete  the  requirement. 

Simply  deleting  all  MILSPECs  or  making  them  "for  guidance  only"  leaves  not 
only  the  system  design  but  its  performance,  quality,  and  reliability  up  to  the 
contractor.  This  may  be  appropriate  in  some  acquisitions,  but  in  general,  the 
government  will  not  know  what  it  is  buying  under  those  circumstances. 

Program  offices  must  implement  MILSPEC  reform  by  evaluating  the  alter¬ 
natives  listed  above  rather  than  by  simply  deleting  MILSPECs  without  review. 
Such  evaluation  will  require  additional  time,  and  perhaps  technical  talent,  not 
currently  available  to  most  programs.  DoD  certainly  does  not  budget  program 
offices  for  the  additional  cost  of  technical  consultants.  Those  costs  must  be 
budgeted  for  in  the  future.  We  cannot  afford  to  have  program  managers  taking 
shortcuts  on  MILSPEC  reform  because  of  the  cost  of  determining  requirements. 
That  cost  is  an  investment  necessary  to  reap  the  full  benefits  of  MILSPEC  reform 
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That  cost  is  an  investment  necessary  to  reap  the  full  benefits  of  MILSPEC  reform 
and  is  insurance  against  acquiring  products  that  fail  to  meet  performance,  qual¬ 
ity,  or  reliability  expectations. 


Forming  Tailoring  Teams 

We  recommend  that  DoD  form  tailoring  teams  that  expand  on  the  work  al¬ 
ready  done  for  ICs  and  that  by  the  SWAT  team.  The  teams  should  address  both 
the  disposition  of  individual  MILSPECs  as  well  as  the  application  of  MILSPECs 
in  contracts.  The  tailoring  teams  should  review  all  specifications,  standards, 
handbooks,  instructions,  and  commercial  alternatives  in  specific  product  or 
functional  areas,  such  as  ICs,  cost,  program  management,  configuration  control, 
quality  assurance,  reliability,  and  logistics  support.  The  teams  should  recom¬ 
mend  changes  and  provide  guidelines  for  use  of  commercial  alternatives  on  the 
basis  of  costs  and  benefits. 

Other  tailoring  teams  should  be  formed  and  assigned  to  program  offices  to 
help  generate  requirements,  prepare  RFPs,  evaluate  bids,  and  monitor  contract 
technical  performance.  After  a  review  of  the  system  technology  and  program 
mission,  these  teams  would  generate  a  set  of  requirements  tailored  to  the  pro¬ 
gram  and  conforming  to  the  spirit  and  letter  of  the  policy.  These  activities  are 
done  today  on  a  limited  basis  by  "matrix  support"  engineers.  For  example,  en¬ 
gineers  from  the  U.S.  Army  Missile  Command  are  supporting  the  Theater  High 
Altitude  Area  Defense  (THAAD)  system  program  office.  The  current  level  of 
support,  however,  falls  far  short  of  that  required  for  a  thorough  analysis  of  ap¬ 
plicable  MILSPECs. 

The  tailoring  teams  could  either  be  newly  established  or  could  be  existing 
functional  groups,  such  as  the  Joint  Technical  Coordinating  Groups.  The  teams 
should  be  supported  by  departmental  standardization  resources,  should  be  as¬ 
sembled  from  the  Service  engineering  and  management  staffs,  and  should  di¬ 
rectly  support  program  office  staffs.  The  existing  MILSPEC  review  structure  can 
continue  to  provide  analysis  guidelines,  identify  functional  priorities,  set  sched¬ 
ules,  and  review  results  to  ensure  that  the  recommendations  preserve  essential 
government  benefits. 

Although  establishing  the  tailoring  teams  might  at  first  glance  seem  expen¬ 
sive,  this  expense  is  far  below  the  comparative  costs  of  the  massive  MILSPEC- 
reform  efforts  currently  underway  in  agencies  and  program  offices  throughout 
DoD.  These  efforts  are  not  only  independent  and  uncoordinated,  but  are  also 
funded  locally  and  so  do  not  show  up  as  a  central  cost.  The  only  way  to  main¬ 
tain  that  the  local  efforts  are  not  true  costs  is  to  contend  that  the  employees  have 
no  other  productive  use  for  their  time.  A  coordinated,  functional  analysis  per¬ 
formed  by  responsible  experts  would  surely  be  both  better  and  ultimately 
cheaper  than  the  current  approach. 
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Appendix  C 

Case  Studies  of  Commercial 
Automotive  and  Aviation  Integrated 
Circuit  Use 


Procurement  and  Quality  Management  of 
Integrated  Circuits  by  the  U.S.  Automotive 
Industry1 

Background 


The  major  U.S.  automobile  manufacturers  have  established  a  joint  technical 
forum  known  as  the  Chrysler  Delco  Ford  Automotive  Electronics  Council  (CDF 
AEC).  The  CDF  AEC  has  held  several  workshops  for  its  members  and  compo¬ 
nent  suppliers  to  address  the  reliability  of  electronic  parts.  LMI  attended  the 
CDF  AEC  Automotive  Electronics  Workshop  in  Detroit  from  19  through 
21  October  1994.  The  workshop  was  attended  by  engineers  and  managers  in¬ 
volved  in  the  reliability,  qualification,  and  failure  analysis  of  integrated  circuits 
(ICs). 

The  U.S.  automotive  industry  is  a  significant  consumer  of  ICs.  The  com¬ 
bined  demand  of  the  three  major  manufacturers  is  approximately  6  million  chips 
per  day,  which  represents  about  5  percent  of  the  U.S.  total.  This  is  a  relatively 
large  demand  from  a  single  industry,  especially  considering  the  small  number  of 
different  ICs  (on  the  order  of  several  hundred).2  The  ICs  are  used  for  critical 
engine  and  safety  control  systems  and  for  passenger  comfort  and  entertainment 
systems. 

Because  of  their  relatively  large  annual  IC  purchases,  the  automotive  manu¬ 
facturers  can  influence  IC  suppliers.  Evidence  of  that  influence  was  the  atten¬ 
dance  and  participation  by  suppliers  at  the  October  workshops.  While  an 
attendance  list  was  not  provided,  we  estimate  that  at  least  50  of  the  attendees 
were  from  the  IC  industry.  Further  anecdotal  evidence  is  provided  by  the  inclu¬ 
sion  of  "automotive  class"  ICs  in  the  catalogs  of  major  IC  manufacturers,  such  as 
Motorola  and  Intel. 


1The  authors  wish  to  thank  Mr.  Dick  Brantley  of  Delco  for  providing  the  information 
for  this  section. 

Contrast  this  to  DoD,  where  dollar  demand  for  ICs  is  of  the  same  magnitude  as  the 
automotive  industry,  but  where  tens  of  thousands  of  part  numbers  are  used. 
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Automotive  ICs  are  used  in  a  range  of  environments.  The  most  benign 
applications  are  inside  the  passenger  compartment.  The  most  challenging  envi¬ 
ronment  is  the  engine  compartment.  ICs  used  "under  the  hood/'  such  as  in  en¬ 
gine  controllers,  are  subject  to  temperature  extremes,  vibration,  shock,  and  high 
humidity.  Furthermore,  some  of  those  applications  represent  safety-related 
functions.  Automotive  operating  environments  are  defined  by  the  Society  of 
Automotive  Engineers. 

The  CDF  AEC  has  identified  three  "automotive  grades,"  using  temperature 
ranges  for  its  IC  applications.  The  lower  bound  is  -40°C.  The  upper  bounds  are 
85°C,  105°C,  and  125°C.[1] 

Approximately  98  percent  of  the  ICs  used  by  the  automotive  manufacturers 
are  plastic-encapsulated  microcircuits  (PEMs).  The  remainder  are  field- 
programmable  devices  with  quartz  windows.  All  of  their  ICs  are  considered 
standard  products  by  the  suppliers.  Since  the  automotive  applications  are  not 
functionally  demanding,  the  jobs  can  be  done  readily  by  standard  products. 

The  automotive  manufacturers  favor  the  use  of  established  technologies 
where  the  behavior  is  known  (especially  of  failure  mechanisms),  and  manufac¬ 
turing  processes  are  understood  and  in  control.  That  bias  is  partially  evidenced 
by  the  fact  that  typical  production  yields  are  above  90  percent.  The  automotive 
manufacturers  believe  that  new  technologies  require  some  time  for  reliability  to 
mature.  For  example,  the  failure  rate  of  surface-mount-technology  ICs  decreased 
by  an  order  of  magnitude  from  1990  to  1994.  On  the  other  hand,  they  are  inter¬ 
ested  in  reducing  the  cost,  and  some  new  technologies  eventually  become  more 
reliable  than  their  predecessors. 


CDF  AEC  Quality  Standards  A100  and  Q100 

The  CDF  AEC  has  developed  a  two-part  approach  to  ensuring  the  quality  of 
its  ICs:  development  and  implementation  of  quality  systems  (known  as  process 
qualification)  and  product  testing  (i.e.,  device  environmental  qualification).  The 
semiconductor  industry  is  adopting  the  CDF  AEC's  customer  standards. 


Process  Qualification 

Process  qualification  is  used  by  the  AEC  members  to  determine  whether  an 
IC  supplier  has  incorporated  the  essential  ingredients  of  a  quality  system.  An 
advance  copy  of  the  CDF  AEC  standard,  CDF-AEC-A100,  Quality  System  Assess¬ 
ment  for  Semiconductor  Suppliers  (19  October  1994),  is  available  to  current  and 
potential  suppliers. 

That  document  describes  assessment  of  the  supplier's  design  methodology, 
design  validation,  process  capability  and  controls,  environmental  test  facilities, 
failure  analysis  and  corrective  action,  and  customer  satisfaction.  It  contains 
157  questions  that  are  scored  on  the  basis  of  conformance  and  implementation. 
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Twenty-two  of  the  questions  are  satisfied  if  International  Organization  for  Stan¬ 
dardization  ISO  9000  certification  exists;  the  remainder  (according  to  AEC  mem¬ 
bers)  cover  additional  breadth  and  depth.  The  major  assessment  topics  in  A100 
are  as  follows: 


♦  Management  responsibility 

♦  Specification  review 

♦  Document  and  data  control 

♦  Control  of  customer-supplied 
products 

♦  Process  control 

♦  Inspection,  measuring,  and  test 
equipment 

♦  Control  of  nonconforming  prod¬ 
ucts 

♦  Handling,  storage,  packaging, 
and  delivery 

♦  Internal  quality  audits 

♦  Statistical  techniques 

♦  Continuous  improvement 


♦  Quality  system 

♦  Design  control 

♦  Subcontractor  and  subsupplier 
control 

♦  Product  identification  and  trace- 
ability 

♦  Inspection  and  testing 

♦  Inspection  and  test  status 

♦  Corrective  and  preventive 
action 

♦  Control  of  quality  records 

♦  Training 

♦  Production  part  approval 
process 

♦  Manufacturing  capabilities. 


Supplier  review  begins  with  a  self-audit  using  the  questions  in  the  A100 
guide.  The  results  are  submitted  to  an  automotive-industry  audit  team,  which 
then  performs  an  on-site  assessment.  Review  teams  usually  contain  three  to  five 
people.  Reviews  may  last  from  several  days  to  a  full  week.  The  supplier  is 
scored  according  to  criteria  in  the  A100  document.  Generally,  satisfaction  of  the 
criteria  for  one  automobile  manufacturer  is  considered  sufficient  by  the  others. 
Audits  by  third  parties  have  been  discussed  but  not  approved. 

In  addition  to  the  A100  process,  the  CDF  AEC  members  use  supplier- 
resident  engineers  to  work  with  selected  IC  suppliers.  Resident  engineers  re¬ 
view  test  programs,  product  failures,  and  quality-system  improvement.  The 
emphasis  is  on  helping  prevent  failures  rather  than  on  dealing  with  failures  after 
the  fact.  Even  when  the  failure  rates  are  quite  low,  the  automotive  manufactur¬ 
ers  expressed  intent  to  continue  using  resident  engineers.  Their  experience 
shows  that  failure  rates  can  increase  to  their  old  levels  if  discipline  and  attention 
are  not  maintained.  Delco  has  found  the  use  of  resident  engineers  to  be  impor¬ 
tant  for  reducing  IC  failure  rates. 
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Product  Testing 


Product  testing  is  the  second  major  part  of  the  automobile  industry's  ap¬ 
proach  to  quality  management  for  IC  procurement.  The  CDF  AEC  has  issued  a 
specification,  CDF-AEC-Q100,  Stress  Test  Qualification  for  Automobile-Grade  Inte¬ 
grated  Circuits  (9  June  1994).  Q100  is  the  automotive  industry's  version  of 

MIL-STD-883D,  Test  Methods  and  Procedures  for  Microelectronics.  Q100  defines  the 
stress  test  requirements  and  test  conditions  for  qualifying  ICs  for  the  automotive 
environment. 

The  Q100  specification  describes  test  samples,  the  definition  of  failure,  cri¬ 
teria  for  qualifying  a  device,  and  the  use  of  generic  data.  The  requirements  for 
qualifying  a  new  device  are  given  in  two  tables.  Those  tables  list  27  stress  tests, 
including  electrical,  temperature,  shock,  vibration,  humidity,  bond  strength,  and 
early  life  failure  rate.  For  each  test,  the  tables  show  the  sample  per  lot  size,  the 
number  of  lots,  the  acceptance  threshold,  references,  and  any  additional  re¬ 
quirements.  The  document  also  addresses  the  tests  that  are  necessary  to  requal¬ 
ify  a  device  that  has  been  modified.  Discussions  at  the  October  workshop 
indicate  Q100  will  be  reviewed  based  on  failure  experience  and  technology  evo¬ 
lution. 


Procurement  Practice  for  Integrated  Circuits 

Approved  Parts  List 

Each  automotive  company  maintains  an  approved  parts  list  (or  catalog). 
The  company's  engineers  are  expected  to  try  to  use  parts  from  the  approved 
parts  list.  For  custom  and  semicustom  parts,  performance  specifications  are  set 
by  the  system  electrical  design  engineer. 


Quality  Problem  Resolution 

IC  suppliers  are  expected  to  analyze  failures  and  to  respond  to  any  part  de¬ 
ficiency.  Most  suppliers  also  have  on-site  field  application  engineers  who  diag¬ 
nose  and  verify  part  deficiencies  in  situ  and  typically  are  involved  in  the 
corrective  actions.  Suppliers  are  expected  to  analyze  the  root  cause  for  all  defi¬ 
ciencies  attributable  to  their  parts. 

If  a  problem  is  found  on  the  assembly  line  or  as  a  result  of  a  line  pull,  the 
failed  part  is  sent  back  to  the  supplier  for  failure  analysis  and  corrective  action, 
to  be  completed  within  30  days.  The  supplier  bears  the  costs.  Warranty  failures 
of  safety-related  equipment  (e.g.,  engine  control,  brakes,  airbag)  are  returned  to 
Delco  for  analysis  and,  where  appropriate,  remanufacturing  (Ford  and  Chrysler 
do  not  remanufacture).  Warranty  failures  of  nonsafety  equipment  (e.g.,  audio, 
heating  and  air  conditioning)  receive  less  scrutiny.  The  automotive  company 
bears  the  costs  of  the  failure.  In  the  event  of  a  gross  problem,  the  automotive 
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company  may  pursue  damages  from  the  supplier.  Only  one  such  case  occurred 
in  the  last  three  years. 


Reliability  Data  on  Integrated  Circuits 

Automotive  ICs  currently  fail  at  a  rate  of  about  10  to  20  failures  per  million 
parts  after  50,000  miles.  Automotive  electrical  engineers  believe  that  design 
problems  are  a  bigger  cause  of  field  failures  than  fabrication  problems. 

The  automotive  companies  collect  field  data  on  IC  failures.  Delco  collects 
that  data  by  part  number  and  routinely  analyzes  the  data  to  identify  trends.  Be¬ 
cause  of  higher  reliability,  the  defect  data  base  is  becoming  sparser  and  more 
emphasis  is  being  placed  on  understanding  the  physical  causes  of  failures.  The 
automotive  companies  expect  that,  by  the  end  of  the  decade,  IC  reliability  will  be 
so  high  that  statistical  reliability  testing  may  become  prohibitively  expensive  as 
the  sole  method  for  demonstrating  reliability  (but  will  remain  a  necessary  tool). 
More  testing  will  be  done  at  the  wafer  level.  Current  specifications  do  not  re¬ 
quire  wafer-level  testing,  but  more  customers  are  demanding  such  tests  during 
fabrication. 


Long-Term  Availability  of  Parts 

The  automotive  development  cycle  is  two  to  three  years.  Suppliers  are  in¬ 
volved  at  least  two  years  before  the  start  of  production.  They  are  contracted  for 
an  estimated  annual  usage  for  the  duration  of  the  program.  For  an  engine  con¬ 
trol  module,  that  period  could  be  five  or  six  years.  Suppliers  are  expected  to 
provide  spare  parts  for  service  for  five  years  beyond  the  end  of  production. 

Procurement  and  Quality  Management  of 
Integrated  Circuits  at  the  Boeing  Aircraft 
Company3 

Background 


LMI  visited  the  Boeing  Defense  and  Space  Group  (BD&SG)  and  Boeing's 
Commercial  Aircraft  Group  in  Kent,  Washington,  on  3  and  4  November  1994. 
BD&SG  is  responsible  for  the  procurement  and  quality  management  of  ICs  for 
both  defense  and  commercial  IC  applications  at  Boeing. 


3The  authors  wish  to  thank  Mr.  Jim  O'Brien  of  Boeing  for  providing  the  information 
for  this  section. 
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Boeing  is  a  low-volume  buyer  of  ICs,  with  total  annual  procurements  of 
around  50,000  units.  These  ICs  are  typically  used  in  applications  such  as  cabin 
environmental  control  and  entertainment  systems.  While  much  larger  volumes 
of  ICs  are  used  within  Boeing  aircraft  in  applications  such  as  navigation,  radar, 
communication,  and  other  avionics,  these  are  not  generally  purchased  directly 
by  Boeing  but  rather  are  specified,  procured,  and  controlled  by  the  subtier  ven¬ 
dors  who  provide  such  subsystems.  In  addition,  these  vendors  or  equipment  are 
generally  selected  by  the  customer  (Military  Service  or  airline)  rather  than  by 
Boeing. 

Because  Boeing  is  such  a  low-volume  buyer,  it  has  little  or  no  leverage  with 
the  IC  producers.  The  company  therefore  has  developed  a  unique  buying  strat¬ 
egy  for  ICs  that  minimizes  its  procurement  burden,  outsourcing  much  of  its 
quality  management  function,  and  minimizes  its  supplier  base  interface:  it  buys 
all  its  ICs  through  a  small  number  of  third-party  IC  testing  laboratories. 

The  ICs  that  are  purchased  by  Boeing  are  generally  operated  in  fairly  benign 
environments,  such  as  an  aircraft  cabin's  temperature,  humidity,  and  vibration. 
A  few  ICs  are  subject  to  extremely  harsh  conditions,  and  these  are  subjected  to 
more  rigorous  requirements  and  controls  than  the  typical  procurement. 

Ninety-five  percent  of  all  ICs  purchased  by  Boeing  are  PEMs.  Most  ICs  are 
selected  directly  from  off-the-shelf  catalogs.  Some  custom-designed  hybrids  are 
used.  Boeing  uses  a  small  number  of  hermetically  packaged  chips  in  applica¬ 
tions  that  experience  high  temperatures.  The  company  purchases  a  few  applica¬ 
tion-specific  integrated  circuits  (ASICs). 


Boeing  Dl-9000  Quality  Standard 

Boeing's  Dl-9000  quality  standard,  defined  in  Handbook  Dl-9000,  Advanced 
Quality  System  for  Boeing  Suppliers,  applies  to  all  Boeing  procurement  activities. 
It  covers  three  major  topics: 

♦  Basic  quality  system 

♦  Advanced  quality  system  (AQS) 

♦  Supplier  quality  rating. 

The  section  of  the  standard  covering  basic  quality  systems  describes  basic 
requirements  that  must  be  in  place  to  qualify  as  a  Boeing  supplier.  The  section 
covering  advanced  quality  systems  describes  advanced  quality  tools,  methodol¬ 
ogy,  and  documentation  that  are  required  to  build  parts  that  meet  Dl-9000  re¬ 
quirements.  These  include  key  characteristics,  statistical  control,  capability,  and 
sources  of  variation.  The  AQS  tools  section  provides  a  tutorial  on  the  various 
tools  identified  as  requirements  in  the  previous  section.  The  supplier  quality 
rating  section  describes  how  Boeing  evaluates  suppliers'  compliance  with  the 
requirements  of  Dl-9000  and  how  quality  performance  is  measured. 
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Basic  Quality  System 


The  requirements  of  the  basic  quality  system  are  similar  to  ISO  9000  re¬ 
quirements.  They  cover  the  system  design  and  management  of  the  following: 


♦  Procedures 


♦  Inspection  stamps 


♦  Records 


♦  Measurement  and  test  equip¬ 
ment 


♦  Manufacturing  quality  control 

♦  Training 

♦  Drawings 


♦  Tooling 

♦  Inspection  methods 

♦  Functional  tests 


♦  Digital  media 

♦  Specifications 

♦  Proprietary  designs 

♦  Procurement  by  the  supplier 


♦  Shipping 

♦  Quality  audit  program 

♦  Authority  and  responsibility. 


Manufacturing  quality  controls  include  inventory  controls,  production  and 
process  controls,  and  discrepancy  controls  designed  to  ensure  compliance  with 
drawings,  specifications,  and  standards  throughout  all  stages  of  design  and  pro¬ 
duction.  This  ensures  that  all  IC  producers  on  Boeing's  qualified  supplier  list 
have  adequate  and  capable  manufacturing  and  quality  management  processes. 

In  having  suppliers  procure  products  and  services,  Boeing  assigns  respon¬ 
sibility  to  the  supplier  for  the  quality  of  all  materials,  articles,  software,  and 
services  purchased  from  subtier  suppliers  and  ensures  flow  down  of  AQS  re¬ 
quirements  to  the  subtier  suppliers.  This  places  responsibility  for  IC  quality 
squarely  on  the  shoulders  of  the  test  laboratories  that  supply  ICs  to  Boeing. 

Advanced  Quality  System 

AQS  requirements  address  determining  key  characteristics  that  must  be 
controlled  to  ensure  quality,  providing  evidence  of  variation,  identifying  and 
controlling  the  sources  of  variation,  flowing  down  key  characteristics  to  subtier 
suppliers,  and  establishing  a  continuous  quality  improvement  process.  A  major 
goal  of  AQS  is  the  compilation  of  process  knowledge  that  can  be  used  to  conduct 
quality  planning  in  advance  of  production.  Use  of  this  knowledge  will  allow 
manufacturers  to  build  parts  correctly  the  first  time 

AQS  includes  analytical  techniques  —  such  as  brainstorming,  Pareto  analy¬ 
sis,  and  risk  analysis  —  that  help  teams  operate  successfully.  Other  techniques 
include  using  flow  charts,  control  charts,  and  cause-and-effect  diagrams;  gage 
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variation  studies;  and  designed  experiments.  Qualified  suppliers  are  expected  to 
understand  and  use  these  techniques. 


Supplier  Quality  Rating 

The  purpose  of  the  supplier  quality  rating  is  to  identify  suppliers  producing 
superior  quality  products  and  to  focus  suppliers'  attention  on  areas  requiring 
improvement.  The  assessment  is  based  on  quality  potential  and  actual  quality 
performance.  A  100-point  scoring  system  is  used  to  represent  supplier  quality. 
The  supplier's  quality  potential  is  determined  during  an  on-site  review  by  a 
Boeing  quality  team.  The  Boeing  quality  team  audits  vendor  operations,  looking 
for  the  same  basic  factors  as  Defense  Electronic  Supply  Center  Qualified  Manu¬ 
facturers  List  Program  audits.  The  team  asks  specific  questions  pertaining  to  the 
supplier's  basic  and  advanced  quality  system,  and  planning  and  production 
control  system.  The  quality-potential  rating  is  predictive  and  is  used  as  a  lead¬ 
ing  indicator  of  quality  performance.  The  audit  generally  takes  two  days  with  a 
team  of  two  or  three  people.  A  large  audit  might  require  five  or  six  team  mem¬ 
bers. 

Quality  performance  is  determined  on  the  basis  of  product  rejections  and 
the  company's  responsiveness  to  requests  for  corrective  actions.  Measurement 
also  focuses  on  the  reduction  in  product  variation  as  indicated  by  capability  ra¬ 
tios.  Total  quality  rating  scores  are  compiled  by  commodity  type.  Rating  reports 
are  provided  to  Boeing  buyers  and  are  a  significant  element  in  procurement  de¬ 
cisions.  Quality  ratings  are  distributed  to  suppliers  monthly  by  Boeing. 


Qualification  Tests  for  Integrated  Circuits 

Boeing's  IC  specifications  frequently  are  based  on  existing  military  specifi¬ 
cations  —  such  as  MIL-STD-883D,  Test  Methods  and  Procedures  for  Microelectron¬ 
ics,  for  burn-in  and  solderability.  However,  Joint  Electron  Device  Engineering 
Council  (JEDEC)  specifications  form  the  backbone  of  Boeing's  specifications, 
particularly  for  packaging.  With  global  competition  increasing  in  the  aircraft 
industry,  Boeing  is  also  tracking  the  European  standards,  which  contain  differ¬ 
ent  application-based  quality  levels.  Qualification  testing  consists  of  the  test  se¬ 
quence  shown  in  Table  C-l. 
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Table  C-1. 

Boeing's  Qualification  Test  Sequence 


Category 

Test  method 

1.  Screening 

100  percent,  as  specified  by  Boeing 

2.  Life  test 

Per  MIL-STD-883D,  method  1005,  test  temperature  specified  by 
Boeing,  5  pieces 

3.  Highly  accelerated 
stress  test 

Per  JEDEC  Standard  22,  method  A-110,  test  condition  C,  100 
hours  duration,  DC  bias,  5  pieces 

4.  Temperature  cycling 

Per  MIL-STD-883D,  method  1010,  -65°C  to  +15QOC,  1,000 
cycles,  5  pieces 

5.  Thermal  shock 

Per  MIL-STD-883D,  method  1011,  -65°C  to  +150°C, 

300  cycles,  5  pieces 

6.  Solderability 

Per  MIL-STD-883D,  method  2003,  3  pieces,  0  failures 

7.  Resistance  to  solvents 

Per  MIL-STD-883D,  method  2015,  4  pieces,  0  failures 

Part  screening  is  illustrated  in  Figure  C-1.  The  order  of  temperature  tests 
may  be  changed  at  the  discretion  of  the  test  laboratory. 


Incoming  inspection 


Pass  i 


Fail 


Return  parts 
to  vendor 


Pre-burn-in  electrica 
test 
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B  u  rn-in 
Pass  ^ 


Pass 


Coplanarity 
final  visual 


Pass  f 


M  ark 
and  ship 


Fail 


Final  electrical  test 


Fail 


Return  parts 
to  vendor 


If  P D A  =  4 %  max. 


Reburn  lot,  repeat 
final  electrical  test, 
PDA  =  1  %  max. 


If  P  D  A  > 4 % 
- Pass _ 


Fail 


Return  parts 
to  vendor 


Fail 


Repair 


Y  es 


Determ  ine  if  leads 
are  reworkable 
(1  rework  allowed) 


|  No 


Scrap 


Note:  PDA  =  Percent  Defects  Allowable 


Figure  C-1. 

Part  Screening  Required  by  Boeing 
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Procurement  Practice  for  Integrated  Circuits 

Qualified  Vendor  List 

Boeing  maintains  a  list  of  qualified  vendors  for  each  IC.  A  Boeing  quality 
team  visits  potential  vendors  (two  or  three  new  vendors  per  year)  and,  using 
Boeing's  Handbook  Dl-9000,  Advanced  Quality  System  for  Boeing  Suppliers,  as¬ 
sesses  their  capabilities.  The  Dl-9000  approach  is  somewhat  of  a  cross  between 
an  ISO  9000  audit  and  the  Malcolm  Baldrige  assessment  developed  by  the  De¬ 
partment  of  Commerce.  Vendors  who  are  found  by  the  Boeing  quality  team  to 
satisfy  the  Dl-9000  requirements  are  placed  on  the  qualified  vendors  list.  Once 
on  the  list,  they  are  not  systematically  reexamined  until  and  unless  the  perform¬ 
ance  of  their  products  is  unsatisfactory. 

Boeing  places  purchase  orders  for  ICs  with  several  commercial  test  labora¬ 
tories.  Boeing's  purchase  orders  specify  the  type  of  IC  to  be  procured  and  the 
tests  to  be  performed,  typically  a  three-temperature  test  and  burn-in  of  168  hours 
on  100  percent  of  the  parts.  The  laboratories  generally  select  the  IC  vendors, 
purchase  the  ICs,  conduct  the  tests,  and  supply  the  parts  to  Boeing.  After  testing, 
the  laboratory  assigns  a  Boeing  part  number  to  the  item.  In  rare  instances  (about 
55  part  numbers),  the  IC  testing  is  conducted  by  the  manufacturer  rather  than 
the  third-party  test  laboratory.  Purchased  ASICs  are  screened  and  tested  by  the 
manufacturer. 

Boeing  generally  seeks  price  quotes  for  a  given  buy  from  two  or  three  of  the 
six  test  laboratories  it  currently  uses.  Boeing  will  generally  buy  from  the  lowest- 
bidding  test  laboratory.  Test  laboratories  must  purchase  ICs  only  from  vendors 
that  are  listed  on  Boeing's  qualified  vendor  list.  Within  that  constraint  the  labo¬ 
ratories  are  free  to  negotiate  their  own  best  price  with  the  manufacturer. 


Quality  Problem  Resolution 

If  significant  problems  with 
vendors  (both  manufacturers  and 
specifications  and  find  solutions, 
case  by  case. 


ICs  do  arise,  Boeing  works  directly  with  the 
third-party  test  laboratories)  to  review  the  test 
Boeing  deals  with  problems  of  "poor  quality" 


IC  Reliability  Data 

Boeing  does  not  collect  much  reliability  data  on  its  ICs.  The  firm  does  not 
require  failed  parts  to  be  returned  for  analysis  and  gets  little  data  on  part  failures 
in  Boeing-supplied  military  systems.  For  commercial  aircraft,  Boeing  gets 
somewhat  better  feedback  during  the  aircraft's  warranty  period  (generally  three 
years),  but  after  that  period  it  gets  no  feedback.  During  that  initial  three-year 
period,  IC  failures  are  extremely  rare. 
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Incoming  Quality 


Ninety-five  percent  of  the  50,000  ICs  that  Boeing  purchases  annually  for 
commercial  use  are  PEMs,  which  have  had  excellent  incoming  quality.  Test 
laboratories  conduct  a  three-temperature  test  and  a  168-hour  burn-in  with  a  fall¬ 
out  rate  of  about  0.2  percent  from  such  testing.  The  extremely  low  failure  rate 
and  incidence  of  manufacturing  defects  permits  Boeing  to  ignore  requirements 
for  warranties  on  ICs.  Just  processing  or  returning  the  few  failures  would  cost 
Boeing  more  than  replacing  failed  parts  with  new  parts.  Boeing's  close  relation¬ 
ships  and  arrangements  with  their  third-party  testing  houses  generally  ensures 
that  failed  parts  would  be  quickly  replaced,  with  no  questions  asked,  if  any  sig¬ 
nificant  quantities  were  involved. 

Boeing  does  not  additionally  test  ICs  purchased  from  the  test  laboratories 
before  their  assembly  into  avionics  systems.  The  first  testing  within  Boeing  of 
these  parts  is  during  system-level  testing. 

Other  Issues  and  Trends 

Long-Term  Availability  of  Parts 

Because  Boeing's  aircraft  tend  to  remain  in  airline  inventories  for  a  long 
time  (over  20  years),  the  company  is  concerned  about  continuing  parts  availabil¬ 
ity  and  diminishing  manufacturing  sources,  as  is  DoD.  It  attempts  to  address 
this  problem  through  two  approaches.  First,  Boeing  conducts  an  annual  survey 
of  IC  vendors  to  seek  out  and  identify  potential  problem  ICs.  Vendors  generally 
notify  Boeing  whenever  an  IC  it  uses  is  going  to  be  discontinued.  Boeing  then 
has  the  option  to  make  a  lifetime  buy  of  the  item  before  it  is  discontinued.  How¬ 
ever,  the  company  has  no  formal  contractual  arrangements  with  vendors  to  en¬ 
sure  future  availability  of  parts.  In  general,  military  suppliers  are  better  at 
providing  notification  of  pending  obsolescence  than  are  commercial  vendors. 
Boeing's  second  approach  is  to  routinely  upgrade  and  improve  their  systems 
and  design  out  old  and  obsolescent  parts  whenever  possible.  The  company  does 
this  through  complete  board  or  system  redesigns,  increasingly  using  ASICs. 


Internal  Design  Capability  for  Application-Specific  Integrated  Circuits 

Boeing  has  developed  an  internal  ASIC  design  capability.  While  this  ca¬ 
pability  is  currently  quite  small,  it  is  developing  a  track  record  for  excellence. 
The  company  sees  its  use  of  ASICs  increasing  in  the  future,  particularly  in  new 
aircraft  designs  and  in  quality  improvements  for  existing  aircraft. 
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Commercial  Specifications  and  Standards 


Boeing  does  not  see  its  IC  requirements  as  unique  or  different  from  similar 
industries  and  would  welcome  a  broader  approach  to  standardization  and  qual¬ 
ity  acceptance.  Boeing  Commercial  Avionics  Systems  is  prepared  to  join  with, 
pool,  and  accept  IC  or  vendor  data  from  other  industries  such  as  the  automobile 
industry. 
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Appendix  D 

Contract  Clauses 


Table  D-l  lists  the  contract  clauses  remaining  after  implementation  of  the 
Federal  Acquisition  Streamlining  Act  of  1994  (FAS A)  that  present  the  most  sig¬ 
nificant  barriers  to  commercial  firms  doing  business  with  DoD.  The  clauses  are 
grouped  by  the  subject  categories  used  in  the  text  of  Chapter  3.  Following  the 
tables,  each  clause  is  presented  on  a  one-page  form  that  addresses  it  in  more  de¬ 
tail.  This  latter  presentation  is  organized  by  clause  number  to  enable  the  reader 
to  locate  a  specific  clause  of  interest  more  easily. 

Table  D-1. 

Clauses  Remaining  as  Barriers  After  FASA  Implementation 


FAR/D  FARS 

reference 

Clause  title 

Cost  or  Pricing  Data 

52.214-26 

Audit  —  Sealed  Bidding 

52.214-28 

Subcontractor  Cost  or  Pricing  Data  —  Modifications  —  Sealed 
Bidding 

52.215-1 

Examination  of  Records  by  Comptroller  General 

52.215-2 

Audit  —  Negotiation 

52.215-24 

Subcontractor  Cost  or  Pricing  Data 

52.215-25 

Subcontractor  Cost  or  Pricing  Data  —  Modifications 

52.216-5 

Price  Redetermination  —  Prospective 

52.216-6 

Price  Redetermination  —  Retroactive 

52.244-2 

Subcontracts  (Cost-Reimbursement  and  Letter  Contracts) 

Cost  Collection  and 

Reporting 

252.234-7000 

Notice  of  Cost/Schedule  Control  Systems 

252.234-7001 

Cost/Schedule  Control  Systems 

Source  Restrictions 

252.225-7000 

Buy  American  Act  —  Balance  of  Payments  Program  Certificate 

252.225-7001 

!  Buy  American  Act  and  Balance  of  Payments  Program 

252.225-7006 

Buy  American  Act  —  Trade  Agreements  Act  —  Balance  of 
Payments  Program  Certificate 

252.225-7007 

Trade  Agreements  Act 

52.225-1 

Buy  American  Certificate 

Note:  FAR  -  Federal  Acquisition  Regulation;  DFAR  =  Defense  Federal  Acquisition  Regulation  Supple¬ 
ment. 
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Table  D-1. 

Clauses  Remaining  as  Barriers  After  FASA  Implementation  (Continued) 


FAR/DFARS 

reference 

Clause  title 

52.225-20 

Buy  American  Act  —  North  American  Free  Trade  Agreement 
implementation  Act  —  Balance  of  Payments  Program 

52.225-21 

Buy  American  Act  —  North  American  Free  Trade  Agreement 
Implementation  Act  —  Balance  of  Payments  Program 

Data  Rights 

252.227-7013 

Rights  in  Technical  Data  —  Noncommercial  Items 

252.227-7017 

Identification  and  Assertion  of  Use,  Release,  or  Discount  Re¬ 
strictions 

252.227-7026 

Deferred  Delivery  of  Technical  Data  or  Computer  Software 

252.227-7027 

Deferred  Ordering  of  Technical  Data  or  Computer  Software 

252.227-7037 

Validation  of  Restrictive  Markings  on  Technical  Data 

Socioeconomic  Require¬ 
ments 

Small  Business/Smail 
Disadvantaged  Business 
Subcontracting 

252.219-7003 

Small  Business  and  Small  Disadvantaged  Business  Subcon¬ 
tracting  Plan  (DoD  Contracts) 

52.219-9 

Small  Business  and  Small  Disadvantaged  Business  Subcon¬ 
tracting  Plan 

Disabled  Veterans, 
Vietnam-Era  Veterans, 
and  Handicapped 

Workers 

52.222-35 

Affirmative  Action  for  Special  Disabled  and  Vietnam  Era 

Veterans 

52.222-36 

Affirmative  Action  for  Handicapped  Workers 

52.222-37 

Employment  Reports  on  Special  Disabled  Veterans  and  Veter¬ 
ans  of  the  Vietnam  Era 

General  Affirmative 

Action  and  Equal 
Opportunity 

52.222-21 

Certification  of  Nonsegregated  Facilities 

52.222-26 

Equal  Opportunity 

Precious  and  Specialty 

Metals 

252.208-7000 

Intent  to  Furnish  Precious  Metals  as  Government-  Furnished 
Material 

252.225-7014 

Preference  for  Domestic  Specialty  Metals  [including  Alternate  1] 

Note:  FAR  =  Federal  Acquisition  Regulation;  DFAR  =  Defense  Federal  Acquisition  Regulation  Supple¬ 
ment. 
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The  information  on  the  following  forms  is  extracted  from  an  LMI  computer 
data  base  of  contract  clauses.  The  data  base  contains  many  common  acronyms 
and  abbreviations,  the  more  significant  of  which  we  list  in  Table  D-2. 

Table  D-2. 

Abbreviations  Used  in  LMI  Contract  Clause  Data  Base 


Abbreviation 

Definition 

CFR 

Code  of  Federal  Regulations 

DFARS 

Defense  Federal  Acquisition  Regulation  Supplement 

DoDD 

Department  of  Defense  Directive 

DoDI 

Department  of  Defense  Instruction 

DoL 

Department  of  Labor 

EO 

Executive  Order 

FAR 

Federal  Acquisition  Regulation 

OFPP 

Office  of  Federal  Procurement  Policy 

OMB 

Office  of  Management  and  Budget 

PL 

Public  Law 

SBA 

Small  Business  Administration 

SF 

Standard  Form 

U.S.C 

United  States  Code 
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components  are  being  acquired  as  part  of  the  prime  contract  end  item. 


CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  252.219-7003  Source:  15  USC  637(d)(4),  PL  101-189  Sect.  834,  PL  103-160  Sec.t.  811 

Title:  SMALL  BUSINESS  AND  SMALL  DISADVANTAGED  BUSINESS  SUBCONTRACTING  PLAN  (DOD  CONTRACTS) 

Description:  Used  when  FAR  52.2 1 9-9  Small  Business  Subcontracting  Plan  is  used 

Presciption:  219.708(b)(1)(A)  Solicitations  and  contracts  that  contain  52.2 19-9. 
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ig  commercial  items  or  dealing  with  firms  that  are  primarily  commercial  in  market  orientation 
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Recommendation  for  Addressing  Barrier: 
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Seek  legislation  that  would  exempt  this  requirement  for  acquisitions  of  commercial  products  and  commercial  components. 
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Seek  legislation  that  would  exempt  this  requirement  for  acquisitions  of  commercial  products  and  commercial  components. 
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Seek  legislation  that  would  exempt  this  requirement  for  acquisitions  of  commercial  products  and  commercial  components. 
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Recent  revisions  to  the  technical  data  rights  policy  have  eased  the  subcontractor  burden  somewhat  when  the  only  deliverable  is  a  commercial  item,  however,  the  data 
rights  policy  is  still  complex  and  therefore  remains  a  potential  barrier  to  all  firms,  especially  when  requirements  may  flowed  down  to  subcontractors. 
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_ CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  252.227-7017  Source:  10USC2320 

Title:  IDENTIFICATION  AND  ASSERTION  OF  USE,  RELEASE,  OR  DISCLOSURE  RESTRICTIONS 

Description:  Requires  contractor  to  assert,  at  time  offer  is  submitted  to  the  Government,  the  restrictions  on  use  of  the  contractor's  and  subcontractor's  technical 

data/software. 
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noncommercial  items  are  being  supplied. 


CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  252.227-7026  Source:  10  USC  2320(b)(2) 

Title:  DEFERRED  DELIVERY  OF  TECHNICAL  DATA  OR  COMPUTER  SOFTWARE 

Description:  Prime  and  subs  may  be  required  to  deliver  tech  data  to  Govt,  up  to  two  years  after  end  item  delivery  or  after  contract  termination. 

Presciption:  227 .405-7 1  (b)  Used  when  the  contract  requires  delivery  of  technical  data  or  computer  software,  but  does  not  contain  a  specified 
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changes  in  this  area  very  difficult. 
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at  private  expense  unless  it  can  demonstrate  otherwise.  The  contractor  may  still  need  to  keep  records  in  order  to  respond  to  any  such  challenges. 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  52.214-26  Source:  10  USC  2306(0(5),  10  USC  2306(Q(1)(B)&(D),  10  USC  2306a(f) 

Title:  AUDIT  AND  RECORDS  -  SEALED  BIDDING 

Description:  Comptroller  General  can  audit  if  contractor  submits  certified  cost/pricing  data 

Presciption:  14.201-7(a)  Insert  in  IFBs  and  contracts  expected  to  exceed  $100,000. 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  52.215-2  Source:  10  USC  2313(a),  10  USC  2306a(f),  OMB  Circular  A-133 

Title:  AUDIT -NEGOTIATION 

Description:  Comptroller  General  can  audit  if  contractor  submits  certified  cost/pricing  data 

Presciption:  1 5. 106-2(b)  When  contracting  by  negotation  insert  in  solicitations  and  contracts  unless  the  acquisition  is  a  small  purchase  under 
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laws  inapplicable  to  commercial  items  pursuant  to  FASA  Section  8003. 
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inapplicable  to  commercial  items  pursuant  to  FASA  Section  8003. 
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inapplicable  to  commercial  items  pursuant  to  FASA  Section  8003. 
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_ CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  52.219-9  Source:  15  USC  637(d)(5)  and  (6),  PL  100-656 

TitIe:  SMALL  BUSINESS  AND  SMALL  DISADVANTAGED  BUSINESS  SUBCONTRACTING  PLAN 

Description:  Defines  and  describes  requirements  for  subcontracting  plans 

Presciption:  19.708(b)  Use  in  negotiated  solicitations  and  resulting  contracts  expected  to  exceed  $500,000  ($  1  million  for  construction  of  any 
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Not  a  standard  commercial  practice.  Very  cumbersome  for  contractor  to  comply.  Commercial  practice  is  to  establish  long-term  relationships  with  vendors  regardless  of 
business  size.  Apply  to  Congress  for  legislation  that  would  exempt  this  requirement  for  acquisitions  of  commercial  products  and  commercial  components. 
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business  size.  Apply  to  Congress  for  legislation  that  would  exempt  this  requirement  for  acquisitions  of  commercial  products  and  commercial  components. 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 

Clause  Number:  52.222-37  Source:  38  USC  2012  and  DoL  implementing  regulations 

Title:  EMPLOYMENT  REPORTS  ON  SPECIAL  DISABLED  VETERANS  AND  VETERANS  OF  TIIE  VIETNAM  ERA 

Description:  Requires  contractor  to  submit  annual  reports 

Prcsciption:  22.1308(b)  Solicitations  and  contracts  containing  the  clause  at  52.222-35. 
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CONTRACT  CLAUSES  THAT  ARE  BARRIERS  TO  COMMERCIAL  IC  INSERTION 


D-43 


Appendix  E 

Glossary 


ACAT 

= 

Acquisition  Category 

AEC 

= 

Automotive  Electronics  Council 

AF 

= 

Air  Force 

ANSI 

= 

American  National  Standards  Institute 

AQS 

= 

Advanced  Quality  System 

ASIC 

= 

application-specific  integrated  circuit 

BD&SG 

= 

Boeing  Defense  and  Space  Group 

C/SCSC 

= 

cost/  schedule  control  systems  criteria 

CAS 

= 

Commercial  Avionics  Systems 

CCII 

= 

Center  for  Commercial  IC  Insertion 

CDF 

= 

Chrysler  Delco  Ford 

CO 

= 

contracting  officer 

DESC 

= 

Defense  Electronic  Supply  Center 

DFARS 

= 

Defense  Federal  Acquisition  Regulation  Supplement 

DISC 

= 

Defense  Industrial  Supply  Center 

DoD 

= 

Department  of  Defense 

DoDISS 

= 

DoD  Index  of  Standards  and  Specifications 

DRAM 

= 

dynamic,  random-access  memory 

DSB 

= 

Defense  Science  Board 

EEPROM 

= 

electronically  erasable,  programmable,  read-only,  memory 

EPROM 

= 

erasable,  programmable,  read-only  memory 

E-l 


FAR 

r= 

Federal  Acquisition  Regulation 

FASA 

= 

Federal  Acquisition  Streamlining  Act  of  1994  (Pub.L.  103-355) 

IC 

= 

integrated  circuit 

IDA 

= 

Institute  for  Defense  Analyses 

IRP 

= 

Industry  Review  Panel 

ISO 

= 

International  Organization  for  Standardization 

JEDEC 

= 

Joint  Electron  Device  Engineering  Council 

MILSPEC 

= 

military  specification 

NGS 

= 

nongovernmental  standard 

NSN 

= 

national  stock  number 

OEM 

= 

original-equipment  manufacturer 

OFPP 

= 

Office  of  Federal  Procurement  Policy 

OSD 

= 

Office  of  Secretary  of  Defense 

PAT 

= 

process  action  team 

PDA 

= 

percent  defects  allowable 

PEM 

= 

plastic-encapsulated  microcircuit 

PPA 

= 

Plastic  Package  Availability 

QM 

= 

quality  management 

QML 

= 

qualified  manufacturers  list 

QPL 

= 

qualified  parts  list 

RFP 

= 

Request  for  Proposal 

SHAG 

= 

Standards  Handbooks  and  Acquisition  Guides 

SECDEF 

= 

Secretary  of  Defense 

SIA 

= 

Semiconductor  Industry  Association 

SMD 

= 

standard  microcircuit  drawing 
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sow 


Statement  of  Work 


SRAM 

SWAT 

THAAD 

TINA 


=  static,  random-access  memory 
=  Standards  We  Attack  Tenaciously 
=  Theater  High  Altitude  Area  Defense 
=  Truth  in  Negotiations  Act 
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